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PABOYAS ITPOI'PAMMA JTUCHUIIJINHBI

Pasnennl paGoueii nporpamMMbl

NS

10.

Ilenu ocBoeHus AucHUIUIMHBL. [lepeueHb MIaHupyeMbIX Pe3yIbTaToOB 00yUEHUs.

MecTo TUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM TPOrpaMMBI.

CrpykTypa u conepKaHue JUCLIUILINHEL.

IlepeueHb yueOHO-METOMUECKOTO 00ECTIEUEH NS Il CaMOCTOSATENbHOM paboThl
oOyyaromuxcs M0 AUCLHUIUIUHE.

@DOH/ OIICHOYHBIX CPEJICTB IS IPOBEACHUS IPOMEKYTOUHON aTTECTAlMK O0YYarOIUXCS MO
JUCLIUILINHE.

[Tepeuenb OCHOBHOM M JONOTHUTEIBHON y4eOHOI TUTEpaTyphl, HEOOXOIUMOM JIJIsl OCBOCHUS
JUCLUIUINHBIL.

[Tepeuens pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAMOHHON ceTn «IHTepHeT»,
HEOOXOIUMBIX JUIsl OCBOSHMSI JUCLIUILINHBL.

Mertonnyeckue ykazaHus sl 00y4JaroUIuXxcs 10 OCBOCHMIO IUCLUIIIMHBI.

[TepeueHb MHPOPMALMOHHBIX TEXHOJIOTUH, UCIIOIB3YEMbIX MPU OCYLIECTBICHUN
00pa30BaTENILHOrO MpoLEcca M0 AUCLHUILIUHE.

Onucanue MarepranbHO-TEXHUYECKOH 0a3bl, HEOOXOIMMOMN AJIs OCYIECTBICHUS
00pa30BaTENILHOTO MpoLEcca M0 AUCLHUILINHE.

IIpuioxenns k paéoyeii nporpaMmme IMCHUIIIHHBI
[Ipunoxenue 1. AHHOTaNMs pabodel MporpaMMbl
[Tpunoxenune 2. [lpukpernnennsie (aniipt

[Iporpamma cocrasneHa B coorBeTcTBUM ¢ TpeboBaHussMu CYOC MAU, pa3paboTaHHOTO Ha OCHOBE
moaudummpoBanasix GI'OC BO (3++) mo nanpasnenuto 09.03.01 MudopmaTuka 1 BEIUUCIUTENbHAS
TEXHUKA

ABTOpPBI IPOTPaMMBI:

VxanoBa A.M.

3aBenyromuii odecrneunBaroieit kaheapoit

MCullT

[IporpamMma onobpeHa:

3aBeayroniuil BeIycKaromen kadeapon JlupexTop BBITYCKAIOIIETO (uIHaia
MCuldT
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1. HEJHA OCBOEHUSA JUCHUIIJIUHBI. IEPEYEHD IIVIAHUPYEMbIX
KOMIIETEHIIVUM 1 PE3YJIbTATOB OBYUEHMWSI.
Lenbro ocBOEHUS AUCUUILIMHBI 3a1IuTa HHPOPMAIIUH SIBISIETCS JOCTUKEHHUE CIIETyIOIINX
pe3yabTaToB ocBoenusi(PO):

N HIndp Pe3yabTaTt 00yyenust
1 3-1(OIIK- 3HaTh NMPUHIMIB WHGOPMALMOHHON M OMOIHMOrpaduYecKoil KylbTyphl NPU HCIIOIb30BAaHUU
5.1) nH(pOpMaMOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHH
2 V-1(OIIK- YMeTh TPUMEHATH OCHOBHBIC IIpaBWia COONIONCHHS aBTOPCKOTO IIpaBa M TpPeOOBaHHIMA
5.1) HH(GOPMALIMOHHON 6€30aCHOCTH
3 B-1(OIIK- BianeTs OCHOBHBIMU METO/AMHM, CIIOCOOAMHU U CPEJCTBAMH IOyYEHHs, XpaHEHUsI, 00paboTKH
5.1) nH(GOPMAIIMY U C HCITOJIb30BAHUEM CTaHIAPTHBIX ITAKETOB
4 B-2(OIIK- Brnaners MeronamMm 3amuthl MHGOPMAIMU JUIS MPEIOTBPAICHUS HECAaHKIMOHHPOBAHHOTO
5.2) JIOCTyIa
5 3-1(OIIK- 3HaTh OCHOBHBIC 3TAITBI CO3JAHUSI CHCTEM 3aIIUTH HH(pOpMAIm
5.2)
6 B-1(OIIK- Bnaners HaBbikaMu  paOOThl B MHTETPUPOBAHHBIX ~ CPeAax IMPOrPaMMHPOBAHUS  C
5.2) UCIIOJIb30BaHHEM OHOINOTEK
7 3-1(OIIK- 3HAaTP OCHOBHBIE CIOCOOBI TMOWCKAa MPO(QECCHOHANBHOH HMH(QOpMAmuu HAa  OCHOBE
5.3) nHGOPMAMOHHON ¥ OHOIHOTrpadUIeCKON KYIbTYPHI, C YIETOM COOJIIOICHUST aBTOPCKOTO MpaBa
8 3-2(OIIK- 3HaTh BO3MOXKHbIE HCTOUYHHKH, PUCKH U (pOopMBI aTak Ha HH(GOPMALHIO, OCHOBHbIE OCOOCHHOCTH
5.3) MTOJINTUKH 0€30TIACHOCTH, TEOPETUIECCKHE OCHOBBI KpUNTOTrpadhun
9 Y-1(IIKP- YMeTh onpenesnsaTh ypoBHH 0€30MaCHOCTH
7.1)
10 3-1(IIKP- 3HaTh KPUTEPUHU U YPOBHHU OOecTiedeHns HH)OPMAIIOHHOH 0€30I1acHOCTH
7.2)
11 Y-1(ITKP- YMeTh IPUMEHSTh OCHOBHBIE AITOPUTMBI IM(POBAHUS
7.2)
Hepqu/ICHCHHBIe PO sBnsroTcst sTarrom (I)OpMI/IpOBaHI/IH CJICAYIOInX KOMHCTCHHHﬁ:
N Mudgp Komnerenuus
1 OIIK-5 CnocobeH pemars CTaHIApPTHBIE 3aJaddl NPO(ECCHOHAIBPHON JESATENbHOCTH Ha OCHOBE
WHPOPMAIMOHHOW © OuOMuHorpaduIeckoil KymbTypel ¢ IpPHUMEHCHHEM WHGOPMAIUOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTMA M C y4YeTOM OCHOBHBIX TpeOOBaHMN HH(OPMAIMOHHON
0e30macHOCTH
2 ITKP-7 CriocobeH obecrieunth HHGOOPMAIMOHHYIO 0€30aCHOCTh Ha YPOBHE 0a3 JaHHBIX

NuaukaTtopsl AOCTHKEHHUS KOMIETEHIMHA, CIyKallue s TPOBEPKH CHOPMHUPOBAHHOCTH YACTH
COOTBETCTBYIOIIEH KOMIIETCHIIUU:

N Mudp NupukaTop KoMneTeHIui

1 OIIK-5.1 JleMoHCTpHpYeT 3HAHWE TNPUHLIWIOB HHPOPMAIMOHHOW M OmOIMorpaduyeckoil KyIbTYpEHI,
METOJIOB M CPEACTB pEIICHHS CTAaHAAPTHBIX 3a7ad NPO(ecCHOHANBFHONW AEATENbHOCTH C
NpUMEHeHHeM HH(POPMAMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHH M C yYeTOM OCHOBHBIX
TpeOoBaHUi HHGDOPMAIIMOHHOHN 0€30MacHOCTH

2 OIIK-5.1 JleMoHCTpHpYeT 3HAHWE TNPUHLIWIOB HHPOPMAIMOHHOW M OmOIMorpaduyeckoil KyIbTYpEHI,
METOJIOB M CPEACTB pEIICHUS CTAaHAAPTHBIX 3a4ad NPO(EeCcCHOHATBLHON MeATeNFHOCTH C
IIpUMEHEHHEM HH(POPMAINOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH W C yYEeTOM OCHOBHBIX
TpeboBaHni HHPOPMAITMOHHOHN 6€30MMaCHOCTH

3 OIIK-5.1 JleMOHCTpHUpYeT 3HaHWE NPUHLIMUIIOB HHPOPMAIMOHHOH M OHONMorpaduueckoil KyJIbTyphl,
METOJIOB M CPEACTB pPEIICHUS CTaHIAAPTHBIX 337ad IMPOQPECCHOHATBHON JESTENBHOCTH C
IIPUMEHEHNEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTMH M C y4YeTOM OCHOBHBIX
TpeboBaHNH HHPOPMAITMOHHOHN 06€30MTaCHOCTH

4 OIIK-5.2 Pemaer crannapTHele 3a7a4u podeccuoHaIbHOM AeSTEIBHOCTH Ha OCHOBE MH()OPMALMOHHOM
u_Oubsmorpaduyeckoid KyJnbTypbl € NpPUMEHEHHEM HWH(OpMalMOHHO-KOMMYHHKAIIMOHHBIX
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TEXHOJIOTHH U C Y4ETOM OCHOBHBIX TpeboBaHuUil nHpOpMaMOHHOI Oe30nacHOCTH

OIIK-5.2

Pemraer cranmaptHble 3amaun mpodecCHOHANBFHON NESTeIPHOCTH Ha OCHOBE WH(POPMAIMOHHOM
n Oubmmorpaduueckod KyIbTYphl C NpPUMEHEHHEM HH(GOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH ¥ C YYETOM OCHOBHBIX TpeOOBaHUI HHPOPMAITMOHHOW 0€30ITaCHOCTH

OIIK-5.2

Pemaer crangapTHeie 3aauu Ipo(heCCHOHATBLHOM AESTENBHOCTH Ha OCHOBE MH(OPMAIIOHHO
u Oubimorpaduyeckoidl KyJnbTypbl € INpPUMEHEHHEM HWH()OPMANMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTHH U C Y4eTOM OCHOBHBIX TpeOoBaHUI HHPOpMaMOHHOH 0€301acCHOCTH

OIIK-5.3

[Ipou3BoaNT MOMCK U aHAIN3 WHPOPMALIUH 71 TOATOTOBKH JTOKYMEHTOB, 0030pOB, pedeparos,
JOKJIA/IOB, MyOJIMKAIlNiA, Ha OCHOBE HMH(MOPMAIMOHHON M OHOMMOrpaduIeckodl KyIbTYpHI, C
YYETOM COOJIIO/ICHHSI aBTOPCKOTO IIpaBa U Tpe0oBaHKi MHPOPMAIIMOHHON 0€3011acHOCTH

OIIK-5.3

[Ipou3BoaNT MOWCK U aHAN3 WHPOPMALIUH IS TIOATOTOBKH TOKYMEHTOB, 0030pOB, pedeparos,
JOKJIA/IOB, MyOJIMKAIMiA, Ha OCHOBE HWH(MOPMAIMOHHON M OmOIHMorpaduyeckoll KyJIbTypHI, C
Y4eTOM COOJFOICHHUS aBTOPCKOTO TIPaBa U TpeOoBaHM HHPOPMAITMOHHONW 0€30ITaCHOCTH

[IKP-7.1.

JleMoHCTpHpyeT  3HaHHE obecrieyeHuss  Oe30macHOCTH  WH(pOpPMAalUK B

I/IHq)OpMaHI/IOHHHX CHCTEMAaxX

MCTOO0B

10

IIKP-7.2.

[Tnanmpyet ypoBHHU obecriedeHust Oe30nmacHOCTH MH(OpManuKu B WHPOPMAIMOHHBIX CHCTEMaX
Ha ypoBHE 0a3 JaHHBIX

11

ITKP-7.2.

[Tnanupyer ypoBHH oOecrieueHus Oe30macHOCTH MH(OpMalUK B WHPOPMAIMOHHBIX CHCTEMaXx
Ha YpoBHE 0a3 TaHHBIX

MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA3OBATEJBHOM ITPOT PAMMBIL.

Jucuunnuua 3amura vHQOpPMAIMK  SBISETCS MPEALISCTBYIOMIEH M MOCIHEAYIOWEH s

CICAYIOIUX OVCHHUILINH

N IpeamecTByOIMME UCHALTHHBI IMocaeayoume TUCHUNIAHBI
1 BBeI[eHI/IC B AaBHAIIMOHHYIO W PAKCTHO- Hrorosas roc. arrecranusa
KOCMHYECKYIO TEXHUKY
2 ba3sl nanHbBIX [IpenauuioMHas IpakTHUKa
3 Teopus uHpopMauu (Teopus
MH(OpMaLIMU U KOJIMPOBAHUS)
4 [TponsBoacTBEHHAs MpakTUKa |
CTPYKTYPA U COAEP) KAHUE JUCHUIIJINHBI
OO1ast TPYZI0EMKOCTh JUCHIUTUTMHBI COCTaBIsIET 4 3aueTHbIX(bIe) equuull(pl), 144 yaca(oB).
Mopyab Paznen Jexkunu | Hpakruu. | JlabGopar. CPC Bcero Bcero ¢
3aHATHS padoThI YacoB | IK3aMeHAMHU
u
KyPCOBBIMH

MeTtons! 1 OCHOBHBIE MIOHATHS U 2 0 0 4 6 144
CpEICTBA 3aIUTHI | ONPEICICHHS Kypca.
KOMITBIOTEPHOI Knaccugukanms yrpos
uHpopmarm (8 nH(POPMAIMOHHON
CeMecTp). 0€30MacHOCTH.

®denepanbHble 3aK0HBI PO B 2 0 0 4 6

00J1aCTH 3aIUThI

nHpopMaImy, CTaHAAPTHI

Ub.

PyxoBojisiiine JOKyMeHTbI 2 0 0 0 2

OCTOK Poccum.
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Ayrenruduxanms,
ueHTUGUKAIIHS,

ABTOPH3AIIHSL.

IIpoTokoss! cereBoit

ayTeHTH(HKALIUH.

OCHOBBI KpunTOTrpadum,

HH}PACTPYKTypa OTKPHITHIX
KIIFOUEH.

BpenonocHoe
TporpaMMHOE

obecrieueHue.

MexceTeBbIe OKpaHbl.

Knaccupuxarmm
ysi3BUMOCTEH. CHCTEMBI

00OHapY>KeHHUS BTOPKEHUH
IDS/IPS.

DLP-cucremsr, DMZ, DPI,
ayaut b, rectupoBaHue Ha

nporukHoBeHKEe, WAF.

Bcero

32 0 32 44 108 144

3.1.Jlekuun

Paznen
JUCIHHILIMHBI

Oo0bem,
4acoB

Tema Jexuuu

1.1.0cHOBHBIE
MOHATHS K
OTIpEe/ICIICHUS Kypca.
Knaccudukanus
yrpos
nHpopMaMOHHOH
0€30MMacHOCTH.

OcHOBHbBIE TIOHATHS U onpeziesicHus Kypca. Kimaccudukaius yrpos
nHPOPMALMOHHON 6E€30MTaCHOCTH.

1.2.®enepanbHbIe
3akoHbI PD B 00nactu
3aI[UTHI
HHpOpMAINH,
cranaaptel Ub.

DenepanbHble 3ak0HBI PO B o6nacTu 3amuTel nHGopManuu, cranaaptsl Ub.

1.3.PykoBoasuiue
nokymentsl @CTOK
Poccumn.

PykoBopsiiue nokymentslt ®CTIK Poccum.

1.4.Ayrenrudukanmys,
UICHTUDUKAIIHS,
ABTOPH3AIIHSL.

AyTtenTuduKanys, HIcHTAH(HUKAIS, ABTOPH3AIIHSL.

1.5.IIpoToxonst
ceTeBot
ayTeHTH()UKAITHH.

[TpoToKOIBI CETEBOM ay TEHTU(HUKALIIH.

1.6.0OcHOBEI
Kkpunrorpadumu,
HHPPACTPYKTypa
OTKPBITHIX KJIIOUEH.

OcHoBHI Kpunrorpadun, HHOPACTPYKTypa OTKPHITHIX KIFOUYEH.

1.7.BpenonocHoe

BpenoHocHoe nporpaMMHOe 00ecriedeHue.
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[IPOrPaMMHOE
obecrneueHue.

1.8.MexceTeBnie 4

MexceTeBbie OKpaHbI.
OKpaHbI.

1.9.Knaccudpukannu
ySA3BUMOCTEM.

9 CucteMsl 4 Krnaccudukanun yszsumocreit. Ciucrembl oOHapyxenust Bropkenuit IDS/IPS.
oOHapyKeHUs

Bropkenuit IDS/IPS.

1.10.DLP-cucremsl,
DMZ, DPI, ayaur
10 | UB, rectupoBaHue Ha 4

MIPOHNKHOBEHHE,
WAF.

DLP-cucremsr, DMZ, DPI, ayaut 1B, TecTupoBaHie Ha MPOHUKHOBEHHE,
WAF.

Hroro: 32

3.2.Conep:xanue JIEKIHIi.

1.1.1. OcHoBHble MOHATHS U omnpedeneHuss Kypca. Knaccmpukanmsa yrpo3 MHpOpManmoHHOM
oezonacnoctu. (A3: 2, CPC: 4)

Tun nekuun: MudopmarmonHas Jexius
®opma opranmzamun: JIekys

Onucanne: Onpenenenus «MuapopmanonHas 0€30-MaCHOCTBY, «KOH(PHUICHIIUAIBLHOCTHY,
«UEJIOCTHOCTBY», «JIOCTYIHOCTh HH(MOpMa-IIMN», «YIpo3ay», «aBTOMATH3MPOBAHHAS CHCTEMa», BUIbI
3al|Thl  UHGOpMAIMK, LMW 3aluThl WHpOpMaIMK, TOHATUS «yrpo3a Wby, «momens yrposy,

KJaccuuKanys yrpo3 HH(GOpMaIMoHHONW 6€301acHOCTH.

1.2.1. ®enepanbuble 3aK0HbI PD B 00/1acTH 3amuThl HHpopManmu, cranaaptel Ub. (A3: 2, CPC: 4)
Tun nexumn: Nadopmarrionsas nexiys
®opma opranm3aumm: JIekums

Omucanue: Kparkuit 0630p D3-149 «O0 wunHdopma-tmy, uHPOpMATH3aLUMK U 3alUTE
uHpopmarny, ®3-152 «O nepcoHabHBIX JaHHBIX», P3-98 «O xommepueckoi TaitHey, P3-63 «O0
ANIEKTPOHHON TOJIMCH», MOHIATHE «CTaHAapT», cTaHaapT Munucrepcrsa oo6oponsl CIIIA «Kpure-pun
OLICHKU JIOBEpEHHBIX KoMmbioTepHbIX cucrem», ['OCT P MCO/MDK 15408 «Kpurepun oneHku
0e30MmacHOCTH UHPOP-MALIMOHHBIX  TEXHOJIOTHID, 0030p «MeTo-0710TMM  yTIpaBIIEHUS
nHpopMaroHHbIMUA TexHoJorusmm» — COBIT 5, MexayHa-poaHble CTaHAApThl MEHEKMEHTa HUHGOP-
MaronHoi 6e3omacHoctu cepruu [SO 27000, cranaaptel opranmzanuu NIST B oonactu Wb, nenw, 3anaun

u ctpykrypa cragnapra banka Poccun CTO BP UBBC, Crannapt PCI DSS.

1.3.1. PykoBoasimue 1okymeHThl @CTIK Poceun. (A3: 2, CPC: 0)
Tun gexnmun: MHpopManmoHHas JIeKIHst
®opma opranusaumm: Jlekums
Onucanue: Hasznauenne ®CTOK Poccuu, pynxkumn @CTOK Poccun, 0630p PykoBopsimmx

nokyMeHToB «Kiaccudukanus mo ypoBHIO KOHTPOJISL OTCYTCTBHSL HEJICKJIAPUPOBAH-HBIX BO3MOKHOCTENY,
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«Krnaccugukanuys aBTOMaTU3MPOBAaHHBIX CHCTEM M TpeOOBaHMs 10 3aluTe HHPOpManum», «MexceTeBble
skpaHbl. [loka3areny 3alMIIEHHOCTH OT HECAaHKLMOHMPOBAHHO-TO JocTyna K uHpopmauum», «CBT.
INokazarenmn 3anmmienHoctd or HCJl x  unHbopmammmy», KiacCU(pHKAIMSA CHCTEM OOHApYXEHUS
BTOpXKEHHIA, 0030p TpeOoBaHMii mocTaHoBIeHH npaBuTenseT-Ba PO Ne 1119 or 01.11.2012 roga «O6
YTBEP)KJCHUM TpeOOBaHMI K 3alllUTE MEPCOHAIBbHBIX JAHHBIX MPU MX 00paboTke B MH(DOPMALMOHHBIX

CHUCTEMAaxX IICPCOHAIIbHBIX JAaHHBIX)).

1.4.1. Ayrentnpuxanus, naeHrupuxanus, apropusanus. (A3: 2, CPC: 0)
Tun gexkuun: MHPOpMATMOHHAS JISKITHST
®opma opranm3anmu: JIekius

Omucanue: [lonarus «ayTeHTHQUKALUL, «UISHTU(DU-KALUI, «aBTOPU3AIHS», KIacCH(PHUKALIUSI
CpencTB UISHTU(DUKAIMY U ayTeHTH(PU-KAIMK C TOYKH 3PEHUS IPUMEHSIEMBIX TEXHOJIOTHIA, YIEKTPOHHBIE
kimroun Touch Memory, texnonorust RFID, knaccuguka-iuss RFID-meTok, KapThl ¢ MArHUTHOM TTOJIOCOM,
IITPUX-KOJBI, OMOMETpPHs, CTATUICCKUE W JUHAMHYECKHE METO/Ibl OMOMETPHUYECKON ayTeHTH()UKAIUH,
napojibHasi ayTeHTU(UKAIHS, OJHOPA30-Bble MApOJIM, BAPUAHTHI PEeATN3alli CHUC-TEM ayTEHTU(HUKAIUN
M0 OJIHOPA30BBIM MAapOJIsiM, JBYyX(haKTOpHAas ayTeHTU(HKA-IHs, CMapT-KapThl, KJIacCU(pHKALUS CMapT-
KapT 0 Croco0y 0OMEHa CO CUMTHIBAIO-IIIM YCTPOKWCTBOM, O0JIACTH MIPUMEHEHUSI CMApT-KapT, PYTOKEH,
eToken.

1.5.1. IlporokoJbl ceTeBoii ayrentudukanuu. (A3: 4, CPC: 0)
Tun nexumn: Mudopmarrionsast nexiys
®opma opranu3aumm: JIekums

Omucanue: IIporokon ayrentudpuxanuu Kerberos, nonstus ticket, Key Distribution Center,
IIPOTOKOJIBI ayTEHTU(UKAIMU ISl YIAIEHHOTO J10CTyMa, IpoTokod ayreHTudukannu RADIUS, nonstus
ket RADIUS, cepsep RADIUS, nocpenank RADIUS, cnyx06a npoBepky NOAIMHHOCTH B UHTEPHETE
IAS.

1.6.1. OcHoBbI kpunrorpaguu, UHPPACTPYKTYPa OTKPHITHIX KI04ei. (A3: 4, CPC: 0)

Tun gexnmun: MHpopMamoHHas JISKIHsI

®opma opranusaumm: Jlekums

Onucanue: [lonsatue kpuntorpaduu, TPUHIMI CUMMETPUYHOTO HMIM(PPOBAHUS, MM(PPOBA-HUS C
OTKPBITBIM KITIOUYOM, TOHSATHE «KJII0Y» B Kpunrtorpaduu, mudposas Hoanuck, padoTa 0JHOCTOPOHHEH
xoul-¢pyHkuuy, uudpoBsle cepTUdukarel Kkimoded, nenb OLII Ha ceptudukare, pacnpoctpaHeHue
cepTU(UKaTOB, CEpBE-PhI-IETIO3UTAPUN, OCHOBBI HH(PPACTPYKTY-Pbl OTKPBITHIX KIIOUEH, MOHATHUS «LIEHTP
CepTU(UKAIMNY, «CIIUCOK OTO3BaHHBIX Kiodel», pazmuunele monenu PKI, ayrentudukamms c

HCIIOJIb30BaHNEM CCpTI/I(bI/IKaTOB OTKPBITOI'O KJIrO4a.
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1.7.1. Bpenonocnoe nporpammuoe odecneuenue. (A3: 4, CPC: 2)
Tun gexkuun: MHPOpMAITMOHHAS JISKITHST
®opma opranusaumm: Jlekuus

Onucanme: [loHATHS «aHTUBHUpPYCHas mporpammay, «BpeaoHocHoe [IO», «KOMIBIOTEPHBIN
BUPYC», IPU3HAKK BO3MOYKHOTO 3apa)KEHHsI KOMITbIOTEpa, 0030p BUPYCHOW aKTHBHOCTH 3a TEKYIIMH TO,
KaTeroOpuH yrpo3, peKJIaMHble Mporpammel, backdoor-nporpaMMel, (HIIMHT, TPOrPaAMMBI-IITYTKH,

oOMaHHBIE MPOrPaMMbI, bot-CETH, IKCIIONUTHI, (hapMHUHT.

1.8.1. MexcereBble 3xkpanbl. (A3: 4, CPC: 2)
Tun nekuun: MadopMarmoHHas JeKIus
®opma opranmzanun: JIekus

Onucanue: Ilonarne «MexceTeBOil SKpaH», (QYHKIMA MEXCETEBBIX O3KPAaHOB, CIIOCOOBI
peanuzauun MO, GUIBTp MaKeToB, MPUHIMIIBI 00pabOTKH MAKeTOB JAaHHBIX B MO, Tunsl MO coriacHo
ypoBHsiM Mognenu OSI, ynpaBnsieMble KOMMYTaTOpbl, CeTeBble (UIBTPBI, CTaTUYECKas (UIbTpaLHs B
CETeBBIX (PHIBTPAX, ILIFO3BI CEAHCOBOTO YPOBHS, (PMIIBTPBI KOHTPOJISI COCTOSTHHS KaHala CBSI3H, MIPUHIINAI
paboThI prITbTpa ¢ MHOTOCTYTIEHYATHIM TOPSIIKOM YCTaHOBJICHHS COSTMHEHNH, IITFO3bI, TPAHCIUPYIOIIHE
aJpeca WIK CETEBbIe MPOTOKOJIBbI, PeXUMBI paboThl HUTH030B NAT, nocpeHUKH NPUKIAIHOTO YPOBHS,

THUIIBI IIOCPCAHUKOB NPUKIIAAHOTI'O YPOBHS, UHCIICKTOPLI COCTOSAHUA, APYTHE€ BO3MOKHOCTU MD.

1.9.1. Knaccnpuxanum ysazpumocreil. Cucrembl o0Hapy:xenus srop:xennii IDS/IPS. (A3: 4, CPC: 2)
Tun gexnmun: MHPOpManmoHHas JIEKIHst
®opma opranmsaumu: JIekus

Onucanue: TloHATHS «ySA3BUMOCTBY, «JeekT Oe30MacHOCTH», THUMbl KiIAacCU(pHUKALMNA
YS3BUMOCTEH, pa3MyHble KiIaccu(UKaluy U peecTpsl ysa3BUMocTeil, kiaccudukanus BperonocHoro 110,
kimaccudukanus yszsumocteit nporpamMmubix cucreM, NVD, CVE, CPE, OSVDB, Orosmierenn mo
6e3onmacHoctu Microsoft, Gromerenu o 6e3onacuoctu Adobe, peectpsl yszBumocteit OC debian, ubuntu,
redhat linux, OWASP, pycckosi3bIuHbIil pero3u-topuit s3pika OVAL, 0aHK JaHHBIX YTpo3 0e30IacHOCTH
udopmarmun GCTIK Poccun, cuctemsl 0OHapyX eHHs BTOpXke-HUHM (aTak), 11elb OOHapy»XEHHs aTak,
npu3Haky arak, kiaccupukanus COA mo nmpuHnuny peanusammu, pacnpeneiaéunsie COA (distributed
IDS), xommnonentst dIDS, cucremsl npenotspaiuenust Bropxkenuit (IPS), cucremsr Security Information
and Event Management (SIEM), 3agauu cucrem SIEM, Bo3moxuOCTH cricTeM SIEM, HCTOYHUKH JTAHHBIX

g cucteM SIEM.

1.10.1. DLP-cucrembr, DMZ, DPI, aynur UB, TectupoBanue Ha npoHuxHoBeHue, WAF. (A3: 4,
CPC: 2)

Tun nekuun: MadopmarmonHas JeKIus

®opma opranu3aumm: JIekums
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Onucanne: naznauenue DLP-cucrem, ctpykrypa DLP-cucrem, knaccudukanus DLP-cucrem no

crnoco0y OOHapy>KeHHs YT€UKH JaHHBIX, MEepedYeHb KOHTPOJIMPYEMBIX NEHCTBHM, AEMUIUTAPU30BAHHAS

30Ha (DMZ), koHpurypanus ¢ oqauM MD koHduryparus ¢ asymss M3, texHonorust DPI (Deep Packet

Inspection), aymur Wb, Bunsl ayauta Ub, TectupoBaHne Ha TMPOHUKHOBEHHE, OOBEKTHI TECTHUPOBAHMS,

sranbl ayauta Wb, nepedens 1O mis oueHKM OCHOBHBIX (DyHKIMH 0€30MaCHOC-TH CETH, TEXHOJIOTHUS

WAF (Web Application Firewall), ocHoBHBIe pexkumbl pa3BepThiBanus WAF, moxenu 6e3omac-HOCTH

WAF, ocHoBHbBIE BO3MOKHOCTH WAF.

3.3.IlpakTHyecKue 3aHATHS

He npenycmoTpeHo yueOHbIM IIaHOM.

3.4.Coaep:xkanne NpaKTHYECKUX 3aHATHI

3.5./I1abopaTtopHbie padoThI

Ne Pazpnen HaumenoBanue j1adopaTopHoi
O0beM, yacoB
/0 | AMCHMIIMHBI padoThI
1.5.Ilpotokon | MoaenupoBaHue JOKAIbHBIX
Bl CETEBOH KOMITBIOTEPHBIX CeTeH ¢
1 4
ayreHTudukal | ucronszoBanueM cpenst CISCO
Wu. Packet Tracer (uacts 1).
1.5.1Iporoxon | MoaenupoBaHHE JTOKAIBHBIX
bl CETEBOI KOMIIBIOTEPHBIX CETEH C
2 4
ayreHTudukal | ucronszoBanuem cpenst CISCO
Wu. Packet Tracer (4actsb 2).
1.6.0OcHOBBI
kpunrorpadu | YnaneHue nHGOpMALUH, 3aTUPAHUE
3 u, CBOOOIHOTO MECTa, OUUCTKA PEecTpa, 4
nHdpacTpykTy | co3naHue 3amM(pOBaHHBIX
pa OTKPBITBIX | KOHTEHHEPOB.
KJIIOYEH.
1.7.Bpenonoc | IlpuMeHeHue pa3TU4HbIX TUIIOB
4 HOE AQHTUBHPYCHBIX TPOTPaMM H YTHIIUT 4
IporpaMMHOE | JUts1 GOpBOBI C BPEIOHOCHBIM
obecrieyeHne. | MpOrpaMMHBIM 00ecIedeHHEM.
W3yueHne NprHINNIOB YCTAaHOBKU H
HACTPOHKU MEXKCETEBBIX SKPaHOB Ha
1.8.Mexceres P p
5 npumepe Comodo free firewall, 4
BI€ PKPAHBI. .
KOHTPOJb CETEBBIX MOIKIFOUSHIH
(TCPview, netstat).
W3yueHne NpUHIMIIOB YCTAHOBKU H
HACTPOHKN MEXCETEBBIX SKPAHOB Ha
1.8.Mexceres P P
6 npumepe Comodo free firewall, 4
BI€ DKPAHBI. .
KOHTPOJIb CETEBBIX MOJKITIOYCHUH
(TCPview, netstat).
1.9.Knaccudu
Kalun AHanu3 ysi3BUMOCTEH ONepannoHHbIX
ySI3BUMOCTEH. | cucteM c nomobso Nessus,
7 Cucrembl JKCIUTyaTalyst KpUTHYECKHX 4
oOHapy)XeHHsl | YysS3BUMOCTEH ¢ mmoMomisio Habopa
BTOp)KeHHU#l | skcruiontoB metasploit framework.
IDS/IPS.
8 1.10.DLP- Pabora ¢ mporpamMmoii nccienoBa-Hus 4
CHCTEMB, U ayuTa 0€30IMacHOCTH CETH nmap,

Bepcus: AAAAAACII+o Koa: 000145600



DMZ, DPI, aHAJIM3aTOPOM CETEBOTO TpaduKa
ayaur UB, Wireshark.

TECTHPOBAHUE
Ha
MIPOHUKHOBEH
ne, WAF.

Hroro: 32

3.6.Coaep:xanue 1a60paTOPHBIX padoT
1.5.1. MoaenupoBanue JIOKAJIBHBIX KOMIBIOTEPHBIX ceTeil ¢ mcmoJb3oBaHueM cpeabl CISCO

Packet Tracer (yactsb 1). (A3: 4, CPC: 4)

®opma opranusanuu: JlaboparopHas padora

1.5.2. MoaenupoBanue JIOKAJbHBIX KOMIBIOTEPHBIX ceTeil ¢ mMcmouab3oBanueM cpeasl CISCO
Packet Tracer (uacts 2). (A3: 4, CPC: 4)

®opma opranuszanuu: JlaboparopHas pabora

1.6.1. Yaanenue I/IH(l)OpMaIII/II/I, 3aTHPaHue CBOOOIHOIO MeCTa, O4YMCTKa peecTpa, Co3JaHue

3amugpoBaHHBIX KOHTeliHepoB. (A3: 4, CPC: 4)

®opma opranuzanuu: Jlaboparopuas padora

1.7.1. TlpuMeHeHHMe pa3IMYHBIX THIIOB AHTHBHPYCHBIX NPOIrPaMM M YTHWINT s O0OpbObI ¢

BPeIOHOCHBIM NPOrpaMMHbIM obecniedenunem. (A3: 4, CPC: 4)

®opma opranmsanum: JlabopatopHas padora

1.8.1. U3yyeHne NpUHIMIIOB YCTAHOBKHU M HACTPOIIKH MeKceTeBbIX IKpaHoB Ha npuMepe Comodo

free firewall, koHTpO.Ib ceTeBbIX MoAKIIOUeHnii (TCPview, netstat). (A3: 4, CPC: 2)

®opma opranuszanuu: Jlaboparopuas padora

1.8.2. M3y4yeHne NpUHIMIIOB YCTAHOBKH M HACTPOIKH MeKCeTeBbIX IKpaHoB Ha nmpuMepe Comodo

free firewall, konTpoub cereBbix noakouenuii (TCPview, netstat). (A3: 4, CPC: 2)

®opma opranmsanum: JlabopatopHas padora

1.9.1. Ananu3 ysA3BMMOCTEl ONEPALMOHHBLIX CHCTeM ¢ TmoMoublo Nessus, JKCIUTyaTanus

KPUTHYECKHUX YS3BUMOCTEH ¢ MOMOILIbI0 Ha0opa sxcniionToB metasploit framework. (A3: 4, CPC: 4)

dopma opranuszanuu: Jlaboparopuas pabora

1.10.1. PaGoTa ¢ mporpamMmoii ucciae10Ba-HUSI U aAyAUTa 0€30MACHOCTH CeTH NMap, aHAJIU3aTOPOM
cereBoro Tpaguxa Wireshark. (A3: 4, CPC: 4)
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®opma opranuszanuu: Jlaboparopuas pabora

3.7.KypcoBbie paGoThbl M MPOEKTHI 1O TUCHUTLIMHE

3.8.IlpomexyTouHasi aTTeCTAIUSI
1.

Ipuxpeniennble ¢aiiabl: [Ipumepst Bonpocos.docx

4. HEPEYEHb YYEBHO-METOAUYECKOI'O OBECIIEYEHUSA JJIA
CAMOCTOSTEJbHOMN PABOTHI OBYYAIOIINXCSA MO JUCHUIIIVHE

1. OcHOBHAs U IOTIOJTHUTENbHAS JIUTEPATypa 110 JUCLUILTIHE
2. Pecypchl nH(DOPMAIIMOHHO-TEIICKOMMYHHKAIIMOHHON ceTH «IHTepHET».
3. Pecypchl HayyHO-TexHHUYEeCKO# Onbmmoreku MAU.

4. npopmatiioHHbIe CTEH B KadeIphl.

5.  ®OHJ OEHOYHBIX CPEJCTB /51 IPOBEJAEHMS TPOMEXYTOYHOM
ATTECTALIMM OBYYAIOIUXCS MO JUCLHUIIIAHE

Onucanue nokaszaTesiel, KpUTEPUN OLIEHUBAHUS KOMIIETEHIMI M ONMMCaHWE LIKaJ OLIEHUBAHUS
OCYIIECTBISIOTCS B COOTBETCTBUM ¢ IlonokeHueM o OalsIbHO-PEUTHUHIOBOM CUCTEME OLICHKH
pe3ynbTatoB oOydeHus cryneHToB no nucuuruinHe (Ilpuka3 Ned2 ot 04.04.2014 «O06 yTBEpKIeHUU
I0JIOKEHUS «PEUTHHT IO JUCIIUIINHEY ).

Jls olleHMBaHUSI UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 33JaHUNM O0ydaroluXcs

UCIOJIBb3YIOTCA ciienytomue kKputepun no 100-6anbHON mIKae:

1. ®opmynupoBaHue NpeACTaBICHHOW HHPOPMALIUU B BUJIE TPOOIIEMBI;
2. llpennoxeHue crocoda pemeHus npodsieMbl;

3. OOocHoOBaHHE CTIOCO0A PEIIeHHsI TPOOIIEMBI;

4. ]JlemoHcTpalus croco0a pemeHus mpooIeMBbl.

OI_ICHI/IBaHI/IC OCYHICCTBJIACTCA 1O cnez[yromeﬁ mIKaJIc:

100-0annpHas mkana PesynbTaT ocBOEHHA
MmeHee 40 Kpurepuii He chopmupoBan
41-70 Kputepuii 4eTko He BbIpakeH
71-100 Kpurepuii BbpaxeH yeTKo

I[J'I}I OLICHUBAHUA CUTYAallUOHHBIX 3aJlaHui HCIIOJIB3YCTCA CICAYIOIIas IIKaia:

100-0annpHas mkana PesynbTaT ocBOCHHA

MmeHee 30 o0yyaroImuiicss He MOXeT c(OpMyYIHPOBAThH

Bepcus: AAAAAACII+o Koa: 000145600



npobeMy, PeICTaBICHHYIO B 3aJJaHUN

oOyuyarotuiicst GopMyIHUpyeT NOCTaBICHHYIO
3a/a4y, y Hero copMUpPOBaHbI

31-50 M30JIMPOBaHHBIC 3HAHUS U YMEHUS, OJTHAKO

) OTCYTCTBYIOT HHTETPUPOBAHHBIC MTOHATHUS U
HaBBIKH, B PE3yJIbTAaTE YETO JOIMYIICHbI

OIINOKHU B PEIICHUHN U 3aJaHHUEC HE BBIIIOJIHCHO

3aJ[aHu€ BBINOJIHEHO, O0yYaIOIIUIiCs
IIPUMEHSET 3HaHUsA Il peLICHUS
51-80 IIOCTaBJIEHHON IPOOJIEMBbI, OJTHAKO HE
) c(OpMHPOBAHBI KOMIIETEHIIUH, BCIIECTBUE
4ero 00y4arouiicst UCIIBITHIBAET 3aTPyAHEHUS

B ICMOHCTpalunun croco0oB peliCHuAd 3aJa49u

3a1aHUC BBIITOJIHCHO KaK B TCOPCTUYCCKOM,

81-100 TaK U B IPAKTHUECKOM IJIaHe, 00yYarouiics
JIETKO JIEMOHCTPUPYET CBOIO KOMIIETEHTHOCTD

110 JAHHOMY BOIIPOCY

@DOHIBI OTICHOYHBIX CPEJICTB, TTO3BOJISIOIINE OIICHUTh PE3YJIbTaThl 00yUEHUS, BKIIOYAIOT B CEOS:
®  BOIPOCHI K IPOMEXYTOUHOM aTTeCTALINH.

HepequL KOMIIETEHITUM U dTaIlbl UX q)OpMI/IpOBaHI/ISI IMPUBCJICHLI B cnenyfomeﬁ Ta6J'II/ILIeI

N Iudp Komnerenmust Irtanbl GOPMHUPOBAHUS KOMIIETEHIIHH
OIIK-5 CriocoGeH  pelarh CTaHIapTHBIE 3a1a4d Cemectp -
npoecCHOHANIBHOW ~ JICSATENIbHOCTH —~ Ha
OCHOBE UH(POPMALIHOHHON u
oubmorpaduaeckoit KYJBTYpHI c
MpUMEHEHUEM MH(OPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX ~ TEXHOJOTHH H €
yYETOM OCHOBHBIX TpeboBaHuit
nH(popMaMOHHOH 6€301aCHOCTH
TIKP-7 Criocoben obecrednts HHGOpPMALHOHHYI0 | Y METh ONPE/IENATH yPOBHH 6€30MaCHOCTH
6e3011aCHOCTb Ha YPOBHE 6a3 JaHHBIX 3HaTh  KpPUTEPUM U  yPOBHH  OOecHeueHHs
HHPOPMAIMOHHOW 6€30MacHOCTH
VYMeTb NPUMEHSATD OCHOBHBIC AJITOPUTMBI
mmgposanust Cemectp - 8

Bonpocsl kK NIpOMeKYTOYHOM aTTECTALMHU

«3ammra nHhopMaImmn»

1. Ok3amen (8 cemectp)
IIpuxkpenyiennsie ¢gaiiabi: [Ipumeps! Bonpocos.docx

6. NEPEYEHb OCHOBHOMH U JJIONOJIHUTEJIBHON YYEBHOM JIUTEPATYPHI,
HEOBXOJIUMOM 1JIs1 OCBOEHUSI JTUCIIUITIJIMHBI
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a)OCHOBHAs JIUTepaTypa:

1. Illanerun B. @., UndopmaimonHas 6€30MacHOCTh KOMITHIOTEPHBIX CHCTEM U CETeH [DIEKTPOHHBIN

pecype] : YuebHoe mocobue / B.®. [lanprun. M.: Ul ®OPYM: UHDPA-M, 2012. - 416 c. Pexxum
noctymna: http://znanium.com/bookread.php?book= 423927

2. bamuel, I1. H. MadopmarmionHas 6e30macHOCTh M 3amuTa uHGOpMauu [DIeKTpoHHBIA pecype] :
Vuebnuk / I1. H. banuter, A. B. ba6am, E. K. bapanosa. - M.: PUOP, 2013. - 222 c. Pexxum nocrymna:
http://znanium.com/bookread.php?book= 405000

3. HudopmarnmonHas 6e30macHOCTh W 3ammra uHpopmanuu : yaeoHoe mocodue / A. C. Munzos, C. B.
BoOwinena, I1. A. Ocumos, A. A. TTooB. — Jly6Ha : 'ocymapcTBenHbIi yHUBepcHuTeT «JlyOHay, 2020. —
85 c. — ISBN 978-5-89847-608-3. — Tekcr : »neKTpoHHBIN // JlaHb : 3IEKTPOHHO-OMOIMOTEYHAs
cucreMa. — URL: https://e.lanbook.com/book/154490 (matra oOpamenus: 07.12.2021). — Pexum

JOCTYTIA: JIJIsl aBTOPH3. TTOJIb30BATEIICH.
0)10moNHUTEbHAS TUTEPaTypa:

1. )KyxoBa M.H., YnpaBnenue uadopManmoHHoi Oe3omacHOCThi0. Y. 2. YmpariieHHe WHIIUICHTAMHU
MHPOPMAIIMOHHON Oe3omacHOCTH [DneKTpoHHBIH pecypc] : Yuebnoe mocobue / M.H. XKyxosa, B.I.
XKykos, B. B. 3omnorapes. - Kpacnospck : Cub. roc. aspokocmud. yH-T, 2012. - 100 c. Pexxum pocryma:
http://znanium.com/bookread.php?book=463061

2. Kyzuenos, W. H. busnec-6e3onacHocts [DnekTpoHHbIi pecype] : [Ipaktudeckoe pykoBoactso / M. H.
KysmenoB. - 3-¢ wm3g. - M. JamkoB u K, 2013. - 416 c. Pexum pgocryma:
http://znanium.com/bookread.php?book= 430343

3. JleontweB, A. C. 3ammra nndopmaimu : yaeoHoe nocodbue / A. C. JleontbeB. — Mocksa : PTY
MUPOA, 2021. — 79 c. — Texkcr : anekTpoHHbIi // JIanb : anekrpoHHO-01OnmoTeuHas cucrema. — URL:
https://e.lanbook.com/book/182491 (mata obpamenus: 07.12.2021). — Pesxxum goctyma: i aBTOPH3.

OJIb30BaTeENEH.

1. MNEPEYEHH PECYPCOB HH®OPMAIIMOHHO-TEJIEKOMMYHUKAIITMOHHON
CETH «<MHTEPHET», HEOBXOJINMBIX /IUIsA OCBOEHUSA JUCHUITVINHBI
Jnsa  obOecneueHust 00pa3oBaTeIbHOrO  Mpolecca MO  JUCHMILIMHE — 0OydarouiuMmcs
MIPEAOCTABIIAECTCS BO3MOXKHOCTh KPYTJIOCYTOYHOI'O JHUCTAaHIIMOHHOIO HMHIMBUAYAJBHOTO JOCTyIA K
ANEKTPOHHBIM OMOJIIMOTEUHBIM CHCTEMaM M3 JII00OM TOYKHM, B KOTOPOW HMeEeTcs JOCTYI K CETH

«nTepue».

HaumeHoBaHue pecypca HHuTepHeT-cChLIIKA HA pecypc

"ZNANIUM.COM"

DneKTpoHHAas OoubnamoreyHas cucrema | http://znanium.com
"ZNANIUM.COM".

000 "MU3pareancrBo Jlanb

OnexTponHas 6ubnuoreunas cuctema OO0 e.lanbook.com

"N3narenbcTBo JlaHb".
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http://znanium.com/
https://e.lanbook.com/

00O "DiexTpoHHoe W3aTeabcTBo FOPAWT"

DnekTponHas 6ubanoTeuHas cuctema FOPAUT. DBC

"JlerengapHble KHUTK"

http://biblio-online.ru,
https://biblio-
online.ru/catalog/legendary

DyleKTPpOHHAs1 OMOIHOTEKA

MAU

OnexrponHas 6ubnnoreka MAU (cobctBerHOCTE MA).

http://elibrary.mai.ru/MegaPro2/
Web

uiekTpoHHasi Ondmorexka Koncopuuyma aspoxkocmuveckux By3os Poccun

DJeKTpOHHAs O6ubnmoreka Koncopunyma

a’POKOCMMYECKHUX BY30B Poccum.

http://elsau.ru

buoanorexa POOU

bubanorexka PODOU

‘ http://www.rfbr.ru/rffi/ru/library

Enunoe okHO 10cTyna K 00pa3oBaTeIbHBIM pecypcam

Enunoe okHo A0CTYyIIa K O6pa30BaTeHLHLIM pecypcam

‘ http://window.edu.ru/

Polpred.com

Polpred.com. O630p CMU

‘ http://polpred.com

000 "PYHIB"

OnektponHas 6ubnuoreynas cuctema ELIBRARY .

‘ http://elibrary.ru

00O "HaunonajabHblil nugposoii pecypc "Pykont"

00O "HauuonaneHslil nugposoit pecype "Pykont".

‘ http://text.rucont.ru

000 "UBHUC"

000 "UBUC".

\ http://ivis.ru

00O "UnTerparop aBTOpcKoOro npasa'

OO0OO "Unterparop aBropckoro mpasa" 1Qlib.

‘ http://ww.iglib.ru/

®I'BY "PI'B"

OnexktpoHHas Oubnuoreka nucceprauuit PI'b.

http://dvs.rsl.ru

HarmonanwsHas anexkrponnas 6ubmaunorexa (HOB). http://H36.pd
HIT HOUKOH
Hexommepueckoe MapTHEPCTBO "HaumonaneHbiii | http://archive.neicon.ru

OnexrponHo-UHpopmanmonusiit Koncopuuym".

HayuHble MOJIHOTEKCTOBBIE pECypChl U3/1aTENbCTBA
Springer (apxuB).

http://link.springer.com/

HaquHe IIOJIHOTEKCTOBBIC KypHaJIbI n3a1aTciibCTBa

Taylor&Francis Group (apxuB).

http://www.tandfonline.com/

Baza mannawix GreenFile kommaauu EBSCO.

http://www.qgreeninfoonline.com.

BHelIHeIKOHOMHYECKOE Oﬁ’belII/IHeHI/le

"AxaaemuHTOpI"

American Physical Society
American Mathematical Society

http://publish.aps.org/
http://www.ams.org/mathscinet/ind
ex.html

®I'BY "I'THTB Poccu

U

"

baza mammeix Web of Science (nmpaBoobGmamarens -

Thomson Reuters, ¢ 03.10.2016 r. - Clarivate Analytics).

www.webofscience.com
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http://biblio-online.ru/
http://elibrary.mai.ru/MegaPro/Web
http://elibrary.mai.ru/MegaPro/Web
http://elsau.ru/
http://www.rfbr.ru/rffi/ru/library
http://window.edu.ru/
http://polpred.com/
http://elibrary.ru/
http://text.rucont.ru/
http://text.rucont.ru/
http://www.iqlib.ru/
http://dlib.eastview.com/
http://нэб.рф/
http://archive.neicon.ru/
http://link.springer.com/
http://www.tandfonline.com/
http://www.greeninfoonline.com/
http://publish.aps.org/
http://www.ams.org/mathscinet/index.html
http://www.ams.org/mathscinet/index.html
http://www.webofscience.com/

baza mannbIx SCopus u3natenbcTBa Elsevier. http://scopus.com
Springer Customer Service Center GmbH B nayunsix u | http://link.springer.com/

00pa30BaTENbHBIX IIEIISX. http://www.nature.com/
Springer
Nature
ba3za nannbix komnanuu EBSCO Publishing: http://search.ebscohost.com

bl CASC. BJ] MathSciNet via EBSCOhost.
HaydHbple  MOJHOTEKCTOBBIC  JKypHaibl W KHuru | http://www.sciencedirect.com
n3narenbcrBa Elsevier. http://www.elsevierscience.ru/pro
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8.METOJNYECKHUE YKA3AHMSA 151 OBYUAIOLIUXCSI IO OCBOEHUIO
JUCHUTIIMHBI

D¢ dexkTuBHBIM cHOCOOOM pPa3BUTHS TBOPYECKMX CIOCOOHOCTEH CTYIEHTOB NpU H3yYEHHUH
JUCLUIUIMHB] SIBJISIETCS CaMOCTOATENbHas paboTa, KOTOpas HalleJdeHa Ha HpopaboOTKy CTyIEHTaMH
MaTepuasa MpoleAInX KOHTAKTHBIX 3aHATHH U OJTOTOBKY K IPEACTOSAIIUM 3aHATHSIM.

CamocrosrenbHass paboTa CTYAEHTOB INPOBOAMUTCS MMM B COOTBETCTBUM C COOCTBEHHBIMHU
BO3MOXXHOCTSIMU.  MOXHO, OJHAKO, pPEKOMEHJOBAaTh TIpPYNIOBOE M3yYE€HHE  MaTEpUAIOB,
o0ecreynBaoIee COBMECTHYIO padOTy HECKOJbKUX CTYJICHTOB, YTO IOJOXHUTEIbHO BIMAET Ha
KauyecTBO MPOPabOTKU MIPOrpaMMBbI Kypca.

B TO Xe BpeMs BBICOKas CTENEHb YCBOCHMS H3y4aeMOH IUCLMIUIMHBI JIOCTUIAeTCsl IpH
MIOCTOSIHHOM pa0oTe CTYAEHTOB HaJl TEKYIUM MaTepuanoM. B 3Toil cBs3M *kenarenbHa mpopadoTKa
JIEKIIMOHHOTO MaTepuaja B JEHb €ro MPOYTEHHs, YTO IO3BOJISET, BO-IIEPBBIX, OMEpaTHBHO (Ha
ClIeyIoIIel JIEKIIMM) CHUMAaTh BO3HUKAIOILME BOIPOCHI M, BO-BTOPBIX, CO3/1aBaTh Oarak 3HaHUH 110
JUCLUIUIMHE 330JT0 10 IPOMEKYTOYHON aTTECTALINH.

[Ipy moAroToBKe K MPaKTUYECKUM 3aHATUSIM TakKe HEoO0Xoauma mpopaboTKa JIEKIIMOHHOTO
MaTepuaga. 9TO MO3BOJIMT OCO3HAHO palboTaTh C MpeajaraeMblM MaTepHajioM IpernojaBaTesieM Ha
MIPaKTUYECKOM 3aHSITHUH, a, CJIEAOBATEIbHO, 3aKJIaAbIBaTh 0a3y METOJUK U MPHUEMOB NPHU PELICHUH
IIPaKTUYECKUX 3a7ad.

[Ipn u3ydeHnn marepuana HeoOXOIUMO JeNaTh aKLEHT HE Ha 3a3yOpuMBaHUU MaTepuaia, a Ha
MOHMMaHHE ero (U3MYECKOH CYTH, YTO Pa3BHBAET MBILIUICHHE MU IMO3BOJSET MOHATh METOJOJOTHIO
W3y4aeMOM JUCUUTUIAHBIL.

9. MEPEYEHb NH®OPMAIIMOHHBIX TEXHOJIOTI' U, UCIIOJIb3YEMBIX ITPHA
OCYHIECTBJIEHUU OBPA30OBATEJIBHOI'O IMTPOLECCA 1O JUCHUIIJIMHE
JlucuMmimHa  OpUMEHTHpPOBAaHA Ha INPUMEHEHHME KOMIBIOTEPHOM TEXHUKH, pECYpPCOB

MH(OPMALIMOHHO-TEIIEKOMMYHHUKATMOHHON ceTH «HTepHeT», snekTpoHHoi 6mbnuoreku MAU st
noucka, coopa, XxpaHeHHs, 00pabOTKHU U MpeICTaBIeHHU UH(OPMAIIHH.

[IporpamMmHoe obecnieuenue, UHTepHET-pecypcehl, JEKTPOHHbBIE OMOINOTEYHBIE CUCTEMBI:
[TporpammHuoe oOecrieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;
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— Comodo free firewall;

HNuTepHeT-pecypcbl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. ONMCAHUE MATEPUAJIBHO-TEXHUYECKOM BA3bI IO OCBOEHHUIO
JUCHUIINHBI

1. JIekninoHHbBIE 3aHATUS
1.1. KOMIUIEKT 3JIEKTPOHHBIX MPE3CHTAINI/CIaiI0B.
1.2. Aynutopusi, OCHAIlIEHHAsI PE3EHTAIIMOHHON TEXHUKOH (TIPOEKTOP, 3KpaH, KOMITHIOTEP)

2. JJaboparopubie pabOThI

2.1. AynuTopus, ocHallleHHasl TPE3eHTAllMOHHONW TEXHUKON (TIPOEKTOp, IKpaH, KOMIIBIOTED).
2.2. IlepcoHanbHble KOMIIBIOTEPHI — 27 pabOYMX MECT.

2.3. JlokanbHasi BBIYMCIUTENbHAS CETh C IOCTYIIOM B MIHTEpHeT.

3. IlpakTuyeckue 3aHATHS

3.1. KomnbroTepHbI# KJ1acc.

3.2. Ilpe3eHTaniMOHHAs TEXHUKA (IIPOEKTOP, SIKPaH, KOMIIBIOTEDP).

3.3. IMaketst 1O o6riero Hazunauenus (TekcroBsiii pegakTop — Microsoft Word),

3.4. CnemuamusupoBanHoe I10: TIO nmns mmdpoBanus Ha ety TrueCrypt, aHTMBHpYCHBIE
ytuiutel Kaspersky Virus Removal Tool, DrWeb Curelt, mexcereBoii skpan Comodo free
firewall, onepaunonnas cucrema i1 mposezieHus ayaura 6e3onacHoctu Kali Linux.

Bepcus: AAAAAACII+o Koa: 000145600



Ipnnoxenne 1
Kk pa0oueii nporpaMme JHCIUIINHBI

«3amnmra I/IHd)ODMaHI/II/I»

AHHOTaNUsA padoyeil MPporpaMmmbl

JucnumimHa 3ammTra mHOOpPMAMU SABIISICTCSA 4acThbio biaoka 1 JIMCIUIIMHBL — AMCIUTLIAH
MOATOTOBKH CTYJIeHTOB 1o HampaBieHuto moAarotoBku 09.03.01 MudbopMaTka ¥ BBEIYHCIUTENIbHAS
TexHuka. Jlucnumimuua peanusyercs Ha CrynuHO dakynbrere  «MOCKOBCKMI —aBHAIMOHHOTO
MHCTUTYTA (HallMOHAIBLHOTO HMCCIIEJIOBATENILCKOTO YHUBEpCUTETa)» Kadeapoii (kapenpamu) MCuldT.

JuciunuHa HareneHa Ha popmupoBanue cieayromux komrerennmii: OIK-5 ,TTKP-7.

ConepkaHue JUCHUILIMHBI OXBAaTBHIBAET KPYT BOIPOCOB, CBS3AHHBIX C: -OCBOCHUEM MOHITHI
nHGbOpPMAIMOHHAs 0€30HacHOCTh, KOH(DHACHIIMAILHOCTD, 1IEIOCTHOCTh, JAOCTYIHOCTh HMH(MOPMAIIUN
yIpo3a, aBTOMATU3UMPOBAHHAS  CHCTEMA, HECAHKIIMOHMPOBAHHBIA  JOCTYH, aJIMHUHHCTPATOD
0C30IMaCHOCTH, IOJIMTUKA 0€30IACHOCTH, PEKHMM pa3rpaHMYECHHUS JOCTYIA, MEKCETEBBIC JKPaHBI
CHCTEMBI OOHApYKEHUS BTOPKEHHUH, KIacCHU(MMKAIIMKA YSI3BHMOCTEH MporpaMMHOro oOecredeHus,
ayTeHTUGUKAIUS, WICHTH(HUKAINS, aBTOPU3ALIHL;

- HN3YYCHHUCM OCHOBHBIX IIPHWHIMUIIOB O6CCHC‘ICHI/I$[ I/IHd)ODMﬁLII/IOHHOﬁ 6C3OHaCHOCTI/I, THUIIOB
MEKCETEBBIX DKPAHOB, KiIacCH(PHUKAIMK yrpo3 uHGOpPMAIMK, TPYINbl EPCOHATBLHBIX JaHHBIX,
KaTErOpUM BPEIOHOCHOTO IIPOrpaMMHOro oOecIieueHus, Ha3HaueHHe M OCHOBHBIE (QyHKImH DLP-
CHCTEM;

- NPUMCHCHHUEM CKAaHCPOB V?ISBI/IMOCTeﬁ JUTA O6HaDV)K€HI/I$I TCKYIIINX VSI3BI/IMOCT€I>1 B
nHQOPMAIMOHHBIX CUCTEMAX, MOJYYECHHE HABBIKOB MOJIEIUPOBAHUS JIOKAIBHBIX KOMIBIOTEDHBIX
cerelt ¢ ucnoap3zoBanuem cpeasl CISCO Packet Tracer;

- TOJYYCHHCM HABbIKOB Da6OTLI C nmap — HWHCTPYMCHTOM HMCCICAOBAHUA W ayJauTa
0€30IaCHOCTHU CCTH, ABJIAOIMMCSA TAKXKC CKAHCPOM ITOPTOB.

- OCBOCHHCM pPA3JHYHBIX THIIOB AHTHMBHUPYCHBIX TIIpOrpaMM MW VTHUIWUT AJIA 6ODB6BI C
BpPCAOHOCHBIM IIPOTPaMMHBIM O6€CH€‘I€HI/IGM;

- U3YYEHWEM MPUHIMIOB YCTAHOBKM M HACTPOMKHA COBPEMEHHBIX MEKCETEBBIX JKPAHOB HA
npumMmepe Comodo free firewall.

- OOJIYYEHHWEM 3HaHWU 0 MeXAvHApoaHbiX cranmaprax, ' OCTax m deaepaipHBIX 3aKOHAX
Poccuiickoii @eneparmy B 001acTy 3a1MTHI HHOOPMAIIUH.

[IpenogaBanue AUCHUIUIMHBI MPEAYyCMAaTPUBACT ClEAyronire (GopMbl OpraHU3aIMu y4eOHOTO
npouecca: Jlekuus, JlaboparopHas paboTa.

[IporpaMMo#l TUCHUIUIMHBI TPEAYCMOTPEHBI CIEIYIONIME BUIBI KOHTPOJS: MPOMEXKYTOUYHAs
aTTectarus B popme Dk3ameH (8 cemecTp).

OO0miasi TpyIOEMKOCTh OCBOCHHUS AMCIMILIUHBI COCTaBIsieT 4 3aueTHBIX eauHuI, 144 yacos.
[TporpamMmoil JAMCIUILIMHBL TPETyCMOTPEHbI JieKinoHHbIe (32 dacoB), npaktuueckue (0 vacos),
nabopatopubie (32 yacoB) 3aHATH U (44 4acoB) CAMOCTOSTEIILHOM PabOThI CTYICHTA.
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Hpuioxenne 2
K paboueil nporpaMMe AUCUHIINHBI

«3armura nadOopMAaLTHN»

IIpukpeniennslie ¢aiibl

IIpumepsn! Bonipocos.docx

HpI/IMepBI BOIIPOCOB, 3a1aBACMbIX B paMKaX KOHTPOJIA:

ocouakrwnE

Xapakrepuctuka crangapta [OCT P UCO/M3BK 15408.

Cratuyeckue U TUHAMHYECKHE METOJIbl OMOMETPUUYECKON UICHTU(PHUKAIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHmmm paboTsl, OCHOBHBIC TTOHSITHS.
OaHOCTOPOHHS XAMI-(QDYHKIIHS. TalKECT COOOIIeHMS, MpUMeHeHHe coBmecTHO ¢ DIIIT.
Bpenonocnoe [10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunuumn paGoThl, OCHOBHBIE TTOJICUCTEMBI.

Bepcus: AAAAAACII+o Koa: 000145600



