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Pemenue xe Ha 6a3e Linux mo3BOJMT HE 3alyMbIBaThCs O MOKYIKE JnieH3uonHoro [10.

CerofHs cymecTBYeT MHOXECTBO pa3IMYHBIX MapLIPyTH3aTOpOB/OpaHIMay’poB, OCHOBAHHBIX Ha
Linux. Kcraru, HekoTopble H3 HHX Mbl Yyke paccMaTtpuBainy, Harnpumep mOnOwall, Smoothwall
Express u ClarkConnect.

AnmnapatHbie TpeOOBaHUSA

B comyrcrByromeii JOKyMEHTAallMM yKa3aHO, 4YTO MUHUMaibHble TpeboBanus ans [PCop -
MaTepHHCKas miaTa ¢ npoueccopoM 386, 32 Mbaiit O3V u xéctkuil auck émkoctbio 300 M6aiiT. OnHako Mbl
PEKOMEHJIyeM HCIOJIBb30BaTh 0oyiee OBICTpOEe O00OpYy/IOBaHME, €CIM BaM HYXKHBI CKOpocTH no 6 Mowurt/c.
ITponeccop kiacca Pentium u 256 M6aiitr O3V cnpaBsTcs ¢ Takoi 3agaueit 6e3 mpobiem, a )KECTKUI JUCK Ha
20-40 I'GaiiT cTaHeT MPEKPACHBIM KAIIIEM ISl IIPOKCH-CEPBEpa.

Hanpotus, ucnosnb30BaHre COBpEeMEHHOro '»kene3a" MOMKET BbI3BaTh psa mpobsiem. Hampumep,
noanepxkka PCI Express B [PCop HaxoauTcss Ha Ha4daJbHOM CTajud, TIOSTOMY C HEKOTOPHIMHU
MHTETPUPOBAHHBIMU KOHTposiepamMu LAN MOryT BO3HUKHYThH MpoOieMbl. UTO KacaeTcs CEeTEeBBIX a/1alTepoB,
ucnonp3ytonux cranaaptHyto muHy PCL, vanpumep Intel PRO-1000, To 31ech Bc€ Oynet padboTaTh cpasy xe.


http://www.ipcop.org/
http://www.thg.ru/network/ipcop/index.html
http://www.thg.ru/network/20041114/index.html
http://www.thg.ru/network/200502041/index.html
http://www.thg.ru/network/200502041/index.html
http://www.thg.ru/network/200501211/index.html

Puc. 1. Cucmema na 6asze Pentium Socket 7.

B crangaptroii konpuryparuu [PCop TpeOyeT Haim4us, Kak MUHUMYM, OJTHOTO CETEBOTO aJlanTepa.
OrmernMm, uTo naxe ¢ AeméBbiMu amantepamu Fast Ethernet, crommocTsio okosio 150 pybneit, mpobiieM He
BO3HUKaeT. Tak, ajianTepsl, BBIMOIHEHHBIC HA 0a3e yuna Realtek 8139, npekpacHo noaxonsat. Eciau BbI XOTHTE
HaBEpHSKA yOeIUThCS B MOJACPIKKE BAlIMX CETEBBIX aJalTepoOB, TO PEKOMEHIYEM O3HAKOMHTBHCS CO CIIMCKOM
nouiepskrBaemMoro obopynosanus (IPCops Hardware Compatibility List - HCL).

N3-3a npakThueckW TMOJHOTO OTCYTCTBHs JpaiiBepoB wucnonb3zoBanue [PCop B kauecTBe
0ecrpoBOHOW TOYKH JIOCTYIA IMOKAa JOCTAaTOYHO 3aTPYAHHUTEIBHO U TPeOyeT CephE3HOW pPYyYHOU pPabOTHI
[TosTomMy, eciu BbI XOoTUTE MCcHoOdb30BaTh IPCop B OecipoBOAHON ceTH, peKOMEHAYeM YCTaHOBHTH OOBIYHYIO
CETEeBYIO KapTy M MOJKJIIOYUTH K Heil Touky moctyna WLAN. Mupopmanuio 0 TOM, KaK HACTPOUTH TaKYHO
CHCTEMY, MOXKHO HalTH Ha caiite Host AP-Project.

CKOJIBKO HYXHO CETEBBIX KapT?

Boo0mie roBops, KOIMYECTBO CETEBBIX KapT Ha MapIIPyTHU3aTOpe 3aBHUCHT OT 331ad, KOTOPHIE OH
OyZeT BBHIMONHATh. Tak WM MHaye, KAK MHHUMYM, IOTpedyeTcs olHa KapTa. B Hamem npumepe Mbl Oynem
WCTIOJB30BaTh JIBE, TO €CTh IIOJIYYUM KJIACCHYEeCKHH mpuMmep KabempHoro wim DSL-mapmpyrtusaropa
(cm. puc. 2). B takoit koHUTypali OAMH afganTep NojakiIrouaercs K gomamrHeit cetu ("Green unrepdeiic'),
BTOpOI — K CeTH mpoBaiiepa win kadernpHomy/DSL-monemy ("Red untepdeiic").

KabenbHbin nnm

DSL mogem -

MapwpyTtnsatop
IPCop

PC1

Puc. 2. Cxema cemu.

Bwmecto BTOpOI KapThl MOXHO HCIOJIB30BaTh aHAJIOTOBbIM MoaeMm uiau ISDN-kapTy, BCE 3aBUCUT OT
Barrero nojakioucHus. Kpome toro, Mmoxxuo m1o6aButh "Blue unrepdeiic” mast WLAN, u "opamxeBbiit" - s
DMZ. Ha puc. 3 IIOKa3aHa MaKkcHMasbHas KOH(UTyparus c YETBIPbMSI KapTamH.


http://www.ipcop.org/modules.php?op=modload&name=phpWiki&file=index&pagename=IPCopHCLv01
http://www.ipcop.org/modules.php?op=modload&name=phpWiki&file=index&pagename=IPCopHCLv01
http://hostap.epitest.fi/
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Puc. 3. Tononocus cnoscnotl cemu ¢ uemulpoms unmep@eucamu Ha Mapuipymuzamope.

PexoMeHnayemoe annapaTHoe odecrneyeHne
Iporeccop - Intel unmun AMD, nanpumep Pentium wu Beie, 100 MI'1; vitu BbiIiie.
O3V - 256 Mbaiit SDRAM nnu DDR-SDRAM.
Kéctkmit quck - 20-40 ['Gaift a1t KommpoBaHus (IPOKCH-CEPBEP).
Cerb - nBa ceteBbIx aaantepa 10/100 Mowut/c.
Buneokapra - nmob6as ¢ mamsaTeio ot 2 M6aiit, 3D He Tpebyercs.
CD/DVD Heo0x011uM TOJBKO Uil YCTAHOBKH, ITOCJIE YCTAHOBKH MOXKHO OTKJIIOUUTb.
Taxoke 1151 yCTaHOBKH MOXeT ObITh ncroib3oBan USB.
FDD ne tpeOyercs.
KnaBuarypa HEoOxo1umMa TOJBKO TSl YCTAaHOBKH, MTOCTIE YCTAHOBKH MOYKHO OTKIJIIOUHTD.

YcraHnoBka

Kak ynmomuHanock paHnee, B KaueCTBE ONEPAMOHHON CUCTEMbI MapuIpyTu3aTopa Mbl BeiOpanu IPCop.
Orta OC ocHoBana Ha Linux, €€ MCXOIHBIH KOJ W OHA caMa JOCTYIHBI JJII CBOOOJHOTO CKAuWBaHUS Ha
yenoBusx auuensupoBanuss GPL. O6pa3 ISO CD, o6sémom ~41 Mo0aiit, MoxHO ckadath ¢ caifta [PCop.
Take MOYKHO BOCITOJIb30BAThCA 00pa3aMu 3arpy304YHbIX JAUCKET, HO B 3TOM CIIy4ae MOCJIe 3arpy3Ku yCTaHOBKa
MOUAET U3 CETH.

OcraHoBUMCsSI Ha HamOoJiee MPOCTOM U OBICTpOM croco0e ycTaHoBKH, TO ecTh ¢ CD mmm DVD.
EcrecTBeHHO, CHaudana HYKHO YCTaHOBUThH 3arpy3ky ¢ mnpusBoga CD/DVD B BIOS. Hamomuum, uro B
oonpmHCTBE Bepeuid BIOS ato nemaercs B pazaene "Advanced Setup Options" unu "Advanced BIOS Setup".

Main Advanced Security Pouwer

+Hard Drive
+Renovable Devices

Puc. 4. Hacmpotixa 3a2py3xu ¢ Komnakm oucka.


http://www.ipcop.org/

Beixogum u3 BIOS, mpensapurensHo coxpanuB HacTpoiiku (F10) mnm BbIOpaB B MEHIO IYHKT
"Exit&Saving Changes". Ha 6osiee coBpemennnix 1K mocie BkitoueHuss MoxkHO Haxath F8 (F12 wiu F2 B
3aBucuMocTH oT Bepcun BIOS).

Teneps cucrema 6ynet 3arpyxarbcs ¢ CD/DVD, B pe3ynbTaTe uero Bel yBUIUTE 3arpy34yuk Isolinux.
K coo0mienunto o Tom, 4TO BCE aHHBIC HA KECTKOM TUCKE OYAYT YHHUYTOXKEHBI, CIEIYyeT OTHECTUCH CEPbE3HO!
ITocne sroro HauHETCA pa3dOMeHUe AMCKAa Ha pasfenbl. Tak 4ToO €cliM Ha JAUCKE OCTAJIOCh YTO-TO BAXKHOE,
CHayaJla COXpaHHUTE JaHHbIE B O€301acHOEe MECTO!

Welcome to IPCop, Licensed under GNU GPL version 2.

PLEASE BEWARE! This installation process will kill all
existing partitions on your PC or server. Please be aware
of this before continuing this installation.

ALL YOUR EXISTING DATA WILL BE DESTROYED

Press ENTER to boot IPCop 1.4.20 default installation.
Enter memtest to test memory (not from floppy boot).

F1> First page <FZ> Hardware parameters <F3> Installer parameters
ress F1 through F3 for details, or ENTER to boot:

Puc. 5. Cmapm |PCop ¢ komnaxm oucka.

Haxas knaBuiry Enter, 3arpyxkaem simpo Linux. Ecnu Ha 9TOM cTaguu BOZHUKHYT KaKue-TO OMIMOKH,
TO MOKHO IMONPOOOBATH OIMIMK Nousb M nopcmceia A OTKIIOUEHHs 3THX UHTepdeiicoB. [lockonbky darie
BCEro MapuIpyTU3aTOpaM 3TH UHTepQEICchl He TpeOYIOTCs, TO TPOOJIeM BOZHUKHYTh HE JJOJIKHO.

[Tocne 3arpy3kd aBTOMATHYECKM 3aIyCKaeTCs YCTAHOBKA, KOTOpas MPEAJOXKHUT BBIOpaTh S3BIK
uHTepdeiica. JJocTymHO HECKOJIBKO BapuUaHTOB, HO HE BCE MEPEBOJbI MOJHbIE. Jlyule BbIOpaTh aHIIIMUCKHIMA

(cm.puc. 6).

{ Language selection |
Select the language you wish to use for the IFPCop.

Afrikaans i
Brasil #
Cestina

Dansk

Deutsch

Espaiiol
Frangais

Puc. 6. Bvibop sazvika.

Janee mosBisercs npenynpexaenue: BeiopaB "Cancel" Ha 11000M U3 MOCIEAYIONUX SKPAHOB, BB
MPEKPATUTE YCTAHOBKY M MEPE3arpy3uTe CUCTEMY.
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[PCop v1.4.28 - The Bad Packets Stop Here

Welcome to the IPCop installation
program. Selecting Cancel on any
of the following screens will
reboot the computer.

{Tab>/<Alt-Tab> between elements I <Space> selects

3aTeM HYXHO BBIOpaTh, OTKy/a ycTaHaBiuBaTh cucremy: ¢ aucka wiau no HTTP/FTP. Eciu Bb
3arpy3winch ¢ JauckeTbl, To BbiOMpaere HTTP/FTP (mpu »Tom Hamo ObITh roToBBIM yKazaTh IP-aapec
cepsepal). Koneuno, moxHo BbiOpath u CD, ecnu, Hanpumep, IUCK €CTh, @ BO3SMOYKHOCTHU 3arpy3UThCs C HETO
HeT. Takoe ObIBaeT Ha HEKOTOPBIX CTAPhIX MAaTEPUHCKUX MIaTax. B Hamem ciaydae Beionpaem CD-ROM.
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| Select installation media |

IPCop can be installed from multiple sources. The
simplest is to use the machines CDROM drive. If the
computer lacks a drive, you may install via another
machine on the LAN which has the installation files
available via HTTP. In this case the network driver
diskette will be required.

DROM-USB-KEY

HTTP-FTP

{Tab>/<Alt-Tab> between elements | <Space> selects

CHauana yCTaHOBIIMK CO37a€T pa3fenbl Ha KECTKOM aucke U (popmatupyeT ux. OTMETUM, YTO MpHU
TOM BMEMIATEIHCTBO TOJB30BATENI HE TpeOyeTcs; CUCTeMa cama HCCIeNyeT AMCK, CO3MaéT pas3lieibl |
dbopmaTupyeT X B COOTBETCTBYIOMIEH (haimoBoil cucteme. To €CTh MOJB30BaTENb MOJHOCTHIO CBOOOJIEH OT
BOIIPOCOB O pa3Mepax pas3/esioB U BOBCE HE JIOJDKEH 3HATh, Kakas (paifyioBasi CUCTEMa JIOJKHA HCIIOJIb30BAThCS
Ha paszfene naHHbiX: ReiserFS wmm ext3.
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[PCop v1.4.28 - The Bad Packets Stop Here

The installation program will now
prepare the harddisk on sdev-hda.
First the disk will be partitioned,
and then the partitions will have a
filesystem put on then.

{Tab>-<Alt-Tab> between elements I <Space> selects

Puc. 6. Ilpocto Haxxmute OK.
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Partitioning disk...

{Tab>-s<Alt-Tab> between elements | <Space> selects
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[PCop v1.4.20 - The Bad Packets Stop Here

Making log filesysten...

{Tab>-<Alt-Tab> between elements I <Space> selects
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[PCop v1.4.20 - The Bad Packets Stop Here

Installing files...

{Tab>-s<Alt-Tab> between elements | <Space> selects

Ecnu Bapyr motpeOyercss mepeycTaHOBKAa MaplIpyTH3aTopa Iociie KaKoro-iubo cOosi, TO MOXKHO
BOCIIOJIb30BaThCsl COXpaHEHHEM KOH(UTrypauuu Ha auckery. Eciam y Bac yxe ecTb ToToBasi KOH(UTypalus Ha
JUCKETe, TO MOYKHO YyKa3aTb €€ M NpPONYCTUTh BCE SKpaHbl yCTAHOBKU. [l 3TOr0 HYXHO BBIOpATh
"Restore/BoccTanoButs" 1 HEMHOro mojoxaats. Ho Mbl ycranaBiuBaeM Bc€ "c Hyns", IOITOMY BbIOMpaeM
"Skip/IIpomycTuts".
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| Restore |

If you have a backup of an IPCop system
conf iguration, select the media, and press the 0Ok
button. If not, select Skip instead.

( ) USB-key
( ) http £ftp

Hostname
ipcop.localdomain

*backup’ passuword

{Tab>-s<Alt-Tab> between elements I <Space> selects

IPCop vl1.4.18 - The Bad Packets Stop Here

If you have a floppy with an IPCop
system configuration on it, place
the floppy in the floppy drive and
press the Restore button.

Puc. 7. 3ampoc Ha BoccTaHOBIIEHHE KOHPUTYpPALIUH.

Hacrpoiika uatepdetrica LAN

IPCop Mosxer paboTaTh C HECKOJIBKUM MHTEp(elicaMi B 3aBUCUMOCTH OT CIIEHApUs MCIOJIb30BaHUS.
"3enéubiil" uHTEpdeEic NpPUCYTCTBYET BO BCeX KOHPUIypalusax: K HEMY HMOJKIHOYAETCS JIOKAIbHBIA CErMEHT
cetu. Bo Bpemst ycraHOBKM OyleT MpeaoKeHO BBIOpaTh MOAXOIAIMIMKA JpaiiBep IIsi ceTeBoil KapThl. B
OOJIBIIIMHCTBE CIIyyaeB JOCTaTOYHO yka3aThb '"Probe/OmnpenenuTh caMOCTOSTENBHO", MOCE Yero 3amyCTHTCS
CHUCTEMa aBTOMATHUYECKOTO OMpEeICHUsI, KOTopas OOBIYHO XOpomio chpasisercs ¢ 3amanuem (Puc. 9).
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| Configure networking |

You should now configure networking by first loading the
correct driver for the GREEN interface. You can do this
by either auto-probing for a network card, or by choosing
the correct driver from a list. Note that if you have
more then one network card installed, you will be able to
conf igure the others later on in the installation. Also
note that if you have more then one card which is the
same type as GREEN and each card requires special module
parameters, you should enter parameters for all cards of
this type such that all cards can become active when you
conf igure the GREEN interface.

Puc. 8. Hactpoiika ceTeBoro aganrepa.
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[PCop vl.4.20 - The Bad Packets Stop Here
IPCop has detected the following

NIC in your machine: AMD PCnet32
and AMD PCnetPCI

feet

Puc. 9. Y naunas nonsITKa ONpeaeseHus.

Ecnu BCE ke kapra He OIpefeNnuyiach aBTOMaTUYECKH, NMPUIETCA YCTAHOBUTH JIpalBep BPYYHYIO,
ykazaB Ju1s 3Toro "Select/BriOpats".

Ecnu ums, koropoe Bbiact [IPCop, He coBnasaeT ¢ Ha3BaHMEM KapTOUKH, HE CTOUT OECIOKOUTHCS:
sapo Linux ompezenseT KapTOYKU MO YMIY, a HE MO0 HoMepy monenu. ViMenHo mostomy kaprouku D-Link
MOTyT onpenenuThes kak Realtek 8139.

[Tocne ompeseneHuss cereBOro ajantepa HY>KHO HazHauuTh uHTepdeicy [P-ampec. Tak kak Mbl
HacTpauBaeM HHTepdeiic LAN, KoTopbli MOJKIIOUAeTCs K AOMAIIHEH CeTH, TO PeKOMEHIyeM BBIOpaTh ajpec
U3 OJHOTO U3 3apE3€PBUPOBAHHBIX AUANIa30HOB.

10.0.0.0 - 10.255.255.255 (10/8 prefix)

172.16.0.0 - 172.31.255.255 (172.16/12 prefix)



192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

[ToapoGHee 0 pacnpeneneHny qUana3oHoB aapecoB MoxHO y3HaTh B RFC1918.

Mpl OCTaHOBWJIMChL Ha HaumOoliee 9acTo HUcmoib3yemMoMm nauamnazone 192.168.0.1 - 192.168.0.254,
MIPUCBOMB HAIlIEeMy MapIIpyTU3aTOpy MocieaHui aapec auanasona (Puc. 10), mpu 3ToM Macka ceTu cocTaBuia

255.255.255.0. DTOl HACTPONKU AOCTATOYHO I MOJKJIIOUEHUS K CETH J10 253 CETEBBIX YCTPOMCTB.
IPCop v1.4.20 - The Bad Packets Stop Here

{ GREEN interface |

Enter the IP address information for the
GREEN interface.

IP address: 192 .168.2089.238
Network mask:

Puc. 10. Ycranoska IP-aneca IPCop.
Ha stom nepBast yacts yctanoBku 3aBepiieHa (Puc. 11). Bece momonHuTenbHbIe MapaMeTpbl MOXKHO
MOJIKOPPEKTHPOBATH MO3XKeE. Ceituac cucTema yiKe roToBa K 3arpyske.
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| Congratulations? |

IPCop was successfully installed. Please remove any floppy
disks or CDROMs in the computer. If your system fails to boot
properly, please try booting from a DOS diskette and running
'FDISK /MBR’ to re-create the Master Boot Record. Setup will
now run where you may configure ISDN, network cards, and the
system passuwords. After Setup has been completed, you should
point your web brouwser at http:/-ipcop:81 or https:-/-ipcop:445
(or whatever you name your IPCop), and configure dialup
networking (if required) and remote access. Remember to set a
password for the IPCop ’dial’ user, if you wish non IPCop
'admin’ users to be able to control the link.

Puc. 11. YcranoBka 3aBepiieHa.
JloctaTouyHO 4YacTo ciy4yaeTrcs TakK, YTO IOCJEe YCTaHOBKHM 3a0BbIBAIOTCS MapaMmeTphl yCTPOWCTBA.
[TosToMy pekoMeHTyeM 3amucaTh Haubosiee BaxHylo nH(popMaluio, To ecth [P-anpec u ums ycrpoiictsa. 910


http://www.faqs.org/rfcs/rfc1918.html

3aiiMET He OOJBIIIE MHUHYTHI, HO B JAJIbHEUIIEM MO3BOJIUT COKOHOMUTH HE TOJBKO JAPAroleHHOE BpeMs, HO H
HEPBHI.
http://ipcop:81
https://ipcop:445
https://ipcop:8443 (st Bepcuu 2.0.3 IPCop)

OTMmeTHM, YTO HOMEpA MOPTOB TAKKE OYCHb BAXKHBI, ITOCKOJIbKY OHU HE SBJISIOTCS CTaHAAapTHBHIMU (81
u 445), xots u "He nanexku ot TakoBbix HTTP (80) u HTTPS (443). BMecTo mMeHH MO>XXHO UCIOJb30BaTh [P-
azpec, B HaeM citydae 192.168.0.254.

Hacrpoiika OCHOBHBIX MapaMEeTPOB 3aBEpIlCHA, OJHAKO, HY>KHO 3aJaTh €II€ Psi JOMOJHUTEIbHBIX:
pacKIIaaKy KJIaBUATYPhI, €CIIH BBI MOJIb3yeTech oTnyHOoi oT "QWERTY", a Takke BBIOpaTh 4acoBOM MOSIC.
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| Timezone |
Choose the timezone you are in from the list below.

Australia-Yancowinna
Brazil-Acre

Brazil- DeNoronha
Brazil- East
Brazil-West

{Tab>-s<Alt-Tab> between elements | <Space> selects

IPCop v1.4.20 - The Bad Packets Stop Here

| Timezone |
Choose the timezone you are in from the list below.

Europe-sMalta
Europe-sMariehamnn
Europe-sMinsk
Europe-sMonaco

Europe-Moscouw

EuropesNicosia
Iiiiiiiil

{Tab>-<Alt-Tab> between elements I <Space> selects



Hanee Oyner npeanoxeHo 3anath uMsa Mammubel [PCop, mo kotopomy, kak u no IP-aapecy, MoxHO
Oyner obparuthess k cucteme u3z Windows. Ilon stum mmenem mapuipytusarop Oyzaer BuueH B cetu. [lo

YMOJIYaHHUIO UCIIOJIB3YETCS] UM IpCOp, OCTABUM €rO.
IPCop v1.4.20 - The Bad Packets Stop Here

Hostnanme

Enter the machine’s hostname.

Cancel

{Tab>-s<Alt-Tab> between elements | <Space> selects
JlIoMeH MOXKHO TaK»Xe OCTaBHTh IO ymonuanuio - localdomain, ecium, KoHe4HO, Balla CeTh HE

HCTIOIB3YET JOMEHBI.
IPCop v1.4.20 - The Bad Packets Stop Here

Domain name
Enter Domain name

localdomain_

Cancel

{Tab>-s<Alt-Tab> between elements | <Space> selects
Hanomuum, uro IPCop moxer paborats ¢ amantepamu ISDN. Mbl TakoBOH He HCHOJIB30BaJH,
no3tomy BbiOpanu "Disable ISDN" u nponomkunm.
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| ISDN configuration menu

ISDN is currently Disabled.

Protocol: UNSET
Card: UNSET :
Local phone number: UNSET

Select the item you wish to reconfigure, or
choose to use the current settings.

Protocol/Country

Set additional module parameters
ISDN card

Local phone number (MSN-/EAZ)

| Enable ISDN | Disable ISDN

{Tab>-s<Alt-Tab> between elements I <Space> selects



Hacrpoiika uatepdeiica WAN u cepsepa DHCP
Panee MbI yxe onpenenuin JoKaabHbIN "3enéHpiil" nuTepdeiic, ceiiyac Hy>KHO BBIOpaTh U HACTPOUTD

untepdeiic WAN unu "kpacubiii”. Ha Puc. 12 u 13 nokasano, kak 3To cenaTh.
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Network configuration menu

Current config: GREEN (RED is modem~-ISDN)

etwork configuration type

Drivers and card assignments
Address settings

DNS and Gateway settings
DHCP server configuration

{Tab>-<Alt-Tab> between elements I <Space> selects
Puc. 12. Hacrpoiika ceTu.
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‘ Network configuration type

Select the network configuration for IPCop.

The following configuration types list those
interfaces which have ethernet attached. If you
change this setting, a network restart will be
required, and you will have to reconfigure the
network driver assignments.

GREEN (RED is modem-ISDN) i

GREEN + ORANGE (RED is modem~-ISDN) #
REEN + RED :

GREEN + ORANGE + RED

GREEN + BLUE (RED is modem~ISDN)

GREEN + ORANGE + BLUE (RED is modem-ISDN)

{Tab>-s<Alt-Tab> between elements I <Space> selects
Puc. 13. Ham BapuanT - "3en€nbiit" u "kpacHblil" uHTepdEnchI.
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Netuork configuration menu
Current config: GREEN + RED

When configuration is complete, a network
restart will be required.

Network configuration type
Address settings

DNS and Gateway settings
DHCP server configuration

{Tab>-s<Alt-Tab> between elements I <Space> selects

IPCop v1.4.20 - The Bad Packets Stop Here

Card assignment

No unallocated cards remaining, more
are required. You may autodetect and
look for more cards, or choose to
select a driver from the list.

{Tab>-s<Alt-Tab> between elements | <Space> selects



IPCop v1.4.20 - The Bad Packets Stop Here

| Card assignnent |

There is an unclaimed ethernet card of type:
Intel PRO-1888 Gigabit Ethernet

You can assign this to:

{Tab>-<Alt-Tab> between elements I <Space> selects

IPCop v1.4.20 - The Bad Packets Stop Here

Card assignmnent

ALl cards successfully allocated.

{Tab>-s<Alt-Tab> between elements | <Space> selects



IPCop v1.4.20 - The Bad Packets Stop Here

| Address settings |

Select the interface you wish to reconfigure.

{Tab>-<Alt-Tab> between elements I <Space)> selects

IPCop v1.4.20 - The Bad Packets Stop Here

| WARNING |

If you change this IP address, and you are logged in remotely,
your connection to the IPCop machine will be broken, and you
will have to reconnect on the new IP. This is a risky operation,

and should only be attempted if you have physical access to the
machine, should something go wrong.

{Tab>-s<Alt-Tab> between elements | <Space> selects




IPCop v1.4.20 - The Bad Packets Stop Here

{ GREEN interface |

Enter the IP address information for the
GREEN interface.

IP address: 192 .168.289.238
Network mask:

{Tab>-<Alt-Tab> between elements I <Space> selects

IPCop v1.4.20 - The Bad Packets Stop Here

| Address settings |

Select the interface you wish to reconfigure.

GREEN

{Tab>-s<Alt-Tab> between elements | <Space> selects

Eciu mnorpeOyercs, MOXHO Takke HacTpouTh '"cuHui" u "opamxkeBbld" uHTEpdech st
0ecrpoBOTHON CETH U JIEMHJIUTAPU30BAHHOM 30HBI, COOTBETCTBEHHO. KOHEYHO, 3TO HE 3HAYUT, UTO CEpBEp M3
JIOKQJIBHOTO CEerMEeHTa Hemb3sl "BhICTaBUTH' Hapyxky 0e3 DMZ, oanako Bapuant ¢ DMZ sBnsercs Oonee
0€e30MacHBIM.

[Tocne co3nanusg HYKHOM KoH(purypamuu, Bbl THomnagaere oOpaTtHo B pasgen "Hacrpoiika
cetu/Network Configuration Menu", rae cieayet BeIOpaTh JpaiiBepbl AJIs CETEBBIX KapT U 337aTh (pU3HUEcKoe
pacnipenenenue uHTepeicoB mo kapraM. BuemHuii, unu "kpacHeiii" uHTepdelc Takke HYXKIAeTCs B
HacTpoiike napameTpos [P, uTto u nokazano Ha cienyromem ckpunuore (Puc. 14).



— Metwork configuration menu p——

Current config: GREEN + RED

Uhen configuration is complete, a netuwork
restart will be required.

Metwork configuration type

Drivers and card assignments
Address settings
DNS and Gateway settings

Puc. 14. "Kpacnomy" unrtepdeiicy Toxe cienyet 3agath [P-agpec.
[Tpu Hactpoiike mopra WAN, HaM HYKHO yKa3aTh, KAKOH TUI COCTUHEHHS MBI Oy/eM HCIIOIb30BATh.

Ha Puc. 15 nokasansl gocTynHble Tunbl noaxiaoueHus WAN.
IPCop v1.4.20 - The Bad Packets Stop Here
| RED interface |

Enter the IP address information for the
RED interface.

DHCP Hostname:

IP address:
Network mask:

<Tab>-<Alt-Tab> between elements | <Space> selects
Puc. 15. Bapuants! noakmodeHuit "kpacHoro" unrepdeiica (Mutepuer).
Yame Bcero moib3oBaTenu kabenbHbIX MojemoB BbiOuparor DHCP, nons3oBatenu DSL - PPPOE,
OJIHAaKO OKOHYATEJIbHO OIPENEINTb, KaKOM THUIl COEIMHEHUS BaM HYKHO HCIOJb30BaTh, MOACKAXKET TOJIBKO
MpoBaIep.
[Tons3oBarenu, paboTarolye ¢ MOAKIIOUYEHHEM CO CTATUYECKUM aJpecoM, JOJDKHBI yKaszaTh ajpeca
DNS-cepsepa u muro3a (Puc. 16 u 17).



IPCop v1.4.20 - The Bad Packets Stop Here

Network configuration menu
Current config: GREEN + RED

When configuration is complete, a network
restart will be required.

Network configuration type
Drivers and card assignments
Address settings

DNS and Gateway settings

DHCP server configuration

{Tab>-s<Alt-Tab> between elements I <Space> selects
Puc. 16. Hactpoiiku DNS u nuto3a.

IPCop v1.4.20 - The Bad Packets Stop Here

| DNS and Gateway settings |

Enter the DNS and gateway information. These
settings are used only with Static IP (and DHCP
if DNS set) on the RED interface.

Primary DNS:
Secondary DNS:
Default Gateway:

{Tab>-s<Alt-Tab> between elements | <Space> selects

Puc. 17. Hactpoiiku DNS n nutro3a.

[PCop nmeet BcTpoennsiii cepep DHCP, nosromy kimentst LAN MOryT aBTOMAaTU4eCcKH MOJy4aTh
IP-anpeca, a Taxke agpeca nunto3a u cepsepa DNS. Kak nokxaszano na Puc. 18, B Hactpoiikax DHCP mMoxxHO
3a7aTh HA4YaJIbHBIN U KOHEUHBIA aJpeca Juara3oHa, a Takxke ajapeca cepBepoB DNS u cpok apeHnbl aapeca
UYepes web-untepdeiic MOXKHO 3ape3epBUPOBATh HEKOTOphIe anpeca st onpenenéHubix [IK. Torna ykazanusie
MallMHbBl ~ [pPH  KaXJOM  MOJAKIIOYEHWH  OyAyT  HCIONb30BaThb OAMH M TOT  KE€  aJpec.
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| DHCP server configuration |

Conf igure the DHCP server by entering the settings
information.

[ 1 Enabled

Start address:

End address:

Primary DNS: 192.168.289.238_
Secondary DNS:
Default lease (mins): 66

Max lease (mins): 120

Domain name suffix: localdomain

{Tab>-<Alt-Tab> between elements | <Space> selects
Puc. 18. Hacrpoiika cepsepa DHCP.

3aBeplIeHNE YCTAHOBKU
IPCop v1.4.20 - The Bad Packets Stop Here

Netuork configuration menu
Current config: GREEN + RED

When configuration is complete, a network
restart will be required.

Network configuration type
Drivers and card assignments
Address settings

DNS and Gateway settings

DHCP server configuration

{Tab>-s<Alt-Tab> between elements | <Space> selects
Ha »ToM 3Tane Mbl y)ke IOYTH 3aKOHYWIM ¢ yCcTaHOBKOI. HeoOxonmumo 3a1aTe maponu A yU4€THBIX
3anucedt "root" u "admin". YuérHas 3anuchk "root" B cucteme Linux mMMeeT MpakTUYECKHM HEOIPaHUYEHHBIE

MNPUBUIIETUHN. DTO UMS BaM MOTpeOyeTcs sl BX0Aa B 000JI0UKY, HApUMep, JJIsi YCTAHOBKH JIOTIOJHUTEIBHOTO
I10.



IPCop v1.4.20 - The Bad Packets Stop Here

[PCop vl1.4.28 - The Bad Packets Stop Here

Enter the ’‘root’ user password. Login as this
user for commandline access.

Passuord:
Again:

No echo from keyboard for password input.
VYuérnas 3anucek "admin" o6namaer HEOrpaHUUYEHHBIM JOCTYIIOM JIHIIb uepe3 web-unrepdeiic. To
ecTh "admin" MokeT MeHATh HacTpoiiku cepBepa DHCP, nepenanpasiienuss nopToB, MOJKIOYCHUH, OOHOBIISTDH

IPCop, n, KOHEUHO, Iepe3arpyxarhb €ero
IPCop v1.4.20 - The Bad Packets Stop Here

[PCop vl1.4.28 - The Bad Packets Stop Here

Enter IPCop ‘admin’ user password. This is
the user to use for logging into the IPCop web
administration pages.

Password:
Again:

No echo from keyboard for password input.




IPCop v1.4.20 - The Bad Packets Stop Here

[PCop vl1.4.28 - The Bad Packets Stop Here

Enter the ’backup’ passuword used to safely
export the backup key.

Passuord:
Again:

No echo from keyboard for password input.

MOXHO TO3[paBUTh: yCTaHOBKa 3aBepiicHa! Ternepb MOKHO BBIKIIOUUTh CUCTEMY U OTCOCTUHHTH
npuBog CD-ROM, mnockonbky oH Oonbinie He motpedyercs. Kcratu, mociie storo cucrema OyaeT ObicTpee
3arpykaThCsi U MOTPeOJsITh MeHblie dHepruu. OnHako He 3a0ynpTe 3aiith B BIOS u M3MeHUTH mopsaok
3arpy3KH, 4TOOBI CHCTEMA 3arpy’Kanach C )KECTKOTO AHUCKA.

IPCop v1.4.20 - The Bad Packets Stop Here

[PCop vl1.4.28 - The Bad Packets Stop Here

Setup is complete. Press 0Ok to reboot.

{Tab>-<Alt-Tab> between elements I <Space> selects



GNU GRUB wversion 0.95 (639K lower ~/ 261056K upper memory)

IPCop 1
IPCop SMP

IPCop (ACPI enabled)

IPCop SMP (ACPI enabled)

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ’e’ to edit the
commands before booting, 'a’ to modify the kernel arguments
before booting, or 'c’ for a command-line.

'p The Bad Packets Stop Here
cop

Puc. 19. Ilepssriit sxpan [PCop.

[Ipu cnenyromieii 3arpy3ke CHCTEMBI BBl YBUANUTE MOSBUBIIHLKCS 3arpy3unk Grub (Puc. 19), B koTopom
MO>KHO BbIOpaTh BapuaHTHI 3arpy3ku. Becero Bo3moxHbl deThipe BapuanTta. O6sryHas 3arpyska [PCop, IPCop
SMP - s MamuH ¢ MyJIBTHIIPOIIECCOPHOCTBIO, B TOM YHCie Iisi cucteM ¢ TexHosorueil Hyper-Threading u
ABYSIEPHBIX ITpolieccopoB. EmE npennararorces Te ke Ba BapuaHTta, HO ¢ noajaepkkod ACPIL. OtmernmM, uTo
BBIOOD MpHUAETCS CAeNaTh JUIIb €IUHOXKIbI, B nanbHeimeM [PCop 3amoMHMT yka3aHHBIM BapuaHT U OyAer
aBTOMAaTHYECKH 3arpy>kaTh BBIOPaHHYIO CHCTEMY.

[ocne 3arpy3ku nosiButcs 3kpaH Bxona (Puc. 20). C 3Troro MoMeHTa MOHUTOpP U KJIaBHaTypa OoJiblie
HE MOTPeOYIOTCS, M UX MOXKHO CMEJIO OTKIIOUUTh.



IPCop v1.4.28 - The Bad Packets Stop Here
ipcop login:

Puc. 20. Bxox B cuctemy.

Ecnu BbI pemiire OTKIOYUTH OT KOMIIBIOTEPA BCE YCTPOWCTBA BBOJA/BBIBOJIA, PEKOMEHAYEM BCE XKe
MOAKJIIOYUTh BCTPOEHHBIM JUHAMUK K MAaTepUHCKOM 1uiate. OH MO3BOJUT OTCIEKUBATH COCTOSIHUE CHCTEMBI.
3BYyKOBO# curHan Oyaer MHGOPMUPOBATH O TOTOBHOCTH CHUCTEMBI K padOTe€ U O MOJIKIIOYCHHH/OTKIIOYCHUN
Nurepnera. Ené ManeHbkoe 3aMeuyaHue: HEKOTOPBIE CUCTEMbI OTKAXYTCS 3arpy’KarbCsl MPU OTKIHOUEHHOU

kiaBuarype. Torma Bam cinenyet Boiitu B BIOS u yka3zats 3nauenue onmuu "Halt on" B "No Error" unm "All
But Keyboard".



0630p Bo3moxHOCTEH [PCop
BLI60p A3bIKa

The bad packets stop hare.

B

VPNs

ipcop.mati

[ Connect | | Disconnect | | Refresh |
Idle

1. Your update file is 011 days old. We recornmend you update it on the System > Updates page,
09:15:14 up 2 min, 0 users, load average: 0.60, 0.22, 0.07

Idle SOURCEFORGENET
09:15;14 up 2 rin, 0 users, load average: 0.60, 0.22, 0,07




1.4.2

The bad packets stop here.

CWCTEMA & @ MAKEPBON ¢ BYC

&

Hauano

DBHOBAEHNA

Naronn

Hoctyn 4eprea SSH
Hactroilkn GUI
COXPAHEHME cript
BiICHANE A X0CTa B HA3BAHMK OKHa

C TEF ; .
il .cgi page whilst connected

BrifepuTe azbik IPCop” a

| Russian {Russkij) -

Sound
[V CurHan, koraa IPCop noAKNHY3ETCA M OTKNHYAETCA

[ BoccTaHoBUTE HavanbHLIe YCTaHOBKY | CoxpanuTs:

oy OxuaaHue
= 09:20:23 up 7 min, 0 users, load average: 0.05, 0,11, 0.07




The bad packets stop hare.

v
&

vash cen

Hactpoiku GUI

MAKEFBON % BYC ¥

Display
[V Enable Javascript
[] NokazaTe MMA XOCTa B HA3BAHHK OKHa

|| Refresh index.cai page whilst connected
Brifiepute aswik IPCop” a

Russian {(Russkij) v
——[Chinese Traditional (R 32-§§) -
Sou(Czech (Cestina)

[v| Danish (Dansk) aeTen
_ Dutch (Nederlands)
English (English)

Finnish {Suomi) 30CCTAHOBMTE HANANBHBIE YCTAHOBKH | CoxpaHuTs @

French (Frangais)

German (Deutsch)
Greek (Ellinika)
Gujarati (Gujaratt)
Hungarian (Magyar)
Italian (ltaliano)
Japanese (B A3)
Lithuanian (Lietuviy)
= Norwegian (Norsk)
~——— — = Persian (Farsi) OugaHue 1

= —njish {Polski) 09:20:23 up 7 min, 0 users,lltoad ayerage: 0.05, 0,11, 0.07 ——
Paortuguese (Portugués)
Rornanian (Roméana

Russian (Russkij)

OO0OHOBIIEHHE
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T A The bad packets stop here.

AocTynHbie obHoBnEeHun

Bce 06HOBNEHMA ¥CTAHOBNEHEI

) Chie) i) Wi )

To install an update please upload the file below:

Jarpy3urb daiin o6HoBnenun ®aiin He BeifipaH

Mcnonb3oBaHve Aucka:

Kernel type selection: linux-2.4.36

YcTpolicTBo Emoumponau Size Mcnonb3yetcs ceobogHo MpoyeHTol [ Kernel type-select«ion] No set was selected
ey /rook / 2084 561 7742 49 Select a kernel type help with a small main

°  partition,
/dev/harddiskl /boot 16 4 12 269 Needed on a scsi device when /boot partition

° s too small
/dev/harddisk2 /var/log 32213 177 30400 1% [ OYUCTUTL Kelwl (squid)~]

[ Refresh update list | @
Y. 06H HUA:
ID Title Onucanve OcBoboXXaEH YcTaHoBneH
021 14.21 Fix update download button {after 1.4,21 is installed), 2008-07-23 2011-04-30
update Fix vpn-watch for host with aliases,

Rework our security perl patches and add CVE-{2005-3962,2007-5116,2008-

1927} patches

3 OKMaaHue
= 09:20:55 up 7 min, 0 users, load average: 0.03, 0,10, 0.06

SOURCEFORGENET
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The bad packets stop hare.

w —
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[Taponn

AocTtynHbie obHOBREHUA

Boe 06HOBNEHMA ¥CTAHOBNEHEI

) Coi0) )] Wi )

To install an update please upload the .tgz.apg file below:
3arpy3utb daiin obnoenenus | Brlbepute Gain | Gain He Bifipax

ID Title Onucanue
021 14.21 Fix update download button (after 1.4.21 is installed).
update Fix vpn-watch for host with aliases,

Rewaork our security perl patches and add CVE-{2005-3962,2007-5116,2008-1927}

patches

apg: Signature made Thu Jul 24 01:00:45 2008 MSD using DSA key ID 4A3BFDYE
apg: Good signature from "IPCop Development Group (http://www.ipcop.org/) <ipcop-

devel@lists.sourceforge.net="

OcsBoboXxaén
2008-07-23

Wcnonb3oBaHuWe gucka:

Kernel type selection: linux-2.4.36

YcrpoicTBo C:onmpoaan Size Mcnonb3yerca ceobogHo MpoyenTol [ Kernel type selection ?:I::ttez«as
Adevrntt / 7740 49 Select a kernel type help with a small
°  main partition,

. Needed on a scsi device when /boot
/dev/harddiskl /boot 12 26% Gten |
/dev/harddisk2 /varflog 30400 1% | OunctuTs Kew (squid) |

[ Refresh update Iist--] @
Yor 06

Cucrema — [Taponu




CUCTEMA

Cucrema — Jloctym uepe3 SSH



SSH

The bad packets stop here.

SSH:

| nocryn yepes SSH @

0l Support 3SH protocal version 1 {required only for old clients)
[ allow TCP Forwarding

v Naponwu ssh

VI allow public key based authentication

BYC

%

@ IPCop SSH uses the non-standard Port 222!

CoxpaHute

SSH Host Keys

Kniwou ssh Fingerprint

Size (bits)

feto/ssh/ssh_host_key.pub (RSA1) Ob:0Oe:4c:4c:ae: £0:42:85:38:17:be:b7:db:76:ac:9b 2048
fetc/sshissh_host_rsa_key.pub (RSA2) z0:76:be:42:94:89:48:00:5a:bb:c5:19:86:03:c3:6f 2048
fetcfsshissh_host_dsa_key.pub (DSA) c9:d6:0b:2f:6d:co:36:1b:ec:69: £5:73:54:e2:8d:a5 1024

Cucrema — coxpaHeHue

O3KunpaHue

09:21:46 up 8 min, 0 users, load average: 0.09, 0.11, 0.07




The bad packets stop here.

Hauarno

ll DsHosnEHNA
Naronn

Hoctyn 4eprea SSH

Hactrolikn GUI

Ana coxpaHeHua KoHGHrypaLwnK CHCTEMBl, NOXanyHCcTa BCTaBbTe AMCK B AMckosoa IPCop n
CoxpAHEHNE HaxmuTe Coxpanenne Ha anckery, NpoBepbTe aKKYPaTHO pe3ynbTathl, 4Tobbl BbITh YEEPEHHBIM B @
BbiKnICYEHWE TOM, YTO COXPEHEHWE NPOLWAO YCMEWHD,
Co3aATENN
Select media Knioy wudpoBaHua pe3epBHON KONWK
{only FAT supported for removable media) ~
MNaponk pesepBHOA KOMMAK: |
'©' Hard disk
Plug in a device, refresh, select and mount before usage, Umount [-aKcnopT Kﬂmqa-.pegepgﬂaﬁ:-;(gﬂuu-]

before removal,

| OBHoBuTe: | [ Mount | Imount

Texkyuwuih Hocutens: Hard disk ceBobogno: 7742 M

Co3haTb HOBYIO Pe3epBHYI0 KONWIO

Onucanve: | | [ Cosaats HoByH pesepeHy Konuio. |

Wmnopr daiina {(.dat) pesepBHOoi Konuu:

Buiepute daitn | daitn He seibpad

PesepBHble Konuu:
Onucanuve Delcreue
Nycron!

A‘& //\

CucreMa — BBIKJIIOUECHUE



lP VCTEMA ouEME  + Y

The bad packets stop here.

BoiknwuyeHnue:

Mepezarpysute

BriknoyeHue

Bpemsa

03:15 ~

Aenb
| Monday

|| Tuesday

Schedule IPCop reboots

|| wednesday
|| Thursday
[ Friday

[] saturday

|| BockpeceHbe

AelcTBue

1 Nepesarpysute

(| Belkntoyexne

CoxpaHute

CoCTOSIHUE — COCTOSIHIE CUCTEMBI

%

e b e i ——

il S e b pachs

O3KupgaHue

09:22:56 up 2 min, 0 users, load average: 0,19, 0,13, 0.08

Coppaces: | Nawam, | Mongneicsanne fecxa) | [nodes ysaqe: f Boaws safoTy w nonpaoeateny | Jarpysesesse soqvnn | Bagons agpa.

SOURCEFORGENET

Eeponchi
CRON cepeep IANYIMEN
Cootep SE20NMINONG CORLMMNIE - OCYAHORIEHHO
ONS npocon cageap IANYIREn
Logging server SANYIREN
5!" f-l’f’"_l ODLYANGBIEHHD
Wab capoep IANYEEN
Hurepmey nace.on OLCTAHOBREHHO
Capmap OMCE - OCTANDDNT HMD
CoDeep DATNCIDHP Y10 Cobemes & Anpe IANYIREN
Comcrena Ofinapy suaor Aree (GRE OLTANDUAEHHD
Cocrens Dfinany serms Lrac (RED) OCTANOBIEHHOD
| SISO NS RN 022l OLTAHDBIIEHHD
Navanre;
| Niew wnub n; 06K 0
RAM 256804 23844 2329608 8% & ::.N 1772
-1+ buffes fcache shre 247876 S SA
| Meaawea 32764 2300 30584 % (T i
Henanes0eanne gaces:
Yorpeicme O wa Size Iyeren cnob n
/dev/rock / 0004M 261 TrazM L %
Jdev/hardSskl Moot 16M am 120 s 26%
Jdev/harddskZ Narflog 3221 17™ J0400M s




Inodes usage:

Yerpokcrso » " d coafioans fp
fdev/rooe / 526240 4068 5219y
/dav/hardaskl /oot 4n1e 28 %00 1%
JdevMardSskd farfiog 2007152 46 2097108 1%
Dpesn paboTet # MORLIOBATERN

OD:25:16 up 10 min, O users, load avecege: 0,14, 0,12, 6.62

R T LOGINA IDIE  JCPU  PCHU WMAT
Jarpymenoie MOAYN I

Nodale Yige Uped by Mot tatntad

1pt_mark 440 1 (eutoclean)

ipr_TCrMss 2168 1 (suroclean)

1pt_state 3504 1% (autoclean)

ipt BEJECT 2968 1 (sutoclean)

ipt_LoG 3616 P (sutaclesn)

ipt limit 792 9 (auzoclean)

ipteble mangle 2008 1 (autaclesn)

1ptable filtec 1612 1 (autoclesn)

oulip 38816 1

credl 000 o

1p_mat_quaked 1800 O (unused)

ip_comntrack _gqueked 1896 %

1p_mat_proto_gre 1092 O (unused)

1p_Nar_pprp 2148 O (unuaed)

ip_coentiack_pptp L1

1p_coontrack provo _gre 1873 @

ip_nat sss 2692 0 (unused)

ip_comnntrack wme 2002 1

1p mar_ixe 1968 O (unused)

1p_scoemtrack_irc e 3

ip_wat 1323 2372 0 (unused)

1p_ccentrack_hIZS 283 1

otha Link sncap:Ethermet H¥addc 0G:03: FF:D6:DA:0
3wt addsz192.148,209,290 Sesrt: 192,165,209, 255 Mask: 288, 244,245.0
UP EGOADCAST FIBNIRG NULTICAST HTU11500 Setricil
P packers:5574 eryors:0 deopped:( overcuns:d frame:d
TS packets:I69) ertora:0 dropped:0 gvercune:f carrier:0
ocolliatons: 0 oegpatuelent 1000
P00 bytaa: 3172078 (2,0 MN) X Wirtes:8P405T (873.% KB)
Inverruptill Base address:nas20

S fink encep:Ethecnet Maddr 00:03: 7 0%:0A:00
inet addr;i%92,1600.0.3 feaats 192, 100,025 Bark: 255,255, 285.0
UP BROADCAST RUNNING MULTICAST MNTU:LI500 Mecriord
RX packets: £4)4 o pped:0 0 Frame:0
TX packets; #6591 errors:0 dropped:0 sverruns:l cacrierid
eollisions:0 txquenelen: 1000
BX bytew: 3272121 15,0 B8 TX bycer: 794837 (773.9 BB
Intervaprtld Base addressiOxec0D

in Lisk sncap:bocel locpback
ivet addei127.0.0,1 Maski255.0.0.0
UP LOCYHACK JUMMING MTU:16436 Metzie:l
7 packets: D ervors:0 dropped:D overruns:D frame;U
TY packersiD ereorsr( droppedi0 overxuns: carxier:0
colitatonz: 0 tegesumion: 0
RO byres;0 |0.0 b} TX byves:d {G.0 D)

|' - RED Kondnrypauun OHEP

CoctosiHe — rpad KU CHCTEMBI
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The stice were last updated at: Sat Ape 30 09:25:00 2011
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Swap Mpadue ‘\
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GREEN Mpaguw
The statistics were last updated at: Sat Apr 30 09:25:09 2011
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|Bee «| |Bee w [k xee v . Sort Ascending: Orgsip = |EBce .|
CorTnRwe b Commuatun ___ Thabad packers stop bae.
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o Mhebued v hbsl-!l Frges,

A2 ' y st e

Nostrm: 1 Ty - == Cms 2
e \ -

Waep@enic: | Mogeu .| | Dwesure |
use:

Dpenn oxnaases (n miprax; 1 uroded mmerainrsd |15

noce son 1PCoot nagKa conannsmnal |
Nepecoepvmenne:
® Pyewi
- £E01 We PARETER Nep "o npobr: | 1 nJE'?!"
_ Halnpars no sanpocy Oxal on Damand fee ONS! |
Boews sanepxrn (s cecyeanxy: (30 wcno {5 |
Broa
MKA NONL 3OS ATENA! \ N MNapores | J
MeTazi | PAP of CHAP + | Wi cenames @ |
DNS:
© ApTonaTwaacom
" Pyeit Nepesranit ONS! | Bropmess DNS: |
Cetb — 3akauka
o) aers 7‘
S~
Nrofe wononesosaTs Speedtouch USH wonew, Bam wysno 3arpyInTe 6 } ma IPCap, Moxanyfcora #Te naver Embedded F o0 dtouch.com, e m
:;un«n Gafinu costnariaiomme Baany noteny: KOD6_ 3 xxx aAnk Reved, 2220 3 cxx 408 luv—t nu\nnuy- CTPANNILY Bapady,
L: higp:/fmwmwn apeedtouch. coosuppert tem
Mogew fiev USB not running
| acsuse doin | Bukiepurs 930 | G we maibpme Sanawa KG0B_3.011 we gocrynen
Uplwad ECE ADSL Synch. bin Fie k

Urofim menors somee ECT ADSL woamm, sarpysnre aiin synch bin sa [PCop, Boxanyiicra ceasaiie aro ¢ ECLADSL cafire w sarpyanme Saiin symch.bim ncnanuyes crpassnsy sy,
URL: hitp /feciads! flashbyr org/

Ry P (apram apechn) -

Uplead FritzIDSL Driver '

To utikse one of FritziDSL fodsl / fossksl / foasi2 / fodgiust / fodsshusd modem, you must upload a padkage to your TRPCop box. Pease downtoad the tarball correspanding to your version from the TPCap
Webiita and s upload the setirs fedsl-(your_version).tgz usng the furm balow,
URL: hite://www.ipcop seal

| Jerwaare duaiirt; @ Dian e Bralipas Sawawen fodek i 421 492 we pocTenen

== e —

03:27:03 up 13 min, 0 usery, ioad average: 0.08, 007, 0,00

CeTb — MOEM



HacTpoina Hogenal
Hnnimanntagnn: ® lo“ATZ Hangup: ® ATHD
Speaker on @ ATV Epeaker oft ® ATMD
Tors dall @ {aYOT ’ Bulse dist) @ ATDP
Taler-ayT OoesnHmeeI| TIS
® Thos fiekd euy ba blask. l“ ¥ |“ H

/"
E—T !
— i s Omparme
=S > 09127139 up 14 min, U users, bad average! 0.04, 0,05, 0.06

Ciyx0Bbl — mpokcu

Hacrpoinn Mopernal

Stog Feges,

AL

Hinumanissgnn: @

Epeaker on @

VmTepmET NPOKCAl
Enstied on Cruun Upatraaen proxy [host: pot): ®
Trarcparent on Cresn) Upstresen username; @
Upstresm password: @
MopT Dok o copsens! 800
X ypran gocTynmi: Tour ssnensian_wethods ist: @

Disalow lockl proxy g on Blue/gress netmorks; :f spacty # lnt of destmations which are not to be proxind:

Ynpasnenwe tewon

Hangup. @ Al’m
Sgaskeroffl @ JATMD

Paswap cuua (HE): 150 - Repar mhs
Minnarsnic paned ofuerra(E): ﬁ - Ounciune e |
Mascmaneses paswep ofeenra (KS5) &)‘6

Transfer limits

Max incoming size (KB): 0 Max outgoig size (KB) 0

® This field may be blank, [ —

B e

> ~
——— | [ i
~ < - é» OMgarne
na A N4 09127154 up 14 mn, O users, load average: 0.03, 6,05, 0.08

Cmyx0s1 — cepsep DHCP



Enabled on Gresn:

Transparent an Groen|

Upstream praxy (hostipact) @

Upstream username: @

Fendnnid Varepdede

Start address @

BDONR ADONGL IO YNONNINIIO (e}
Bars 1P For fined mase cruation: @
Ooenmn fame wulfic. @

Meponunsin DNS:

Neppuunedii Cepnen Bpensnn (NTP) @

1P axpec/Macna cetn:
Konewresi agpec: @

Max fease time (mins )

Aluw Boots clanty:
EToperandi ONS| @
Broperads Cogaep Bpensrm INTP) @

Secondary WINS Server addross: @

Prmary WINS Sarver address; @ |

192.168.209. 2368 /255 255.255.0

20

® Thix fiald may be Sank.

Additional DHCP Dptions

Robsours mapomerp DNCP

Qoo neme: |
Ogton valum: |
Ensbind: | Option soope: @ JEneHest W roeyGai M

'\ o Bulpars -

® Global scage or mit scope 1o checked Interfaces,

Laiobowure| [ Liet options |

Option name Dption value

Option scupe

Aehcrone

Tryulee BaKcupoBambIE oPEAbl

naf. &

womyw apenny trabind: [V

Cayx0s1 — Ilunamuueckuit DNS




The bt puchass stog) bwses,

f

DHcP

Rrnannacanh DNS

Jomnimed urepdeic
Srat addresy @

IF sgpec/Macka comw:
Kaneunwii anpec: @

Brssa sraussi na sunmibaan fuuui

Mas hara sima Fmbnetl

Thes bued pachess swop) bege,

192.160,209,230/255.255,.255.0

450

Hacrpoidun

Dynamic DNS providens) wil receive an [# address for thes EPCop trom
® The darscal BED 1P used by [PCep during connection

' Guess the real pubiic 1P with Pwip of an sxternyl server @

e 6 nepea

’

dns 1P ana wnenn xocTa “[host Jeomain® W KEACHNA 1P,

® e WonomedyiTe 3Ty oo & Hat Mo Tped: B ALNNKIYETCR S0 Ba [PC0p
WAXORNTER DA NABLpYNERaTOpen- Baw KPACHSE 1P s Garme & 0GHOH N3 TEAX AADEIRDENDOR Maiter CRTSH,
Hanpemep 10V, 172.16/12, 192 260V16

[ carpamen @

Robaowis wocy ‘g
Coponc: - Ve XocTa: | .
74 PPOKOR SHDRRDON 1 Honaw: | +
Enotée wildeards: = Frs 00N SSESTONA: [ : +
Magonn: | -+
Enotied I
+ indicates & mandatory fiekt
7 N
pabowne .
—
Cepouc Msn XocTa Aosen Nporkcs Wildcards Rescrove
.

Cnyx06b1 — U3MEHHUTH XOCTHI
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The bad pockhets stop here,

n

Ce

JAvvanpmeccnl DNS
VAMENAT A SOCT

Cersey Doenena

IP azpeco xocTa

oA wmnen Trhaenea

Lowganos ypmn) @

The biad) pactiéss Swp here.

A&

Use & Netwark Time Server

Obtamn broe from o Network Teme Server
Hares e CHHXDOSHDOB AL
Mepesraes Capsap Dpanond (NTP)! 0 ipcop. pocl np org

[ Knuente papewent
Bpesa obmosnenns

Yo queur & spnchremzation avant st any time (even shi using & repeabing schedul), gruss the ot

Bropussil Coposn Bpanenn (NTP): @

WA XocTa)

Enabled: v

1 pcop. pr.vl_ Mp org

Thme Now batton
Kavawh: 1 | &«vll -
& Permyn
® Thix fiskd may be black, | Yeranopmm. spewa ceiaac | | Coxpanem. | @
Epewa ofnonnenes
raai 2011 Mechu: (D4 | feww: 30 Necont (8 Munyrw: 23 | Wvmosennon Clesossmis

‘;f
Seeets i
T A S Owoan
T . 09:29:46 up 16 min, U users, load average! 0.03, 005, 0.05

Hacrpodinw:

Orparmmsses Tpadera
Damnlek speed (xbit/sec):

Crap Sawaien (| OnTioes )

dHve

ICLmINCEE N T

[ Conpamam. |

AoSasare Cnywby

flonopnrer: 'C-pegngnli - | Nopr:

Copoue Brpamanesne tpadeers

Ngorowan Nedcrune

Cnyx05b1 — OOHapyKEHHE aTaK

Owpanne
09129155 up L6 mn, 0 users, boad sverage: 0.02, 0,085, 0.0%

SOUMIS O A Y



Hacrpoams:

| Orparerinnns Tpadwen

Downrdink speed (kbit/sec):

Cncrema DOnapywensa Araw!

Hinrepdencu
| GREEN Snon athd AHOBNEHH
| RED Soart #thl AHOUANE

To utibze Sourcefire VRT Certified Rides, you need 10 registar on 5
bedoar,
Oki Code:
Snort rules update:
® Na
Sourcefire VRT rules for registared usecs @
Sourcefire VRT rules with subscnption

® Fia download is limeed to once every 15 manutes.

Nasnret

LIS CT TR RS
Acknowiedge the licanse, recmive your passward by amail, and connect to the site. Ge to USER PREFERENCES. prans the 'Get Code’ hutton st the hattorn and copy the 40 charscter Oink Code into the fieid

— = ’ !é’ Ommparne

e = 09:32116 up 17 s, D users, Joad sverage: 0.02,0.04, 0.0 s
®daliepBoJI — IEpEHAIPABICHUE TOPTOB
g eh o r bl i Y & il Stop Feges
A2 MeT | Gecr ] G . : | : . . . ¥
Aobanuis Hoooe Npasano
Npovoran: TCP - o arvac: DEFAULTP - Seurce port!
P AN TopT Hainaisnna:
33ren00oK Jamewdims: © Enabled: |
Eauroe IF, arnetmurs (Mank far “ALL") @
® s finks may be blak IE_l-'D \ ] Q
Texyust spanana:
Froto Seurce MOCTO HASHAUCHS Jamevamne Acicrane

< ”~
- 338 \
= 2 L =) - Owmparme
F a0 \ 0330137 up 17 mn, U users, g average! 0.01, 004, 0.0&

®aiiepBod — BHemHMN qocTyn

e



e mansasens| [CEFALLTIP - |
[ B

BupryaneHbie yacTHbIE CETH



nofanbunie HacTpoina

Pubbe [0 ur FQDH for RED inkterfwes 6r <Sdetaukrotes: % detadtrouts Enablad:
Override Sefalt MTU: ® il

Delay befors tsunching VPN (seconds): 8@ 0

Restart net-4o-mat vpn when remots peer 1P changes {ayndns), & helos DPD:

PFLUTO CEDUG = crypti |, parsing: |, amithng: |, controli [, Mips: -, dng: 0, natt

®  Thes field may be blark.

@@ 17 requred, this delsy can be used to alow Dynamic DNS updates to propsgats properly, 60 is » common walus when RED is 3 dynamic @Gﬂ

LIatyc o yOpasnesse coepaienvns

Vrm & Tum Obmee Uns Jamewanae Cocroumne  Jledcrone

2 A \
i Subject Neicrane
%9 |
Ay [ Bnsbspurs gain | dain wo aubpan

Reserting the YPN configaration will remaye the rook CA, the hast cartifioste and ol certficets hased connactions:

Jlorn — HacTpoiiku xypHana

g

Hacrpoiua Kypnana |
Log viewing options
Sort 0 revarse chronslogical order 1 Lihes par page: |180 «
Hrore Xypmana
Keep summaries for % | Enei Ypooans asTanwssunmi [Hod « |
Januce yaankmnix Cobbitei
Enabied: ] Sysiog server
Coxpaners | Q
I_Af
—— . .é- Ompamme [P ——
- 03133110 up 15 min, U users, g average! 0.01, 093, 0.03

Jloru — CBojika xxypHana



Crivwme oaRmmaon # |
MacTrohan Xyraana

Cnoman wvruara
Coobuensn ofh ouvbxan Wyrnarie Oalmmine

CucTomesed nxoryson
HeCy (e ot (nAn Cruecthymt nd TENKKO SACTHYND) JAMHOS & X yDHafE N0 144 SNy SHu: oY

gwatch/ 20130420 ne noxer Gurte oerpur

Hacvpoinn:

Mecau | Anpers

Omiganmre
S iy 09: 33120 up 20 mn, U users, kad average: 0.17, 0.05, 0.0& SRR

Jlorn — XKypnans! @aiiepBoiia

| Nor

Tocromme & | Cow o] Cowme | ®admson »

( memes wrriana
Hacrpoiine: WSAr e SARS MINA

Cucromesed wyvoroenn

Mocaul (AR« Aew: (30 .

[ex] o] [Ouvensms]| [3nenope] @
Wypman:
Dbagee ueino abpasienas ¥ dadepsony Ana Angenn 30, 20111 259
Crapue Eooge ronui
Bpera Yenouwa whearc Proto Source S Part M"::‘ SECTO MAXMASE R Nopr Hasmave s

Jloru — CucteMHBIN TPOTOKOT



| o
4.2 CucToma »

g 1 g : Thes buwd pochses suopy bese

+ ) Tecrommy
MacTrohan Xyraana

U mcpcn xorriara

HacTpoiine MVInAre Sl mine
CHeTomesd RAOTONIN
75 & rem [ vy - ——"
Caxinar  IPCop @ Mecas Anpens = Jewe: 30 - | <5 | |22 | | Ofemesenne | mi
Kypnan:

Total Mits for Lug Section ipcop Anpens 38, 2081: 9

Crapus Eoree scanst
Bpeng Cexuynn
0%:13:3% weop Starting RED davics athl
D3114i98 wcop dheped tad
D% 1042 @<op 1PCop started
05116137 wop Starting RED devics wthi.
0Ri17:37 weop dhepod Fal
09737 weop Disd falled: 255
05:19:5% ocop Starting RED device othl
05:120:5¢ wiop dhepod fal
03:20:50 pop Dial favled) 256
Clapus Eones sotus
o v
A3 LAY
t é‘ Oxwnamnie
= 09:34:01 up 20 rmen, 0 usary, load average: 0.10, 0.0%, 0.04

Hacrpotika yuérnoii 3anmmcu DSL
C 3TOro MoMeHTa aJIMUHUCTPATUBHBIA HHTEp(delc MapiIpyTH3aTopa I0CTyIEH yepes3 a0l Opaysep
no [P-agpecy (wnu mmenm), 3aiaHHOMy Bamu paHee. He 3a0biBaiiTe, 4TO HYKHO yKa3blBaThb M MOPT (depes
JIBOETOYNE).
[TepBoe, uTo HY)XHO caenath mojb3oBatenssM DSL, - oTBeTUTh Ha COOOIIEHHE, KOTOPOE TMOSBUTCS
cpa3y e nocine Bxojaa Ha unrepgeiic [IPCop (Puc. 21).

a IPCop - Main page - Microsoft Internet Explorer ;IQIEI

SOURCINONGE MY

File Edit ‘Wiew Favorites Tools Help .1.'

(P Eack ~ €3 - [x] (2] m | S search <7 Favorites {3':| - w3 B L)

Address @ https: f/192,168.0,254 445 cgi-binfinde:x . coi j

SYSTEM

1.4 IP SYSTEM NETWORK SER¥ICES & FIREWALL +

ipcop.localdomain

Current profile: Nohe

1. vour update file is 10d 14h 58m 25 days old, We recommend yvou update it o
System>Updates page.

13:29:09 up 57 min, 0 users, load average: 0.32, 0,20, 0.08

Profile has errors —

-
4| | b

@ [ione l_ l_ l_ l_ ré_ 4 Internet




Puc. 21. Omubka nu3-3a oTcyTCTBHS YUETHBIX JaHHbIX DSL.

OmmbKka cBsi3aHa C OTCYTCTBHEM YUY€THBIX AaHHBIX DSL, KOTOpble YKa3bIBalOTCS B pas3fele
"Cerp/Network", mynkr "Dialup". YuérHple qaHHBIE MOKHO 3aJaTh, €CITU BOUTH ¢ mpaBamMu admin wid root.
Ha Puc. 22 nmoka3anbl Bce 1ocTymnHbIe mapaMeTpsl moakatouenuss PPPoE/DSL.



Connection:

Interface: |PPPoE j Refresh |

U=B: usb-uhci

Idle timeout {mins; 0 to disable): IEI

Connect on IPCop restart: [

Connection debugging: [

Reconnection:

" Manual
¥ Persistent

" Dial on Demand

Holdoff time {in seconds): |3|:|
In case reconnection fails, switch to profile: |1. Empty VI

Dial on Demand for DNS: [

Maximur retries: IE

Additional PPPoE settings:
% pppoE plugin

" pppoE

Service name: ‘I

Concentrator narne: @ I

Authentication:

User Name: [1234567890@provider. de

Method: | PAP or CHAP x|

Password: Iii‘i‘iii

Script name: @ I

DMS:
¥ Autornatic

" Manual

Prirary DMNS: I

Secondary DNS: I

Profile name: IDSL Save |

Leaend: @ This field mav be blank.

Puc. 22. ITapametpsr DSL.
Cepsep DHCP



Kak ynomunanoce panee, cepsep DHCP mno3Bossier Ha3HauuTh HEKOTOPHIM KIMEHTaM CETH
cratnueckue [P-aapeca. OgHako mpexae 4yem 3TO AenaTh, PEKOMEHAYEeM O3HaKoMUThbCs cPuc. 23 u 24, Ha
KOTOPBIX TIOKa3aHBI JIEBas M MpaBasi 4acTu okHa web-uHTepderica (Mbl CIIEIHATBFHO Pa3IeNIUIN CKPUHIIOT).

DHCP
Green Interface Enabled: ¥
Start address: @ |1592.168.0.100
Cefault lease time (mins): IEEI
Domain name suffix: @ IIDEaldDmain
Primary DNS: |192.168.0.254
Primary NTP Server: @ Ipnnl.r‘ltp.nrg

Primary WINS Server address: @ |192_1EB.D.1|

@ This field may be blank.

Puc. 23. Hactpoiiku cepsepa DHCP (;1eBast uacTs).

IF Address/Metrnask: 192.168.0.254f255.255.255.0
End address: @ [1592.168.0.199

Max lease tirmne (mins): I’IED

&llow bootp clients: N

Secondary DNS: @ |213.14Ei.129.1|:|

Secondary NTP Server: @ Itime_windnwa.cﬂm

Secondary WINS Server I

address; @
Save @

Puc. 24. Hactpoiiku cepsepa DHCP (npaBast yacTs).

®duKkcUpoBaHHBIE ajpeca MpucBanBaloTcs Ha ocHOBe MAC-aapecoB ((hu3uyeckuil aapec CeTeBOi
kapthl). [lonp3oBarenn Windows amst npocmorpa MAC-aipecoB MOT'YT BOCIOJIb30BaThCsl KOMaHIHON CTPOKOH,
BbimoaHUB "ipconfig /all", nubGo mOCMOTpeTh COCTOSIHME MOJKIIOYEHHUS JIOKAIbHOM CeTH, 3akjajka
"Support/TTognepxka" (310 cnpaBemmmBo is Windows XP).

3nag MAC-anpec, Mbl MOKEM 3a/1aTh JJIs1 HETO MOCTOsIHHBIN [P-anpec. DTo AenaeTcss B HUKHEW 4acTh
sKpaHa. B Hamem ciyuae HazHaunm azapec 192.168.0.168 (Puc. 25).




Current fixed leases

Add a new fizxed lease

MAC Address: |00-0C-6E-FF-DS-E2

Mext Address: @ |192.1EB.D.1EE|
Enabled: v

IP Address: I

Filename: @ I

Remark: @ I

Root Path: @ I

@ This field may be blank. Sl

Puc. 25. 3aganue cratudeckoro IP.

Jns Oosiee MpoOCTOr0O TNOWUCKA KIMEHTOB B JajbHEHIIEM MOXXHO 3aHECTH JOIMOJHUTEIbHYIO
uHpopmanmto B mone "Remark" (xommenrtapwmii). Ilomst "Next Address", "Filename" u "Root Path"
HEOOXOIUMBI JUIS 3arpy3KU KJIMEHTOB 10 ceTH. HoBbie KineHThl 1o0aBistoTes B o0l crincok (Puc. 26).

Current fixed leases

MALC Address IP Address Action
00:0C:6E:FF:D5:E2 192 168.0,168 7 0

Legend: Enabled {click to disahle)
[[] Disabled {click to enable)

(7 Edit

ﬁ' Remove

Puc. 26. Cniucoxk kimeHToB ¢ pukcupoBanubsiMu [P-anpecamu.

[lepenanpasnenue noproB 1 DDNS

Jlrwoboit NAT-mapuipyruzarop, B Tom uucie [PCop, OTKIOHSET Bce 3ampochl, MPUXOISIINE W3
WNuTtepnera. Takoil MOAXOX 3alllMIIAcT KOMIIBIOTEPHI CETH OT aTak W3 lHTepHeTa, HO, B TO K€ BpEM,
OJIOKHpYET JOCTYI ¥ K BHYTpeHHUM cepBepaM, Hanpumep, Web unu FTP. EcrectBenno, IPCop, kak u apyrue
MapIIPYyTU3aTOPbI, MOXKET IIEPEHANIPABIIATH BHEIIHUE 3alIPOChl HA MAILIMHBI JIOKAIBHON CETHU HAa OCHOBE ITOPTOB
(Port Forwarding).

ITpumep nepeHamnpaBieHus NMOPTOB Moka3aH Ha Puc. 27. 3anpocsl, npuxonsamue u3 MHrepHeTra Ha
nopt 80 wmapupyTu3aTopa, OyayT mnepeHampasiieHbl Ha TopT 80 JIOKadbHOrO KOMIBIOTEPA C aJpecoM
192.168.0.168. Tlone "Remark", xak u paHee, MOXET HMCIIOJIB30BaThCs Ul KOMMEHTapHeB. B Hamem ciyyae
MBI yKazanu "Webserver".



| Add a new rule:

Protocal: ITCF' vI

alias 1P: | DEFALLT IP =
Destination IP: I192.1EE.D.1EB

Source port: IED
Destination port: IE“:I

Remarl: @ IWEhSEWEd

Ernabled: [

Source IP, or network (blank for "aLL"): @

@ This field may be blank, Add| FReset

Puc. 27. JloGaBneHue npaBuiia nepeHanpapieHus IOPTOB.

st no6aBneHus mpaBuia B CIUCOK U aKTHBALMHU HYKHO HaxaTh KHOMKY "Add//lo6aBuTs".

Ecin BaM HYXHO NOJy4yaTb AOCTYII K CETH CHAapyKH, TO BBl MOJKETE CTOJKHYTBCS €IIE€ C OJHOU
npoOiIeMoil - MHOTHE TpoBaiiiepsl Ha3HayaroT [P-ajpeca AMHAMUYECKH, TO €CTh HPU KaXKIOM CIEAYIOIIeM
NOJKIOYEHUN Baml azapec Oyner wusMeHsaThes. K cuacTbro, A o00xozma 3ToM mpoOiaeMbl MOXKHO
BOCIOJIb30BaThes ciy:k00i1 DDNS, koTopas orcinexuBaetr usmeHenue [P-aapeca u nmosBossier nmo umenu DNS
BCerja HalTu HyXHbIH aapec. /g Toro 4roObl Takoe ObUIO BO3MOXHBIM, B CETH JIOJDKEH pabOTaTh KIMEHT,
KOTOPBIA OTCIEKMBAET M3MEHEHHE BHEITHEro ajpeca u coobmraer o6 3tom cepBepam Dynamic DNS. Kak u
MHOTHe apyrue mapuipyTtusatopsl, IPCop conepKuT BCTPOEHHBIN KIMEHT, KOTOPbI, HECOMHEHHO, YIIPOCTUT
paboty ¢ DDNS.



Add a host:

Service: Idyndns.nrg j
Behind a proxy: N

Emable wildcards: [

Enabled: v
Hostnarme: @ Im-_.lrhnst
Daomain; Idyndna.inﬂ:
User Mare: Iugemame
Password: I--------
Again: I--------

Tao use no-ip in graup maode, prefix hostnarme with noipg-

Add

Puc. 28. Hacrpoiika kinenta DDNS.

[Tpu HacTpoiike, Bam OyAeT MpeanokeHo co3aaTh yuéTHyro 3anuch DDNS. OTtmeTnM, 4T0 HEKOTOphIe
CepBephl MpeIaraloT 3Ty yciyry OecruiatHo, Hampumephttp://www.dyndns.org/. TMocie perwcrpanuu Bbl
NojIyyaeTe UMsl ¥ apoJib, KOTOPBIE CIIEAyeT yKa3aTh B COOTBETCTBYONMX nojsix uHTepdeiica [IPCop (Puc. 28).
Kmuent IPCop Moxer paborars uepe3 HTTP-npokcu (duaxxox "Behind a Proxy"), kak sTto TpeOyroT
HEKOTOpble mpoBaiiiepsl. A raiouka "Enable Wildcards" no3Bossier cozaBath cy0-10MEHBI.

U, nakonen, IPCop momxen ompenensts cBod IP-agpec nnss DDNS. B OonbumimHCTBE ciy4yaeB
BHEIIIHUM CUHUTaeTcs ajpec "KpacHoro" mHrepdeiica, kak nokazaHo Ha Puc. 29. Bropoii napamerp uHTEpeceH
JIUIIb NTPU HATMYUU JOTIOJIHUTENbHOTO Mapuipytusaropa Mmexy IPCop u Mareprerom.

Settings

Dynamic DNS provider(s) will receive an IP address for this IPCop frol

% The classical RED IF used by IPCop during connection
" Guess the real public IF with help of an external server @

™ Minimize updates: before an update, compares the dns IP for host

@ Do not use this option with Dial on Demand! Mainly used if vour IPC
inside one of the three reserved network numbers e.g. 1043, 172 1€

Puc. 29. Cnoco6 omnpenenenus IP-anpeca DDNS.


http://www.dyndns.org/

[Ipokcu-cepsep

[Tpokcu-cepBep, B OCHOBHOM, UCHOJIB3yeTCs A KamupoBanus Web-ctpanun. [Ipu ucnons3zoBanuu
MpoKcH Opay3ep Mojb30BaTelis oOpaliaercss He HanpsAMYIO K CaiiTy, a K IPOKCHU-CepBEPY. A OH YK€ OTBEYaeT 3a
cBs3b ¢ caiiToM. Ho mepen Tem kak oOpaTUThCS K CalTy, MPOKCH-CEPBEP MPOCMATPUBAET CBOM KAII B IMOHMCKE
3anpaiMBaeMoi CTpaHMIIbl, a TaKXKe MOsIBIeHHe HOBOM Bepcuu crpaHuilbl B UHTepuere. Torna usz Unrepuera
3alpalIuBaeTcsl JIMIIb OOHOBIEHHAs WH(pOpMAIMs, OCTalbHas Oepércs M3 Kdma. DTO MO3BOJISET CHU3HTH
Harpy3Ky Ha HCIHOJIB3YEMBbIH KaHall, YBEJIMYUTh CKOPOCTh 0OpPaOOTKM 3alpOCOB, U, COOTBETCTBEHHO, CHU3UTD
Tpaduk.

CymectByeT JABa THOa NpoKcH. B  KiaccuueckoM BapHaHTe TMPOKCH-CEpBEp OTBEYaeT Ha
orpenenéHHoM TopTy, o0braHo 8080 wmym 3128. [lonmp3oBaTenu ke JOJKHBI COOTBETCTBYIOUIMM 00Opa3oM
HACTPOUTH CBOM Opay3ephl. BTopoii BapuaHT - mpo3payHblii MPOKCH, OH MEPEXBATHIBAET 3aIPOCHl COSTUHEHHIMA
HTTP, ne tpeOyst HACTpOWKM Ha KIMEHTCKOW cTopoHEe. B 3ToM ciiyuae 00x0J MPOKCH HEBO3MOXKEH, U 3TOT
BapHaHT JJii MHOTMX KOMIAaHWM Oojee MpearnoyYTUTENIeH, MOCKOJIbKY TMO3BOJISIET OTPaHUYUTH JIOCTYI Ha
HEKOTOPBIC CANTHI.

IPCop mnonnepxuBaer oba TuUma MPOKCH, XOTS MO YMOJYAHHUIO IMPOKCU-CEpBEp OTKIOYEH. s
BKJIFOUCHUSI HY)KHO TiepeiTu B pazzaen "Services -> Proxy". [Ipokcu-cepBep MOXHO BKJIFOYHTH OTACIBHO JUIS
Kaxnoro u3 uHTepdeiico. Ha Puc. 30 nmoka3aHo, kak MOYKHO aKTHBHPOBATh MPOKCH-CEpBEp s "3enEHOro"
untepdeiica ("Enabled on Green"). Ecim ycranoBieH OecrpoBOIHOW amamTep, IUIsi HETO TaKKE MOXKHO
BKIIOUUTH TIpokcH ("Enabled on Blue").

Web proxy:
Enabled on Sreen: W
Transparent on Green: I~
Log Enabled:

Upstream proxy (host:port): @

Upstream username; @

Upstream password: @

Proxy Port: aoan

Cache management

iZache size (MB): 40000
Min object size (KB):

Max object size (KB} 32763

Transfer limits

Max incoming size (KB

T

Max outgoing size (KB):

@ This field may be blank.

Clear Cache Save

Puc. 30. Hactpoiika npokcu-cepsepa.



@naxok "Transparent" nenaer mpokcu-cepBep Npo3payHbIM. B 3ToM ciyuyae HacTpolika Iopra B
Opay3epax KiIueHTOB He TpeOyercs. Pasmep kdmia mnpokcu-cepBepa HacTpamBaercs B paszaene "Cache
Management", cam e K31 (U3HUECKH pacrojiaraeTcs Ha KECTKOM JTMCKE MapLIpyTU3aTopa. Mbl OrpaHudMIIHN
pasmep kamia otmetkor 40 ['0aiiT, MakcUMaNbHBIN pa3Mep KamupyeMoro (daitna - 32 MOaiT; MUHUMaTbHBIHA
pa3Mep He 3aJalH.

Coger. [Ipu BbIOOpEe O6OIBIIOTO pa3Mepa K3IIa, Mocjie HakaThs Ha KHONKY "Save/CoxpaHuts', web-
uHTEepdeiic Kakoe-To BpeMs He OyAeT pearupoBaTh Ha Baliu JeicTBUsA. [IpoMcXonuT BhIIEIEHUE AUCKOBOTO
npocTtpancTBa. Ciaenyer HEeMHOTO MOJ0KIATh.

B 3akimoyeHne OTMETHM, YTO TPOKCH MO3BOJISICT OTPAHUYMBATH pPa3Mep MepeaaBaeMbIX (aiyios, 4To
0COOEHHO MOJIE3HO IS T€X, KTO IUIATUT 3a KaXKIbIA MPUHATHIN MerabauT.

MoHuTOpHUHT

Hactpour IPCop, BbI MOxkeTe 3a0bITh O €ro cymectBoBanud. Ho ecim y Bac ecTh jkelaHue, TO
MOXKeTe KOHTponupoBarh cocrossuue [PCop, 61aro, Ui 3TOro ectb MHOXKECTBO SKPAHOB COCTOSIHUS, a TaKKe
rpadukoB ucrosib3oBanus pecypcoB. Ha Puc. 31 - 34 moka3aHbl HEKOTOpbIE U3 HUX.

Services:

CRON server RUNNING
DHCP Server RUNNIMNG
DME proxy server RUNNING
Intrusion Detection System (GREEM) STOPPED
Intrusion Detection System (RED) STOPPED
Kernel logging server RUMNMIMG
Logging server RUMNMIMG
NTP Server STOPPED
Secure shell server RUMNMIMG
VPN STOPPED
reb proxy RUNNING
web server RUNMIMNG

Puc. 31. Cnucok cepBucoOB.

Uptime and users:

19:43:23 up 18 days, 6:30, 0 users,
load awerage: 0.10, 0.08, 0.08

T3ER ITY LOGING IDLE JCPO FCPT WHAT

Puc. 32. Bpems paOoTsbl.



Interfaces:

ethi Link encap:Ethernet HWJaddr 00:EQ0:4C:Z1:D&:2C
inet addr:10.0.0.1 EBecast:10.0.0.255 Mask:Z255.255.255.0
TP BEEOADCAST RUNNING MUOLTICAST MTU:1500 Metric:l
BX packets:26554792 errors:0 dropped:0 overruns:0 frame:(
Tx packets: 285490532 errorz:0 dropped:0 overruns:l carrier:0
collisions:0 txoqueuelern:1000
B¥ bwtes: 3185884714 (30358.2 MB) TX bytes:1116547394 (1064.8 ME)
Interrupt: 2 Base addressz:0xb000

ethl Link encap:Ethernet HWaddr 00:E0:4C:21:DE: 354
inet addr:65.245. 235,247 EBrast:65.245,235.249 Mask: 255,255,255, 248
TP BEREOADCAST RUNNING MTU:1500 Metric:l
BX packets:290152532 errors:0 dropped:0 overruns:0 frame:(
Tx packets:26156754 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txoqueuelern:1000
B¥ bwtes:1110276191 (1058.8 MB) T bytes: 3153220084 (3007.1 MB)
Interrupt: 2 Base addressz:0xd000

la Link encap:Local Loophack
inet addr:127.0.0.1 Mask:255.0.0.0
TP LOOPEACE RUNHING MTU: 16436 Metric:l
FX packets:3395 errors:0 dropped:0 overruns:0 frame:d
Tx packets:3398 errors:0 dropped:0 owverruns:0 carrier:0
collisions:0 txqueuelen:0O
B¥ bwtes: 561478 (548.3 KE) Tx bytes:561478 (548.3 EB)

Puc. 33. Craryc cetu (oToOpaxkaeT pe3yJbTaThl KoMaH bl ifconfig).

GREEM Graph

Traffic on GREEN
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O Incoming Traffic in Bytes per Second
B outgoing Traffic in Bytes per Second
Maximal In: 24,2853 kKEps
Maximal out: 124,133 KEps

Average In: 229,251 Eps
Average Ut E. 224 kBps

cyrrent In: 590,730 Bps
CUrrent Out: 2,803 kEps

Puc. 34. Tpaduxk "3enénoro" unrepdeiica.



XKypnanupoBanue
XO0Tsl MPOCMOTp KypHaJla TOpa3io CKyYyHEE OuarpaMM, OH BCE K€ MOXKET CYIECTBEHHO IIOMOYb B
nene BbIsABIEHUs mpoOieM. J[ias mpocMoTpa >KypHaioB HYXHO mepedTu mo 3akmanke "Logs/Kyphansr".

Settings:

Section: |IPCop

Log:

ﬂMDnth: Movernber = Day: |All = ﬂﬂ Update

Total Hits for Log Section ipcop November , 2005: 7

Time
164191630
1742214534
18/17:00:30
184170040
18/17:00:56
18/17:00:59
18/17:01:15

Section

ipcop
ipcop
ipcop
ipcop
ipcop
ipcop
ipcop

Older

Forwarding rule updated; restarting forwarder
Forwarding rule added; restarting forwarder

Dynamic DMS hostname added

Dynamic DMNS ip-update for myhost.dyndns.info: failure
Dynamic DMNS hostname modified

Dynamic DMNS ip-update for myhost.dyndns.info: failure
Dynamic DMS hostname removed

Older

Puc. 35. 3anuce 06 ommbke ooHoBIeHUST DDNS.

Hnsa  mobuteneit uHTepdeiica komanaHoi cTpoku IPCop MoxeT mnpeasocTaBuUTh JIOCTYI
HEMOCPEACTBEHHO K 000s104Ke (TOJIbKO MoJ yuéTHOM 3amuchio "root"). Kpome Toro, Takoil moCTym okaxercs
MOJIE3HBIM M B TOM CiIy4ae, €Clid MO0 KakoW-To mpuunHe web-uHTepdeiic craner HemoctyneH. Ha Puc.
36 nmokaszana komannaa shutdown now -r.

IPCop vl1.4.18 - The Bad Packets Stop Here

ipcop login: root

# shutdown now -r

Broadcast message from root (ttyl) (Fri Nov 18 20:20:88 Z0685):

The system is going douwn for reboot NOW?

INIT: Switching to runlevel: 6

INIT: Sending processes started by init the TERM =signal
INIT: Sending processes started by init the KILL signal
Stopping the RED interface...

Shutting doun...
Saving the clock
Sending all processes the TERM =signal. ..
Sending all processes the KILL signal...
Turning off suwap

Unmounting others

Unmounting root

Puc. 36. 3aBepuienne paboThl U3 KOMaHIHON CTPOKU

KoHeuHO, KOMaHIHas CTpOKa NO3BOJNSET M YycTaHaBiauBarh jponoiHutensHoe [1O0. Ho mbl He
pekoMeHayeM u3MeHsTh koHpurypamuio [PCop, ecnu Bel He 0co6eHHO Xopolo pazdoupaerech B Linux. Kpome
TOro, AonoiaHuTenbHoe [10 MOXeT CHU3NUTH 3alMIIEHHOCTh MAPLIPYTU3ATOPA.

3aKIroYeHne

Kpome Bcero mepeuncnenHoro, mapuipyruszarop IPCop crnocoben emé na mHoroe. Hampumep, oH
COZICP)KUT BCTPOCHHYIO cHUCTeMy SNOIt st oOHapy)KeHUs BTOPIKEHHH, KOTOPYIO MOXHO HACTPOUTH Ha
oTcIexuBaHue Bcex nHTepdeiicon. (Hamr maTepuan mo Snort MOXKeTe HAWTH 371ECh).


http://www.thg.ru/network/20051020/index.html
http://www.thg.ru/network/20051020/index.html

Msl He paccMmoTpenu ynpasieHue nosiocoit npomyckanus ("Traffic shaping"). Ho BbI Toxxe Moxxere
BKIIOYHTH 3Ty (QyHKIHMIO depe3 moayias WonderShaper. MokHO 3aaaTh pa3HbIe MPHOPUTETHI (BBICOKHIA,
CpeIHUI WM HU3KHIA) ISl pa3INYHBIX CEPBUCOB HITU TIOPTOB.

[IpusiTHO yauBui0 Hamu4uue BCTpoeHHOTO cepBepa IPsec VPN, koTopslii mo3BossieT 00bEIUHUTD JIBE
cetu uepe3 MHrepHer, (kak mexay asyms [PCop, tak u mexny [IPCop u apyrum IPsec-mapuipyrusatopom).
Texnomorust VPN 1mo3BojIseT TakyKe MOAKIIOYUTH YHAIEHHBIA y3el K Bamed cetn (mroOoi kimmeHt IPsec
noakimouaercs k [PCop). Cepsep [Psec MoxeT paboTaTh ¢ 00IIMM KIIFOUOM/TIAPOJIEM WIH C CEpTUPUKATOM
X.509. K coxanenuro, nokymentamus [PCop mo VPN Henmoctatouno mnoapoOna. IlosTomy MOXHO
PEKOMEHI0BaTh 03HAKOMUTHCS C IPYTHUMH pecypcamu, YKa3aHHBIMU Ha CTpaHuIle noiepkku caita [Pcop.

Ecnu Bame >xenanue co3farh MaplIpyTU3aTOp COOCTBEHHBIMH PYKaMU €Il€ HE MCYE3JI0, Bbl MOXKETE
UCTOJB30BaTh OONBIIOE KONMWYeCTBO AUCTpuOyTHBOB. Bapmant IPCop cozepkut psii HECOMHEHHBIX
MPEUMYIIECTB: IMPOCTOTa YCTAaHOBKM, IIMPOKHE BO3MOXHOCTH, IMPEKPACHBIN [M3aliH MOJb30BaTEIbCKOTO
uHTepdeiica.

Ccplnku Ha apyrue 0030psl Linux-MapimpyruzatopoB/opanamayspoB Ha caiite THG.ru.

"Bpanamaysp mOnOwall: HagéxHoe mporpaMMHOE perrenne’;

"SmoothWall Express Firewall 2.0: mexxcereBoi 5kpad Ha 0asze Linux";

"Cepsep ClarkConnect: HapéxHOCTh Linux miroc Apy»ecTBeHHBINH HHTEpdeiic" .



http://packages.debian.org/unstable/net/wondershaper
http://www.ipcop.org/modules.php?op=modload&name=phpWiki&file=index&pagename=IPCopDocumentation
http://www.ipcop.org/modules.php?op=modload&name=phpWiki&file=index&pagename=IPCopSupport
http://www.thg.ru/network/20041114/index.html
http://www.thg.ru/network/200502041/index.html
http://www.thg.ru/network/200501211/index.html

