OCHOBBI THATHOCTHKH C€TH KOHCOJBbHBLIM cpeacrBamu OC Linux

1.1. Ilocmanogxa 3a0auu
Hcnonb3ysi cTaHIapTHBIE CETEBbIE YTUIIMTHI, IPOAHAIM3UPOBATH KOHPUTYpAIIMIO CETH Ha
wiatgpopme OC Linux, T.e. momyuuth cBoi |IP-aapec, y3Hath mMs paboueil rpynmbl, IMEHa
KOMITBIOTEPOB, BXO/SIINX B TPYIITY, MPOCMOTPETh U MPU HEOOXOIUMOCTH MOAKIIOUUTE 00IIHe
pecypchl, ONpeAeTuTh MPUUMHY BO3MOXKHBIX HETOJIAZIOK, TaK K€ MOJYyYUTh MHQOpMAIHIO 00
UCIOJIb30BaHUU TOPTOB U T.J. BBIMONHUTE 3a7aHusl, OTBETUTh Ha BOIPOCHI U MPEJOCTABUTH
OTYeT.

1.2. Kpamkasa meopemuueckasn cnpagka

MOHUTOPHHT M aHAJIU3 CETH MPECTABIISIOT COOOM BaXKHBIC ATAITbl KOHTPOJISI paOOTHI CETH.
JIyis permeHus: 3TUX 3ajad PeryJsipHO MPOW3BOAMUTCS COOp JaHHBIX, KOTOPBIN daeT 0asy aus
U3MEPEHUs peaKIMd CETH Ha HW3MEHEHUS W Teperpy3kud. UToObl OCYIIECTBUTH CETEBYIO
nepenavy, HYXXHO TPOBEPUTHh KOPPEKTHOCTh TMOJKIIOUEHHUS KIUEHTa K CETH, HAIWYHE Y
KJIMEHTa XOTs1 Obl OJHOTO MPOTOKOJa cepBepa, 3HaTh |P-agpec KOMIBIOTEPOB CETH U T. .
[TosToMy B CETEBBIX OINEPAIMOHHBIX CHCTEMaX, M B YacTHOCTH, B LiNUX, cyiiecTByeT
MHOKECTBO MOIIHBIX KOMAaHJ JIJIsl MIEPEChUIKU TEKCTOBBIX COOOIIECHUM, yNpaBleHUs OOIUMU
pecypcaMu, JUArHOCTUKE CETEBBIX MOJKIIOUYCHUN, TOMCKa M 00paboTku omuOok. CeTeBble
KOMaHJIbI 3aIyCKaloTCs B TepMuHaie Linux.

1.3. Cemeevie ymunumat
ifconfig
— IIPOCMOTP CETEBOM MH(POPMAITHHI
iwconfig
— IpocMOTp UHPOpMAIHK OECTIPOBOIHBIX YCTPOUCTB
sudo iwlist scan
— CKaHHUpPOBATb 6eCHpOBOI[HLIC CETHN
sudo /etc/init.d/networking restart
— nepe3anyCTuThb CCTh
(file) /etc/network/interfaces
— (paiin U1t py4HOI HACTPOMKHU ceTh
ifup interface
— moHATH interface
ifdown interface
— motokuTh interface

ifconfig ethO

- IOKa3aTh KOH(Urypaluo cereBoro uaTepgdeiica ethO
ifup eth0

- aKTUBUPOBATh (MOJHATH) HHTEpdeiic eth0

ifdown ethO

- IaKTUBUPOBATH (OMYCTHUTH) HHTEpPeiic eth0

ifconfig eth0 192.168.1.1 netmask 255.255.255.0

- BbICTaBUTH MHTEpdeicy ethO ip-anpec U Macky MoaceTu
ifconfig ethO promisc

- nepeBecT uHTepdeiic ethO B promiscuous-pexxum amns "otnosa" nmakeros (sniffing)
ifconfig ethO -promisc

- OTKJIIOYUTH promiscuous-pexxuM Ha unrtepgeiice ethQ
dhclient ethO

- aktuBUpoBaTh uHTepdeiic ethO B dhep-pexume.



route -n
- BBIBECTH JIOKAJIHHYIO TAOJIUIly MAPIIPYTHU3AIHH

netstat -rn

- BBIBECTH JIOKAJIbHYIO TaOJIMIly MAPIIPYTU3ALNH

route add -net 0/0 gw IP_Gateway

- 3aJaTh ip-aapec nuto3a mo ymoadanuio (default gateway)

route add -net 192.168.0.0 netmask 255.255.0.0 gw 192.168.1.1

- 100aBUTH CTaTHYECKUM MapIpyT B ceTh 192.168.0.0/16 yepes uutto3 ¢ ip-aapecom 192.168.1.1
route del 0/0 gw IP_gateway

- ymanuTh ip-aapec numo3a mo ymomdanuto (default gateway)

echo "1" > /proc/sys/net/ipv4/ip_forward

- pa3pemuTh nepechuiky naketos (forwarding)

hostname

- 0TOOpa3uTh UM KOMITBIOTEPA

host www.linuxguide.it

- pa3pemuTh UM www.linuxguide.it xocTa B ip-aapec u Hao60poT host 62.149.140.85
ip link show

- 0TOOpa3uTh COCTOSTHUE BCeX MHTEep(eiicoB

mii-tool ethO

- 0TOOpa3uTh CTAaTYC U THI COeTUHEeHuUs s naTepdeiica ethQ

ethtool ethO

- oToOpakaeT cratucTuky nntepdeca ethO ¢ BIBOIOM Takoi WHGOPMAIINH, KaK TOAIEPKUBACMBIEC U TEKYIIHE
PEKUMBI COEAMHEHUS

netstat -tupn

- 0TOOpakaeT BCe YCTAaHOBJIEHHBIE ceTeBble coennHeHus 1o nporokosam TCP u UDP 6e3 pa3penienus uMEH B
ip-axpeca u PID'sl 1 ©MeHa HPOIIECCOB, 00ECICUMBAIOIINX 3TH COSITUHEHHUS

netstat -tupln

- oToOpakaeT Bce ceTeBble coequHeHus no nporokonam TCP nu UDP 6e3 pa3zpemienust UMEH B ip-ajipeca U
PID'bl 1 MMEHa IPOLIECCOB, CIYLIAIOMIUX TOPTHI

tcpdump tcp port 80

- otoOpa3uth Bech Tpaduk Ha TCP-mopt 80 (00branO0 - HTTP)

iwlist scan

- IPOCKAaHUPOBATh HPUP HA MPEIMET, JOCTYITHOCTH OECITPOBOIHBIX TOUEK JOCTYIa
iwconfig ethl

- MOKa3aTh KOH(Uryparuio 0ecipoBOAHOTO ceTeBoro nutepgeiica ethl

traceroute
- IPOBEpPKA MaplIpyTa /10 y3Ja

nslookup — 3anpoc uadopmarmu 06 y3ne Ha DNS-cepsepe

arping — onpeneneane MAC-anpeca o IP u Hao6opoT
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CaMocCTOSITeTHHO OCBOUTD Ha MPAKTHKE CETEBBbIE KOMAH/IbI C pa3HBIMHU ITapaMeTPaMH.
2. BBIMOTHUTH 3a0aHUS:

2.1. Ilomy4uTh UMS CBOETO KOMITBIOTEPA;

2.2. BpIBecTH CIHMCOK JIOCTYIHBIX CETEBBIX PECYPCOB CBOETO KOMIIBIOTEPA,;
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2.3. Tlonyuus cBoit IP agpec, mponuHroBaTh €ro, KOJIMYECTBO AKETOB - HOMEp BapuaHTa, CHadaiza
C MUHUMAJIBHBIM Pa3MepPOM MaKeTa, 3aTEM C MAaKCUMAJIbHO BO3MOKHBIM;

2.4. Vcnonb3ys paHee MoIydeHHOEe OT COCe/Ia CIeBa UMs KOMITBIOTEpa, onpeaenuTs ero [P agpec;

2.5. Ucnone3ys [P aapec nonydeHHbIN B MpeIblayIIeM MYHKTE, IPOBEPUTH MOJKIIOYEHHE K HEMY,
WCTIONB3Yysl YHCIO PETPAHCIAIMN Ha MapiipyTe, T/e JAelaeTcs OTMETKa BPEMEHH, paBHOE
KOJIMYECTBY €TI0 OOIINX CETEBBIX PECYPCOB;

2.6. IIpocMOTpeTh CIIMCOK BCEX CETEBBIX MOPTOB HA BaIleM KOMITBIOTEPE U COCUUTATH KOJIHMUYECTBO
OTKPBITHIX (ITPOCTYIIMBAEMBIX ).

2.7. OmpenenuTh MapuIpyT A0 CaiiTa MO BapHaHTaM, C MAaKCUMaJIbHBIM YHCIOM MPBIKKOB, PABHBIM
3HAYECHUIO TTOTYYCHHOMY B TPEABIAYIIEM IyHKTE + HOMEpP BapHaHTA.

2.8. BremonHute koHpUryparuio cereBoro uarepdeiica uepez DHCP.

2.9. BemosHKTe TOJKITIOUEHUE K cepBepy dyepes Ssh, ftp.

OrtBeThTE HA BOIPOCHL:

3.1. Kakoii mpoTokoa HeoOXoauMm s paboTel ¢ yTwiuTod Ping? Haiitu omnmcanue u
XapaKTepUCTUKU MTPOTOKOJIA.

3.2. MOoXHO JTi YTHIIUTOH traceroute 3a1atb MakKCHMaJIBHOE YHCIIO PETPAHCIISAIINN?

UYro Takoe localhost?

HaiiTi camMocTOSATENBHO TH00YI0 CTAaHJAPTHYIO CETEBYIO YTHIIUTY LiNux.

B otuere mpenocraBute: ®UO, rpynmy, pe3yabTaTsl BBINOJHEHHS BCEX 3aJaHUA M OTBETHI HA

BOTIPOCHI.



