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PABOYASA ITPOTPAMMA JINCIUTIIJIMHBI

Pa3znesibl paGoueii mporpamMmmbl
1. Ilenu ocBOCHUS AUCHUILTUHBI. [lepedeHb IaHuPyEeMbIX pe3yIbTaTOB 00yUeHHs.
2. MecTo AUCIUIUTHHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOTPAMMBI.
3. Crpykrypa 1 conep>kaHnue AUCLUILINHBIL.

4. TlepeyeHb y4eOHO-METOTUIECKOTO O0CCIICUEHUS IJIsi CAMOCTOSITENILHON pabOThI
00y4Yaromuxcs 1Mo AUCHUTUIIHHE.

5. @POoHA OLEHOYHBIX CPEACTB JIs IPOBEACHUS IIPOMEKYTOUHOM aTTeCTalUU
00y4YarOLINXCs 110 TUCIUIUIUHE.

6. IlepeueHb OCHOBHOM U TOTIONIHUTEIBHON y4eOHOM TUTEepaTyphl, HEOOXOJUMOM IS
OCBOCHHSI TUCIIUILIIHHBI.

7. Tlepedenp pecypcoB HH(POPMAIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn « HTepHEeTY,
HEOOXOMUMBIX JIJISl OCBOCHUS AUCIUILTUHBIL.

8. MeToaudeckue yka3aHus JJIs 00yJaroIIuXCs 10 OCBOCHHUIO TUCITUTIIINHBI.

9. Ilepeuenb HHOOPMALMOHHBIX TEXHOJIOTHA, UCTIOIB3YEMbIX MIPH OCYIIECTBICHUH
00pa30BaTeIbHOTO Mpoliecca Mo AUCIUILIHHE.

10. Onucanne MaTepuaIbHO-TEXHUIECKOM 0a3bl, HEOOXOAMMOM ISl OCYIIIECTBICHUS
00pa3oBaTeIbHOTO MPOIIECCca MO AUCIUIUIHHE.

Ipuioxkenus k padoyeil mporpaMMe QM CHUATIINHbBI
[Tpunoxenue 1. AnHOTaMs paboyeil mporpamMmbl
[Tpunoxenue 2. [IpukperneHusie Gaitipt

[Tporpamma cocraBieHa B coorBeTcTBHU ¢ TpeboBanusaMu CYOC MAMU, pa3paboTaHHOTO Ha
ocaoBe ®I'OC BO (3++) no nanpasneruto 09.03.01 Mudpopmarika 1 BEIYUCTUTENbHAS TEXHUKA

ABTOpPBI IPOTPaMMBbIL:

VxanoBa A. M.

3aBeayromuii odecneunBaromieii kapenpoit MCullT

[Tporpamma omoOpeHa:

3aBenyromnuii BeITycKaromiel kadenpoit
MCullT Hupextop Bbimyckatomero guinuana CT
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1. HEJX OCBOEHUS JUCIHUIIJIMHBI. IIEPEUYEHD
IIJIAHUPYEMBIX KOMIIETEHIIU U PE3YJIBTATOB

OBYYEHMUA.

[{enmpr0 OCBOCHMS TUCIMIUIMHBI 3aIUTa HHPOPMAITUH SBISETCS TOCTHKEHUE CIICTYIOITHX

pesynbratoB ocBoeHusA(PO):

N Mudp

Pe3yabTar 00yueHust

1 B-1(OIIK-5.1)

Brnanets 0OCHOBHBIMH METOIaMH, CITIOCOOAMU M CPEICTBAMU
MOJTyYCHUSI, XpaHEHHUs, 00pabOTKH MH(MOPMAIIIH U C
WCTIOJIb30BaHUEM CTaHIAPTHBIX MAKETOB

2 B-1(OIIK-5.2)

Bnaners HaBbIKaMu pabOThI B MHTETPUPOBAHHBIX CPEAax
MIPOrpaMMHUPOBAHUS C UCIIOJIb30BaHHEM OMOIHOTEK

3 B-2(OIIK-5.2)

Bnamets MeTomaMu 3ammTel HHGOPMAITIH JIJIsT
MPEIOTBPAICHUS HECAHKITMOHUPOBAHHOTO JOCTYyIIa

4 3-1(OTIK-5.1)

3HaTh MPUHIHIIBI HHOOPMAITMOHHON 1 OMOInorpaduuecKon
KYJIBTYPBI TIPH HCITOJb30BAHUT
WHPOPMAITMOHHO-KOMMYHHUKAITUOHHBIX TEXHOJIOTHHA

5 3-1(OIIK-5.2)

3HaTh OCHOBHBIC ATAITbI CO3/IaHUS CHCTEM 3aIUTHI
nHpopmarun

6 3-1(OIIK-5.3)

3HaTh OCHOBHBIE CITOCOOBI TTOMCKA TPOdecCHoHATBHON
nH(popMaIu Ha OCHOBE HHPOPMAITMOHHOHN 1
OoubamorpaduuecKoit KyJabTyphl, C yU€TOM COOJTIOICHUS
aBTOPCKOTO TIpaBa

7 3-2(OIIK-5.3)

3HaTh BOBMOXHBIE HCTOYHUKH, PUCKU B (DOPMBI aTak Ha
nH(}OpMaIIIO, OCHOBHBIE 0COOCHHOCTH TIOJTUTUKH
0€30MacHOCTH, TEOPETUICCKHE OCHOBBI KpUTITOTpadun

8 V-1(OIIK-5.1)

YMeTh NpUMEHSATh OCHOBHBIE NpaBuiia COOIIOIEHUSI aBTOPCKOTO

npaBa u TpeboBaHU HHPOPMAITMOHHOM O0€301TaCHOCTH

[lepeuncnennsie PO sBisitoTCS OCHOBOM 1151 POPMUPOBAHUS CIEAYIOUIMX KOMITETECHIIUMA:

N Mudp

KoMmnerenuus

1 OIIK-5

Crioco06eH pemaTh CTaHAAPTHBIE 33791 TPodeCcCHoHaATBHOM
JeSITeTbHOCTH Ha OCHOBE MH(OPMAIIMOHHON 1
OoubamorpaduuecKoit KyabTyphl C TPUMEHEHUEM

MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C y4eTOM

OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOHN 0€30MMaCHOCTH

NuankaTopbl 1OCTHKEHUS KOMITETEHITUH, CITyKallue Ui TPOBEPKU C(HOPMUPOBAHHOCTH
YaCTHU COOTBETCTBYIOLIEH KOMIIETCHIIUU:

N Mudp

Nuaukarop KoMneTeHuii

1 OIIK-5.1

JleMOHCTpHUpYeT 3HaHUE MPUHIUIIOB HH()OPMAITMOHHOHN U
O6ubnuorpapuveckoil KyJabTypbl, METOZOB U CPEJICTB PEIICHUS
CTaHJAPTHBIX 337a4 Npo(hecCHOoHaIbHOM IESATENFHOCTH C
pUMEHEHHEM MH(POPMAITHOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEeOOBaHHMA
MH(POPMALMOHHOM 0€30MaCHOCTH
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PemraeT cranmapTHbie 3aa4u MpoheCcCHOHATBHOM
JesITeIbHOCTH HAa OCHOBE MH(OPMALIMOHHOM 1
O6ubnuorpauveckoil KyabTypsl C IPUMEHEHHEM
MH(POPMALMOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHH U C y4EeTOM
2 OIIK-5.2 OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHOM 0€30MacCHOCTH

[Tpon3BOAUT MOUCK U aHATN3 MH(OPMAIMU AJIS TIOATOTOBKU
JOKYMEHTOB, 0030pOB, pedepaToB, JOKIAIA0B, MyOIUKaUl, HA
OCHOBE MH(OPMALMOHHOM 1 6ubIHOTrpaduIecKoi KyabTyphl, C
Y4eTOM COOJIOJICHHSI aBTOPCKOTO MpaBa U TpeOOBaHMI

3 OIIK-5.3 MH(POPMALMOHHOM 0€30MaCHOCTH

2. MECTO JUCIMII/IMHBI B CTPYKTYPE
OBPA3OBATEJBHOM ITPOI' PAMMBI.

JucuumnuHa 3anmmra nHGOpMaIUY SBISIETCS MPEANISCTBYOMIEH U MOCIEAYIOIEeH st

CHEAYOLIMX JUCUUIUINH:

N [penmecTByoimme TUCUUILTHHBI

Hocaeayrwmme TUCUMIIMHBI

BBGI[GHI/IG B aBUAlITUOHHYIO U

—_—

PaKeTHO-KOCMHMUYECKYIO TEXHUKY Wrorosas roc. arrecranus

3. CTPYKTYPA U COAEPKAHUE JTUCIHUITJIMHBI

OO01mast TpyI0eMKOCTh IPAKTUKH COCTaBISET 4 3aueTHBIX(bIe) equHuI(bl), 144 gaca(o).

Monyiab Paznen Jleknun

Bcero ¢
IIpaktnu. |JIaGopart. CPC Bcero [3xk3amMenamu
3aHATHSA | padoThI 4acoB |

KYPCOBBIMH

Meronsl u OCHOBHBIE TTOHSATHS 2
CPEICTBA 3aIUTHI |U ONPEACTCHUS
KOMIIbIOTEPHOU Kypca.
uHpopmaruu (8 Knaccudukanus
CEeMecTp). yIrpo3
UH(POPMAITMOHHON
0€30MacHOCTH.

0 0 4 6 144

®denepanbHbIe 2
3aKkoHbI PO B
00JIaCTH 3aIUThI
UH(pOpMaLnH,
crangaprtsl Ub.

PyxoBogsmue 2
nokyMeHTsl @CTOK
Poccun.

AyTeHTuukanys, 2
uaeHTUuGUKaIms,
aBTOpH3AIHSI.

IIpoTroxomnsl ceTeBoi 4
ayTeHTH()UKAIIIH.

OcHoBBI 4
Kpunrorpadumu,

UHPPACTPYKTypa
OTKPBITBIX KJIFOUEH.
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Bpenonocnoe 4 0 4 6 14
IPOTrpaMMHOE
obecrnieueHue.
MesxcereBbie 4 0 8 6 18
9KPAHBI.
Knaccudukarmm 4 0 4 6 14
YSI3BUMOCTEH.
Cucremsl
0OHapyKeHUS
Bropxenuit IDS/IPS.
DLP-cucremsl, 4 0 4 6 14
DMZ, DPI, aynut
UBb, TectupoBanue
Ha IPOHUKHOBEHUE,
WAF.
Bcero 32 0 32 44 | 108 144
3.1. Jlekuuu
Ne Oo0bem
/1 Pa3zgen nucuunanHbI JaCOB Tema JeKnuu
1|1.1.0cHOBHBIE TOHATHUS U 2 OCHOBHBIE TIOHATHS U ONPEACICHUS Kypca.
OIIpeNeNIeHUs Kypca. Knaccudukanus yrpo3 napopmaimoHHOH
Knaccudukarus yrpos 0€30MacHOCTH.
MH(POPMALTMOHHON
0€30MacHOCTH.
2|1.2.®enepasibHbIEC 3aKOHBI 2 ®enepanbHble 3aKoHBI PO B 0011acTH 3aUTHI
P® B obOmacTu 3amuThI uHpopmarun, ctaunaptel Ub.
UH(POPMAaLIUH, CTAaHAPTHI
Ub.
3[1.3.PykoBogsmue 2 PyxoBopsmue noxkymentsl @CTIOK Poccun.
nokymeHTsl @CTIOK Poccun.
4|1.4.Ayrentudukarnus, 2 AyTeHTu(uKays, HACHTUDUKAIINA,
UACHTUDUKAINSA, aBTOpHU3ALIUS.
aBTOpHU3ALHS.
5|1.5.1Iporokossl ceTeBoi 4 [IpoToKoIbI ceTeBoii ayTeHTU(UKAITHH.
ayTeHTHU(HKALINH.
6[1.6.0cHOBBI KpunTOrpaduH, 4 OcHoBbI Kpunrorpaduu, HHPpacTpykTypa
UHPPACTPYKTYpPa OTKPBITHIX OTKPBITBIX KITIOUEH.
KIIFOYEH.
7|1.7.Bpenonocnoe 4 BpenonocHoe nmporpaMMHoe obecrieueHue.
porpaMMHOE oOecIieueHue.
8[1.8.MexceTeBble IKpaHBI. 4 Me:xceTeBble 3KpaHbl.
9|1.9.Knaccudukaumn 4 Knaccudukanuu yszsumocteid. CucTeMbl
ys13BUMocTel. CUCTEMBI oOHapyxeHus Bropxkenuii IDS/IPS.
oOHapy>KEeHHUsI BTOP)KCHUN
IDS/IPS.
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10{1.10.DLP-cuctemsr, DMZ, 4 DLP-cucremsr, DMZ, DPI, aynut Ub,
DPI, aynut UB, TECTUPOBaHUE Ha MpOHUKHOBeHUE, WAF.
TECTUPOBaHUE Ha
npoHukHoBeHune, WAF.
Hroro: 32

3.2. Conep:xanue JeKI U

1.1.1.

1.2.1.

1.3.1.

OcHoBHBbIE OHATHSA U onpeaeeHus Kypca. Kinaccupukanus yrpos

uHpopmaunonHoi 0e3onmacuoctu. (A3: 2, CPC: 4)

Tun nexkumu: HHpopmanonHas JeKus

®opma opranuzanum: Jlexuus

Onucanme: Onpenenenus «MHdopmanmonHast 6€30-MacHOCThY,
«KOHOQUACHIIUATIBHOCTDY, «LEI0CTHOCThY, «JI0CTYITHOCTh HHPOPMa-LIUN,
«yrpo3ay, «aBTOMAaTU3UPOBAHHAS CUCTEMAY, BUIbI 3alUTHl HHPOPMAIIIH,
LeJIH 3aIUThl HH(OpMaIUK, MOHATHS «yTrpo3a by, «Moaens yrposy,
Kiaccuukanys yrpo3 nHGpopMarmoHHOM 0€301acCHOCTH.

®enepanbHble 3ak0HbI PO B o0s1acTu 3ammThl nHGopManuu, cranaaptel Ub.

(A3:2,CPC: 4)

Tun aexkuuu: WHbopMmannoHHas TeKuus

®opma opranuszanum: Jlexuus

Omucanne: Kparkuii 0030p @3-149 «O6 unpopma-1un, nHPOPMATH3ALMU U 3aIUTE
uHpopmanum», ®3-152 «O nepcoHabHBIX TaHHBIX», P3-98 «O
KoMMepueckoit TaitHe», @3-63 «O0 351eKTpOHHON MOAITUCHY, TIOHITHE
«cTaHaapt», ctanaapt Munucrepcrsa oooponsl CIIIA «Kpute-pun
OLIEHKH JIOBEpEHHBIX KoMIbIOTepHBIX cuctem», [OCT P MCO/MBK
15408 «Kputepuu orieHKH 6e30macHOCTH HH(OP-MalMOHHBIX
TEXHOJIOTHi1», 00630p «MeTo-10JI0TUH yIpaBiIeHUs: HHPOPMAITMOHHBIMU
texHonorusimmw» — COBIT 5, MexnyHa-poHble CTaHAAPThl MEHEKMEHTA
uHpop-MarmonHon 6e3onacuoctu cepun ISO 27000, crangapTs

opranuzanuu NIST B o6nactu Ub, nenu, 3anaun u CTpyKkTypa cTanaapra
banka Poccun CTO BP UBEC, Crannapt PCI DSS.

PykoBoasimue nokymenTsl ®CTIK Poccun. (A3: 2, CPC: 0)

Tun nexkumu: HpopmanonHas JeKus

®opma opranuzanum: Jlexnus

Onucanme: Hasznauenne ®CTOK Poccun, pynkiuu @CTIK Poceun, 0630p
PykoBonsmux nokymeHnToB «Knaccudukaiys no ypoBHIO KOHTPOJISL
OTCYTCTBHSI HEJIEKJIApUPOBAH-HBIX BO3MOXKHOCTENY, «Kimaccudukarus
aBTOMATHU3UPOBAHHBIX CUCTEM M TPEeOOBaHUS IO 3alUTe HHPOPMALIUNY,
«MexcereBbie 3kpanbl. [lokazaTenu 3aUIIEeHHOCTH OT
HECaHKIIMOHWPOBAHHO-TO JoCTyMa K nHpopmanun», «CBT. ITokazarenn
samumennoctd ot HCJI k uapopmanumy, Kiaccudukaius CucTeM
oOHapy>KeHHUs BTOP>KEHUH, 0030p TpeOOBaHMIA TOCTAHOBICHUS
npaButenabcT-Ba PO Ne 1119 ot 01.11.2012 roga «O6 yTBep K aeHUH
TpeOOBaHUH K 3aIIUTE TEPCOHATBHBIX JAHHBIX TIPH UX 00pabOTKE B
MH(OPMAITMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHBIX).
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1.4.1. AyrenTupuxanus, uaeHtupukanus, apropuzanus. (A3: 2, CPC: 0)

Tun nexkumu: MHpopmanonHas JeKus

®opma opranuzanum: Jlexnus

Onucanme: IloHsATUS «ayTeHTUDUKALUA», «UACHTUDU-KALUI», «aBTOPU3ALHS,
KJIacCcu(pUKaus CpeACTB UACHTU(PUKAIIMKI U ayTCHTU(PHU-KAITUN C TOYKH
3peHUSI MPUMEHSIEMBIX TEXHOJIOTHH, JIEKTpOHHBIE Ki1toun Touch Memory,
texnonorust RFID, knaccuduka-must RFID-meTok, KapThl ¢ MArHUTHON
MOJIOCOM, IITPUX-KOJIbI, OMOMETPHUS, CTATUYECKHUE U JUHAMUYECKHE
METOJIbI OMOMETPUIECCKON ayTCHTHU(UKAIINH, TTapOJIbHAS Ay TCHTH(UKAIIHS,
OJTHOpa30-Bbl€ MapOJIv, BAPUAHTHI pean3aliy CUC-TeM ayTeHTU(UKALUN
10 OIHOPA30BBIM MAPOJIsM, AByX(aKTOpHas ayTeHTU(PHUKA-1IHS,
CMapT-KapThl, KIIacCU(pUKALHAS CMapT-KapT 1Mo crocody oOMeHa co
CUMTHIBAIO-ILIUM YCTPOMCTBOM, 00JaCTH MPUMEHEHHS CMapT-KapT,
pytokeH, eToken.

1.5.1. IIporokoJnl cereBoii ayrentupukanuu. (A3: 4, CPC: 0)
Tun aexkuuu: WHbopmannoHHas TeKuus
®opma opranuszanum: Jlexuus
Omucanne: IIpotokon ayrentudukarmu Kerberos, monstus ticket, Key Distribution
Center, IpOTOKOJIBI ayTeHTU(UKALIMH IS YIAIEHHOTO JOCTYIIA, TPOTOKOI
ayrentudukanuu RADIUS, noustus knmuent RADIUS, cepsep RADIUS,
nocpennuk RADIUS, ciyx6a npoBepku NOATMHHOCTH B nHTepHeTe [AS.

1.6.1. OcHoBbI kpunrorpagumn, UHGPaACTPYKTypa OTKPHITHIX KJItodei. (A3: 4, CPC: 0)

Tun aexknuu: WHbopmannoHHas TeKuus

dopma opranuszanum: Jlexuus

Omucanne: [loHATHe KpunTorpaduu, MPUHIUI CUMMETPUYHOTO MHU(POBAHUS,
M (poBa-HUSL C OTKPBITHIM KITIOYOM, ITOHATUE «KIIFOU» B KpUNTOrpaduu,
g poBast MOANKNCH, pad0Ta OHOCTOPOHHEHN XAII-(PYHKIUH, TUPPOBBIC
ceprudukarsl karoueit, nenp I Ha ceprudukare, pacnpocrpaHenue
CepTU(HKATOB, CEPBE-PhI-ICTIO3UTAPUH, OCHOBBI HHPPACTPYKTY-PHI
OTKPBITBIX KITIOUEH, MOHITHUS KLIEHTP CEPTUPHUKAIINNY, «CITUCOK
OTO3BAaHHBIX KIII0UEW», pasnuunbie Moaenu PKI, ayrentuduxanus c
UCTIOJIb30BaHHEM CEPTU(PHUKATOB OTKPHITOTO KITIOYA.

1.7.1. BpenonocHoe nporpammHoe odecneuenue. (A3: 4, CPC: 2)
Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI
®opma opranuszanum: Jlexuus

Onucanme: IloHATUS «aHTUBHPYCHAs IpOrpaMMay, «BpeaoHocHoe 110y,
«KOMITBIOTEPHBIN BUPYC», MPU3HAKH BO3MOKHOTO 3apaskeHHS
KOMIIbIOTEpa, 0030p BUPYCHOM aKTUBHOCTH 32 TEKYILMIA T0J], KATETOPHH
yIpo3, pekiamMHble nporpammsl, backdoor-nporpaMmel, GUILIKHT,
IPOTPaMMBI-IITYTKH, OOMaHHBIE TIPOTPAMMBI, bot-CeTH, SKCIUIONTHI,
dbapMuHr.

1.8.1. MekcereBbie 3kpanbl. (A3: 4, CPC: 2)

Tun nexkumu: HpopmanonHas JeKus
®opma opranuzanum: Jlexnus
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Onucanme: Ilonstue «MexcereBoil akpan», QyHKIIUU MEKCETEBBIX IKPAHOB,
criocoObI peasm3aruu MO, GUIBTp MaKeToB, MPUHITUIIEI 00PabOTKH
MaKeTOB AaHHBIX B MO, Tunel MO comtacHo ypoBHAM monenu OSI,
yIpaBisieMble KOMMYTATOPbI, CETEBbIE (QUIBTPHI, CTATUYECKAs
(bunpTpanys B CETEBBIX (PHIIBTpPaX, MUTFO3bI CEAHCOBOTO YPOBHS, (DUIIBTPHI
KOHTPOJISl COCTOSIHUSI KaHaJla CBS3H, PUHLIUI pabOThI GUIIBTpa C
MHOTOCTYIEHYAThIM MOPSAIKOM YCTAHOBJICHUS COEIUHEHUH, IIUTI03bI,
TPaHCIIMPYIOLIHUE a/Ipeca I CETEBbIE MPOTOKOJIbI, PEKUMbI paOOTHI
10308 NAT, mocpeHUKH NMPUKIAAHOTO YPOBHS, TUITBI TOCPEIHUKOB

MPUKIJIATHOTO YPOBHS, HHCIIEKTOPBI COCTOSIHUSL, IPYyTHE BO3MOKHOCTH
MD.

1.9.1. Kuaaccudpukanuu ysizBumocreil. Cucrembl o0Hapy:keHusi Brop:xenunit IDS/IPS.

(A3:4,CPC:2)

Tun nexkumu: HpopmanonHas ek

®opma opranuzanum: Jlexnus

Onucanme: IloHATHUS «YSI3BUMOCTBY, «1ePeKT 0€30MaCHOCTUY, TUIIBI Ki1accu(UKALIUN
ySI3BUMOCTEH, pa3auyuHble Kilaccu(UKAIUU U PeeCcTphl YSI3BUMOCTEI,
kinaccudukanus spenoHocHoro [10, kmaccudukanms ysa3BUMOCTEN
nporpammubix cuctem, NVD, CVE, CPE, OSVDB, Gromierenn mo
6e3omacHocTu Microsoft, 6romterenu o 6e3omacHocTr Adobe, peecTpsl
yszumoctet OC debian, ubuntu, redhat linux, OWASP, pyccKosS3pIYHBIIH
peno3u-Topuii sizbika OVAL, 6aHK TaHHBIX yIpo3 0€30MacHOCTH
nnpopmarun @CTIOK Poccun, cucteMbl 0OHApYKEHUST BTOPKE-HUI
(arak), menbp 0OHApPYKEHHsI aTak, MpU3HaKku atak, kinaccudukanus COA mo
NpUHIUITY peanu3aruu, pactpeaenéunsie COA (distributed IDS),
komnoneHThl dIDS, cucremsl ipenoTBparieHus Bropxkeruit (IPS),
cuctembl Security Information and Event Management (SIEM), 3agaun

cucteM SIEM, Bo3moxxaocTr cucteM SIEM, HCTOYHHUKH JaHHBIX IS
cucteMm SIEM.

1.10.1. DLP-cucrembl, DMZ, DPI, aynut Ub, TecTupoBanne Ha npoHuKHOBeHHe, WAF.

(A3:4,CPC:2)

Tun nexkumu: HpopmanonHas JTeKus

®opma opranuzanum: Jlexnus

Onucanme: HazHaueHnue DLP-cuctem, ctpykrypa DLP-cucrem, knaccuduxamms
DLP-cucrem no cnoco®y oOHapyKeHHUSI yTEUKH JTAHHBIX, TIEPEUCHb
KOHTPOJIMPYEMBIX JEHCTBUMN, AJeMUIuTapu3oBaHHas 30Ha (DMZ),
KoHUTypanus ¢ omHuM MD koHuryparus ¢ AByMs MO, TEXHOIOTH
DPI (Deep Packet Inspection), aynut UB, Buasr aynura b, TectupoBanme
Ha POHUKHOBEHHE, 00BEKThI TECTUPOBaHUS, 3Tanbl aynuta Ub, nepeuens
ITO nys1 o1IeHKH OCHOBHBIX (DYHKIIMI O€3011aCHOC-TH CETH, TEXHOIOTUS
WAF (Web Application Firewall), ocHOBHBIEC peKHUMBI pa3BePTHIBAHUS
WAF, Mmonenu 0e3omac-noctd WAF, ocHoBHBIE Bo3MOkHOCTH WAF.

3.3. [IpakTuYecKkue 3aHATHUSA
He npenycMoTpeHO y4eOHBIM TLIIAHOM.
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3.4. JIaGopaTopHbIe padoThI

No Oo6bem
/1 Pazgea nucuuninHbI 4acoB HaunmMenoBaHue J1abopaTopHoii padoThI
1|1.5.1TpoTokosnbl ceTeBoOi 4 MonenvpoBaHK€ JIOKAIbHBIX KOMITBIOTEPHBIX
ayTeHTU(UKAIIH. cereli ¢ ucnonb3oanuem cpenbl CISCO Packet
Tracer (dactb 1).

2 |1.5.IIpoToKobI CEeTEBOM 4 MonenvpoBaHH€ JIOKAIbHBIX KOMITBIOTEPHBIX

ayTeHTU(UKAITIH. cereli ¢ ucnonb3oBanuem cpenbl CISCO Packet
Tracer (4actp 2).

3|1.6.0cHoBHI KpunITOrpad v, 4 VYnanenue nadopmaruu, 3aTupaHue
UHPaACTPYKTypa OTKPBITHIX cBOOOJIHOTO MeCTa, OYMCTKA peecTpa, CO3AaHne
KJTFOUEH. 3amu(poBaHHBIX KOHTEHHEPOB.

4(1.7.BpenonocHoe 4 [IprMeHeHre pa3IMYHbIX TUIIOB AHTUBUPYCHBIX
nporpaMMHoOe o0OecreueHue. MporpamMM U YTHIUT JJ1s1 00pHOBI C

BPEIOHOCHBIM MPOTPaMMHBIM 00€CIIEUEHUEM.

5|1.8.MexceTeBbie SKpaHbI. 4 N3ydeHne npuHIUIIOB YCTAHOBKU U HACTPOUKHU
MEXCETEBbIX 3KpaHOB Ha npumepe Comodo
free firewall, KOHTPOJIb CETEBBIX MOAKITIOUCHHMA
(TCPview, netstat).

6|1.8.MexceTeBbie SKpaHbI. 4 N3ydeHne npuHIUIIOB YCTAHOBKU U HACTPOUKHU
MEXCETEBbIX 3KpaHOB Ha npumepe Comodo
free firewall, KOHTPOJIb CETEBBIX MOAKITIOUCHHMA
(TCPview, netstat).

711.9. Knaccudukanun 4 AHanu3 ysS3BUMOCTEN ONEPAllMOHHBIX CUCTEM C
ysi3BUMOCTEN. CUCTEMBI OMOIIbI0 Nessus, SKCIUTyaTalusi KpUTUYECKUX
oOHapy>KeHHUsI BTOP>KEHU YSI3BUMOCTEH ¢ MOMOIIIbI0 HA00pa HKCIIOUTOB
IDS/IPS. metasploit framework.

8|1.10.DLP-cucremsr, DMZ, 4 PaGota ¢ mporpamMmMoii ucciaenoBa-Hus U ayiuTa
DPI, aynut UB, 0€30MacCHOCTH CETH hmap, aHAIH3aTOPOM
TECTHPOBAaHUE Ha cereBoro Tpaduka Wireshark.
npoHukHoBeHune, WAF.

Hroro: 32
3.5.Conep:xanne J1adOpaTOPpHbIX padoT

1.5.1. MonenupoBaHue JOKAJIbHBIX KOMIIBIOTEPHBIX CeTell ¢ UCNOJb30BAHUEM CPebl
CISCO Packet Tracer (uactb 1). (A3: 4, CPC: 4)
®opma opranmsanmuu: JlaGopatopHas padbota

1.5.2. MonenupoBaHue JOKAJbHBIX KOMIIBIOTEPHBIX CeTell ¢ HCNOJb30BAHUEM CpPebl
CISCO Packet Tracer (uactb 2). (A3: 4, CPC: 4)
®opma opranmsanmuu: JlaGopatopHas pabota

1.6.1. Ynanenue nHpopmManum, 3aTHPaHUEe CBOOOTHOI0 MeCTa, OUMCTKA peecTpa,

co3nanme 3amu@poBaHHbIX KOHTeiiHepoB. (A3: 4, CPC: 4)
®opma opranm3anmuu: JlaGopatopHas pabota
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1.7.1. TlpumeHeHMe Pa3HYHBIX THIIOB AHTUBMPYCHBIX IPOIPAaMM H YTHJIUT 1JIs1 00pbObI
€ BPEJIOHOCHBIM NPOrpaMMHbIM obecnieueHueM. (A3: 4, CPC: 4)
®opma opranmzanun: JlaboparopHas paboTa

1.8.1. MH3y4yeHue NPUHIUIOB YCTAHOBKH M HACTPONKH MeKCeTeBbIX JKPAHOB HA
npumepe Comodo free firewall, konTpoJb cereBbIx noakodenuii (TCPview,
netstat). (A3: 4, CPC: 2)

®opma opranm3anmuu: JlaGopatopHas pabota

1.8.2. H3yvyeHHe NPUHUUINOB YCTAHOBKHU M HACTPOMKHN MeKCeTeBbIX IKPAHOB HA
npumepe Comodo free firewall, koHTposb ceTeBbIX MoAKIOYeHUI (TCPview,
netstat). (A3: 4, CPC: 2)

®opma opranm3anun: JlaboparopHas paboTa

1.9.1. AHaJu3 ya3BUMOCTei ONEPAIMOHHBIX CHCTEM C MOMOIIbI0 Nessus, IKCITyaTanust
KPUTHYECKHUX YSI3BUMOCTEil ¢ MOMOIIBIO Ha0opa IKCIVIOUTOB metasploit
framework. (A3: 4, CPC: 4)

®opma opranm3anuu: JlaGopatopHas pabota

1.10.1. Padora ¢ mporpamMmoii uccjie0Ba-HUs U ayIuTa 0€30MaCHOCTH CeTH nmap,
aHajauszaropom cereporo tpaguxa Wireshark. (A3: 4, CPC: 4)

®opma opranm3anuu: JlaGopatopHas pabota
3.6. KypcoBbie paboThl M MPOEKTHI N0 AMCIHUAIIINHE

3.7. IIpome:kyTOYHAA aTTECTAIUS
1. Dk3aMeH (8 cemectp)
IMpuxpensennble gaiiani: Ok3ameH (8 cemectp).pdf, Bonpocs k arrectanuu.doc

4. MEPEYEHDb YYEBHO-METOJINYECKOTO OBECIIEYEHUS
JUUISI CAMOCTOSITEJIBHOM PABOTBI OBYUYAIOIIUXCS 1O
JTUCHMUIIIAHE

1. OcHOBHas M IONOJIHUTEIBHAS JTUTEPATYPA 110 AUCIUIUINHE

2. Pecypchbl nHQOpPMAIIMOHHO-TEIEKOMMYHUKAIMOHHON ceTH « THTepHeT.
3. Pecypcel HayuHO-TexHUUYECcKOH Onbamorexkn MAW.

4. adopMalimoHHbIe CTEH B! KadeIphl.
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5. ®OH/JI OIEHOYHBIX CPEJACTB JJ151 TPOBEJAEHUS
MPOMEKYTOUYHO ATTECTALIMYA OBYYAIOLIAXCS MO
JTUCHMUIIIAHE

Ornucanue nokaszareyiei, KpUTepuu OLICHUBAHUSI KOMIIETEHIIUI U ONMHUCAHUE KAl
OILICHUBAHUS OCYIIECTBISIFOTCSI B COOTBETCTBUH C [lonokeHneM 0 0aibHO-pERTHHTOBON
CUCTEeMeE OIICHKH Pe3yJIbTaToB o0ydeHwus cTyaeHToB no aucuuruiuHe ([Tpukas Ned2 ot 04.04.2014
«O0 yTBepKICHUU TOJOKECHUS « PEUTHHT TIO TUCIIUTLITHHEY).

J151s o1leHMBaHMSI UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 3aJaHUM
00yJaroIMXcsl UCTIONB3YIOTCS ciieaytonue kKputepun 1o 100-0amipHOM mIKane:

1. dopmynupoBaHHEe MPEACTABICHHON HH(OPMALIUU B BHJIE TIPOOJIEMBI;
2. Ilpennoxenne crocoba pemeHus mpooIeMBbl;

3. OGocHoBaHue crioco0a pemieHus mpooJIeMbl;

4. JleMoHcTparus criocoba penieHus: mpooIeMBbl.

O1ieHUBaHME OCYIIECTBIAETCS MO CIEAYIONIEH IIKAJIE:

100-6amipHas mkana Pesynbrar ocBoeHuUs
meHee 40 Kpurepuii e chopmupoBan
41-70 Kputepuii 4eTKo HE BBIpAKEH
71-100 Kputepuii BeipaxeH 4eTKO

JU1s OLleHUBAaHUS CUTYAallMOHHBIX 33JaHUH HCIIOIb3YETCs CIEeIyIOIas IIKaja:
100-6amipHas mkana Pesynbrar ocBoeHuUs

oOyyaronuiics He MOXKET chopMynupoBaTh MpodIEMY,
MmeHee 30 IIPEJICTABICHHYIO B 3aJaHUU

oOyuaronuiics GopMynupyeT MOCTaBICHHYIO 3a/1a4y, Y HETO
c(hOpMHPOBaHBI N30JIUPOBAHHBIC 3HAHUS H YMEHUS, OTHAKO

OTCYTCTBYIOT MHTETPHPOBAaHHBIC TIOHATHS U HABBIKH, B
pe3ynbTare 4ero JOMyIIeHbl OUTMOKY B PEIICHUH U 3aJJaHHe
31-50 HE BBINOJIHEHO

3aJJaHKE BBINIOJHEHO, 00yYarOMUACs IPUMEHSET 3HAHUS
JUISL PEUICHHUs TIOCTABICHHON POOIEMBbI, OJJHAKO HE
c(hOpMHUPOBaHBI KOMIIETCHIIUH, BCICCTBUE YETrO
00yJaroNuiics NCTIBITHIBACT 3aTPYAHEHUS B IEMOHCTPALUU
51-80 CHOCO0O0B pelIeHus 3a/1a4u

3aJJaHME BBIIIOJHEHO KaK B TEOPETHUECKOM, TaK U B
NPaKTUYECKOM IUIaHe, 00yYaromuics Jerko
JIEMOHCTPHUPYET CBOIO KOMIETEHTHOCTH 110 IaHHOMY

81-100 BOIPOCY

CDOHI[BI OILICHOYHBIX CpC,Z[CTB, ITO3BOJIAOIIMEC OLICHUTDH peSy.TH:TaTLI O6y‘ICHI/ISI, BKJIHOYAKOT B
ceost:

* BOIIPOCHI K IPOMEKYTOUHOM aTTeCTaIuH.
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[lepeuenp KoMIIETEHIMHI U Tarbl UX POPMUPOBAHMS IIPUBEICHBI B CIEAYIONICH TabIHLIe:

Jrtanbl popMHUPOBaAHUS

N Hudp Komnertenuus KOMIIETeHIM U

—

OIIK-5 CriocobeH peraTh CTaHJapTHEIE Cemecrtp -
3a1a4u mpogecCHOHaTBEHON
JESITeIbHOCTH Ha OCHOBE
MHQOPMAIIIOHHOH 1
Ooubnuorpapuueckon KyJIbTyphl C
IpUMEHEHUEM
MH(POPMAILIIOHHO-KOMMYHUKAITHOHHBI
X TEXHOJIOTHH ¥ ¢ Y4ETOM OCHOBHBIX
TpeGoBaHUHI HHPOPMATHOHHOK
Oe3omacHOCTU

1.

Bonpocsl K IpOMeKYTOYHOM aTTeCTAlUK
"3ammura nHbOopMaH"
Jk3ameH (8 cemecTp)
IMpuxpensennble gaiiani: Ok3ameH (8 cemectp).pdf, Bonpocs k arrectanuu.doc

6. IEPEYEHb OCHOBHOM U JONOJTHUTEJIBHON YYEBHON
JINTEPATYPBI, HEOBXOJIVMOM JIUIsI OCBOEHUS
NTUCLUIIINHBI

a) Ocnoenas numepamypa:

* 1. IHanerun B. ®@., UnpopmannonHas 6€30MaCHOCTh KOMITBIOTEPHBIX CUCTEM U
cereit [DnexTpoHHbIH pecype] : Yuebnoe nmocodue / B.®. Hlansrun. M.: U1 ®OPYM:
NH®OPA-M, 2012. - 416 c. Pexxum noctyna: http://znanium.com/bookread.php?book=
423927

2. bamsl, I1. H. Madopmanmonnas 6€30macHOCTb U 3aIIuTa HHQOpMaIuu
[Onexrponnslii pecypce] : Yuebnuk / [1. H. bamsi, A. B. babam, E. K. bapanosa. - M.:
PUOP, 2013. - 222 c. Pexxum poctyna: http://znanium.com/bookread.php?book= 405000
3. NndopmanmonHas 6€30MacHOCTh ¥ 3ammuTa nHbopmaimn : yaedHnoe mocodue / A. C.
Mun3os, C. B. boOsuiesa, [1. A. Ocumnos, A. A. [TonoB. — Jlyona : [ocynapcTBeHHBIN
yauBepcureT «Jlyonay, 2020. — 85 c¢. — ISBN 978-5-89847-608-3. — Texcr :
ANEKTPOHHBIH // JIaHb : 37eKTpoHHO-0MONMMoTednas cucrema. — URL:
https://e.lanbook.com/book/154490 (nata obpamenus: 07.12.2021). — Pexxum gocryna:
JUISL AaBTOPU3. TTOJIb30BATEIICH.

0) /lononnumenvnaa tumepamypa:

* 1. XKykosa M.H., Ynpasnenue nadopmarrionHoi 6ezonacHoctsio. Y. 2. YpasneHue
WHIUACHTaMH WH(OPMAITMOHHON 0e30macHOCTH [ DIeKTPOHHBIN pecypc] : YueOHoe
nocobue / M.H. Xyxosa, B.I". )Kyxos, B. B. 3onorapes. - Kpacnosipck : Cub. roc.
a’pokocMuy. yH-T, 2012. - 100 c. Pexxum noctyna:
http://znanium.com/bookread.php?book=463061

2. Kysuenos, 1. H. busznec-6e3onacHocTth [nekTpoHHbIN pecypce] : [IpakTuueckoe
pyxoBozactso / M. H. Ky3uenos. - 3-e uzna. - M.: JlamkoB u K, 2013. - 416 c¢. Pexxum
nocryna: http://znanium.com/bookread.php?book= 430343

3. Jleontnes, A. C. 3amuta nadopmanuu : yuedHoe mocodue / A. C. JIeoHTbeB. —
Mockga : PTY MUPDA, 2021. — 79 c. — Tekcr : anekTpoHHsbIit // JIaus :
aNeKTpoHHO-Oubmmoreuynast cucrema. — URL: https://e.lanbook.com/book/182491 (nara
obpamienus: 07.12.2021). — Pexxum noctyna: it aBTOpU3. MOJIb30BaTEICH.

Bepcusi: AAAAAAVTSTA Kog: 000205469




7. MIEPEYEHDL PECYPCOB
WH®OPMAIIMOHHO-TEJEKOMMYHUKALIMOHHOI CETH
«MHTEPHET», HEOBXOJIUMBIX J1J151 OCBOEHUS
JUCHUIIIAHBI

Jlist obecriedeHnst 00pa3oBaTeNLHOTO Mpoliecca Mo TUCIUTUTHHE 00yYaronIMCst
MPEIOCTABISICTCS BOBMOKHOCTh KPYIIIOCYTOUHOTO TUCTAHIIHOHHOTO WHIANBUAYATHHOTO
JOCTYyTa K 3JICKTPOHHBIM OMOIMOTEUHBIM CHUCTEMAM K3 JIF000# TOUKH, B KOTOPO UMEeTCs
noctyn K cetu « THTepHeT.

HaumeHnoBaHue pecypca | HNHTEepHET-CCHIIIKA HA pecypce

"ZNANIUM.COM"

HoroBop Ne 4855 56¢/027-1-3200-20 ot 08.12.2020 ¢ http://znanium.com
OO0 "3HAHUYM" C «18»12.2020 . mo «17»12.2021 r

JHoroBop Ne 56¢/027-1-3026-21 ot 22.12.2021 ¢ OO0 https://znanium.com/
"SHAHUYM" C «15»12.2021 . mo «31»12.2022 ¢

Horosop Ne 36¢/027-1-2586-22 ot 07.12.2022 ¢ OO0
"SHAHUYM" C «20»12.2022 . o «31»12.2023 r

00O "NU3nareancTBo Jlanp"

Horosop Ne 027-1-0234-21 ot 18.02.2021 rona ¢ OOO  |e.lanbook.com
"U3narensctBo Jlanp" C «22 » 02.2021r mo « 21»
02.2022r

Horosop Ne 027-1-0234-21 ot 18.02.2021 roga ¢ OOO
"OBC Jlanp" C «22 » 02.2021r. mo « 21» 02.2022

Horosop Ne COb 027-0-0400-21 ot 15.09.2021 rona c
000 "9BC Jlanp" C «15 » 09. 2021r. mo « 14» 09.2024

Horosop Ne 027-1-0169-22 ot 07.02.2022 roga ¢ OOO
"U3narensctBo Jlanp" C «22 » 02. 2022r. o « 21»
02.2023r

Horosop Ne 027-1-0168-22 or 07.02.2022 roga ¢ OOO
"OBC Jlanp" C «22 » 02.2022r. mo « 21» 02.2023

000 "DuexTponnoe W31aTeabcTBo FOPAUT"

DnextpoHHas 6ubmroreyHas cuctema FOPAWIT. DBC http://biblio-online.ru,
"Jlerennapubie KHUTH" https://biblio-

online.ru/catalog/legendary
Joroop Ne 027-1-3191-20 ot 04.12.2020r OOO https://urait.ru/

"DNeKTpOHHOE U3AATEIILCTBO FOPAUT" g CITIO C
«04»12.2020 1. mo «03»12.2021

Joroop Ne 027-1-3194-20 ot 04.12.2020r. ¢ OOO https://urait.ru/
"Onexrponnoe uznarenbctBa KOPAUT" C «04»12.2020 1.
mo «03»12.2021 r

Joroop Ne 027-1-3034-21 ot 03.12.2021r OOO https://urait.ru/
"Onexkrponnoe uznarenbctBo FOPAUT" C «04»12.2021 1.
mo «03»12.2022 r
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Horosop Ne 150-1-3269-21 ot 10.12.21 OOO https://urait.ru/
"Onexrponnoe uzaarenbctBo FOPAUT" niis CI1IO

Joroop Ne 027-1-2554-22 ot 01.12.2022r OOO
"Onexkrponnoe uznarenbctBo FOPAUT" C «04»12.2022 1.
no «03»12.2023 r

Horosop Ne 5537 ot 25.11.2022 OOO "2nexTpoHHOE
n3narenscTBo JOPAUT" noiga CITIO

JuieKTpoHHas Oudamoreka MAU

OnekrponHas 6ubnmuoreka MAU (cooctBerHocth MAN). |https://elibrary.mai.ru/MegaPro/We
JInnensuonnslii orosop Ne 0267-HNUY-13 ot b
11.12.2013 . ¢ OO0 "ara Dkcmpecc "Ha IpaBo
UCIIOJIb30BaHUs Nporpammsl 111 OBM
ABTOMaTH3MpPOBAaHHAS MHTETPUPOBAHHASI OMOIHOTEUHAs
cucrema (AUBC) «Merallpo» (ans pa3mereHus
OnexTpoHHON OubOMMoTeKn MAI)

dueKkTpoHHasi Onbamnorexka Koncopunyma apoxkocmMuueckux By3os Poccun

OnexrpoHHas 6ubnmoreka Koncopumyma
a’pOKOCMUYECKUX By30B Poccun.

Comnamenne o co3nanuu Koncopimyma By30B Poccun
"HanwmonanbHbIi 00BETMHEHHBIA a9POKOCMHUYECKUIN
yHuBepcutet” ot 03.09.2012 r. JloroBop 0 ceTeBoM
B3auMonencTsuu ot 15.12.2014 r.

Cornamenue ot «03»09.2012 r. 6eccpouHo

buboaunoreka POPU

Bu6nuoreka POOU |http://www.rfbr.rw/rffi/ru/library

Ennnoe okHO 10cTyna Kk o0pa3oBare/ibHbIM pecypcam
Ennnoe okHO JocTyna K 00pa3oBaTelIbHBIM pecypcaM |http://window.edu.ru/

Polpred.com
Polpred.com. O630p CMU |http://p01pred.c0m
00O "PYHOB"

Horosop Ne 027-1-3051-20 ot 07.12.2020 ¢ OOO http://elibrary.ru

"PYHDB" C «07»12.2020 r. o «06»12.2028

Horosop Ne 027-1-2895-21 ot 03.12.2021 ¢ OOO
"PYHDB" C «03»12.2021 r. mo «02»12.2039

Jorosop Ne 027-133215-22 o1 20.12.2022 ¢ OOO "HOB"
C «20»12.2022 1. o «19»12.2030

00O "HannonanbHblii nugposoii pecypc "Pykont"

JHoroBop Ne PKT-054/20/027-1-1129-20 ot 30.05.2020 ¢ |http://text.rucont.ru/
OO0OO "HanmonanesHserii mudpoBoit pecype "Pykont" C
«01»06.2020 . mo «31»05.2021 r

Horoop Ne 027-1-1235-21 ot 01.06.2021 ¢ OOO https://text.rucont.ru/
"Hanwmonanenerit iudpoBoit pecype "Pykont" C
«01»06.2021 r. mo «31»05.2022 r

Horoop Ne 027-1-1467-22 ot 09.06.2022 ¢ OO0 https://text.rucont.ru/
"Hammonanenerit iudpoBoii pecype "Pykont" C
«01»06.2022 r. mo «31»05.2023 r
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oI'BY "PI'B"

JloroBop o npenocrasieHnn qocryna k HarmonaneHoit  |http://H30.pd
anektporHoi 6udbnuoreke (HOB) Nel01/HDb/2139 ot
13.11.2018r. ¢ ®I'BY" PI'B" C «13»11. 2018 . mo «12»
11. 2023

HIT HOUKOH

Cornamenne Ne 715 1C-2011 ot 16.05.2011 o http://archive.neicon.ru
corpynandectse B Koncopimyme HOUKOH C «16»
05.2011 r ¢ aBTOMAaTUYECKUM TTPOJJIEHUEM
Harnmonanpuag noamnucka Ha-2021 r ¢ POOU
T'ocynapctBennoro 3aganust Ne 075-00011-20-00

Web Of Science- https://apps.webotknowledge.com https://apps.webofknowledge.com
Scopus- http://scopus.com http://scopus.com
Elsevier-http://www.sciencedirect.com, http://www.sciencedirect.com,
http://www.elsevierscience.ru/products/science-direct, http://www.elsevierscience.ru/
https://www.elsevier.com/solutions/sciencedirect/content/ |products/science-direct,
journal-collections, https://www.elsevier.com/solutions
https://www.elsevier.com/solutions/sciencedirect/content/ |/
backfile-collections sciencedirect/content/journal-collec
tions,

https://www.elsevier.com/solutions
/sciencedirect/content/backfile-

collections
http://rd.springer.com,
http://www.springerprotocols.com
Maremarudeckas 6aza nanabix zbMATH: http://zbMATH.org
http://zbMATH.org
American Chemical Society (ACS)- https://www.acs.org/content/acs/
https://www.acs.org/content/acs/en.html en.html
American Institute of Physics (AIP)- https://www.scitation.org/

https://www.scitation.org/
American Physical Society- https://journals.aps.org/about |https://journals.aps.org/about

EBSCO Publishing (baza CASC)- http://search.ebscohost.com
http://search.ebscohost.com
Cambridge University Press (CUP)- https://www.cambridge.org/core

https://www.cambridge.org/core
IEL m3narennctBa IEEE (Institute of Electrical and https://ieeexplore.ieee.org
Electronics Engineers , Inc.)- https://ieeexplore.ieee.org
INSPEC xomnanuu EBSCO- INSPEC

Institute of Physics (IOP) u3marensctsa IOP Publishing- |https://iopscience.iop.org/
https://iopscience.iop.org/

MathSciNet American Mathematical Society- https://www.ams.org/home/page
https://www.ams.org/home/page
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Optical Society of America (OSA)-
https://www.osapublishing.org/about.cfm

Oxford University Press-
https://academic.oup.com/journals/

ProQuest Dissertations & Theses Global-
https://search.proquest.com/index

ORBIT Intelligence - 6a3a nanapix QUESTEL-
https://www.orbit.com/

SAGE Publication- https://journals.sagepub.com/

Annual Reviews Science Collection (AR)-
https://www.annualreviews.org

JSTOR- www.jstor.org

Wiley. John Wiley & Sons.-
https://onlinelibrary.wiley.com/

Haunnonaanuasa noanucka Ha 2022 r ¢c POOU
T'ocynapcTBeHHOro 3a1aHus

Springer Nature:

1. eBoock Collection: xypHaibl, KHUTH -
https://link.springer.com

2. Konnexiust )KypHasioB 1 6a3bl JaHHBIX Springer
Nature: https://link.springer.com

Begell House Inc.

https://www.dl.begellhouse.com/collections/6764f0021c0
5bd10.html

China Academic Journals |(CD Edition) Electronic
Publishing House Co., Ltd: https://ar.cnki.net/ ACADREF
Institute of Electrical and Electronics Engineers:

https://ieeexplore.ieee.org/Xplore/home.jsp;
https://ieeexplore.ieee.org

EBSCO. https://www.search.ebscohost.com/
INSPEC:

1. baza gannbix Academic Search Premier

2. baza mausbpix eBook Academic Collection

3. eBook EngineeringCore Collection

ORBIT Intelligence |— 6a3a nanueix QUESTEL:
https://www.orbit.com/

SAGE https://journals.sagepub.com/
Publication:

Wiley: |https://onlinelibrary.wiley.com/

https://www.osapublishing.org/abo
ut.cfm
https://academic.oup.com/journals/
https://search.proquest.com/index

https://www.orbit.com/

https://journals.sagepub.com/
https://www.annualreviews.org

WWW.jstor.org
https://onlinelibrary.wiley.com

https://link.springer.com

https://www.dl.begellhouse.com/
collections/
676410021c05bd10.html

https://ar.cnki.net/ ACADREF
https://ieeexplore.ieee.org/Xplore/
home.jsp;

https://ieeexplore.ieee.org
https://www.search.ebscohost.com/

https://www.orbit.com/

https://journals.sagepub.com/

https://onlinelibrary.wiley.com/
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8. METOANYECKUE YKA3ZAHUA IS OBYUYAIOIIUXCA 110
OCBOEHHIO JUCIIUIIJINHbI

D deKkTUBHBIM CITOCOOOM Pa3BUTHS TBOPUYECKHUX CIIOCOOHOCTEH CTYJICHTOB MPHU U3YUECHUHN
JUCLUILTMHBI SBJISIETCS CaMOCTOsITeNIbHAs paboTa, KOTopasi HalleJieHa Ha MPopadboTKy
CTyJIEHTaMH MaTepHasia MpOoIIeIINX KOHTAKTHBIX 3aHATUH U MOATOTOBKY K MPEICTOSLIIIM
3aHATUSM.

CamocTtosiTenbHast paboTa CTyJ€HTOB IPOBOJIUTCS UMH B COOTBETCTBUU C COOCTBEHHBIMU
BO3MOXKHOCTSIMH. MOXHO, OZJHAKO, PEKOMEHI0BATh TPYIIIOBOE U3yUCHHE MaTepUaOB,
o0ecreurBaroIee COBMECTHYIO pa0OTy HECKOJIBKUX CTYIEHTOB, YTO MOJIOKHUTEIBHO BIUSET HA
Ka4eCcTBO MPOpadOTKH MPOrpaMMbl Kypca.

B To ke BpeMs BbICOKasl CTENIEHb YCBOEHUS U3y4yaeMOU TUCIUIUINHBI JOCTUTAeTCs pU
MTOCTOSTHHOM paboTe CTYACHTOB HaJl TEKYIIIMM MaTrepuaioM. B 3To# CBs3M jkenaTebHa
npopaboTKa JIEKIIMOHHOTO Marepuaia B JIeHb €0 IPOYTEHUs, UTO ITO3BOJISIET, BO-TIEPBBIX,
OTIepaTUBHO (Ha CJEIyIOIIeH JeKIIMN) CHUMAaTh BOSHUKAIOIINE BOMIPOCHI U, BO-BTOPBIX,
co3/1aBaTh Oarak 3HaHUW MO JUCIUIUIMHE 3300 IO TPOMEXYTOYHON aTTeCTALIHH.

[Ipu MOArOTOBKE K MPAKTUUECKUM 3aHATHUSAM TakKe He0OXoIuMa NpopadoTKa JEKIIMOHHOTO
MaTepuaia. To MO3BOJIUT OCO3HAHO pabOTaTh C MpeAaraéMbIM MaTepHUaioM MPEToAaBaTeIeM
Ha MPaKTUYECKOM 3aHATHUH, a, CIeI0BaTeIbHO, 3aKJIabIBaTh 0a3y METOIMK U MPUEMOB MIPH
pElIeHNN IPAKTUYECKUX 3aj1ay.

[Ipu uzyyennn mMatepuaia HEOOXOIMMO JIeIaTh aKLEHT He Ha 3a3yOpHMBaHUU MaTepHaa, a
Ha TIOHMMaHUue ero (pU3NUecKoil CyTH, YTO Pa3BUBAET MBIIICHUE U TTO3BOJISIET MTOHSTh
METOZ0JOTHIO N3y4aeMOU TUCIUTINHBI.

9. IEPEYEHb MH®OPMAIIMOHHBIX TEXHOJIOT U,
NCHOJIB3YEMBIX ITPU OCYIIECTBJIEHUUA
OBPA3OBATEJIBHOI'O NTPOLECCA 1O INCIHUIIVIMHE

JlucuuIuinHa OpeMHTHPOBaHA Ha IPUMEHEHNE KOMITBIOTEPHOH TEXHKH, PECypCOB
nH(pOpMaITMOHHO-TEJIEKOMMYHHUKAITMOHHOU ceTh "MHTepHeT", anekTponHoi oubamoreku MAU
JUTsI TIOUCKa, cOopa, XpaHeHus, 00pabOTKH | MpeACTaBICHUS HHDOPMAITHH.

Ilpozpammnoe obecneuenue, Hnmepnem-pecypcol, 31eKmponnvie OudIUOmMeyHble CUCIEMbL:
[TporpammHoe obecrieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;

— Comodo free firewall;

HNuTtepHeT-pecypcesl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com
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10. MATEPUAJTBHO-TEXHUYECKOE OBECIEYEHUE
JUCHUIIIAHBI

1. JIexuimoHHBIE 3aHATHA
1.1.  KoMmIIeKT 3JIeKTpOHHBIX MTPE3CHTAINI/CIaiiI0B.
1.2.  Ayautopwusi, OCHaIIEHHAs MPE3EHTAIIMOHHON TEXHUKOH (MPOEKTOP, IKPaH, KOMITHIOTED)

2. JlabGopaTtopHbie pabOTHI

2.1.  Ayautopwusi, oCHaIICHHAs! IPE3EHTAIIMOHHON TEXHUKOH (TIPOEKTOP, SKpaH, KOMITBIOTED).
2.2. TlepcoHanabHbIe KOMIBIOTEPHI — 27 pabOYMX MECT.

2.3. JlokanbHas BBIYMCIHUTENbHASA CETh C JOCTYNIOM B IHTEpHET.

3. IlpakTuueckue 3aHATHUS

3.1. KoMnplOTEepHBII Kiacc.

3.2. Ilpe3enrammoHHas TeXHUKA (MPOEKTOP, YKPaH, KOMITBIOTED).

3.3. Ilakets [10O o6mero Haznauenus (TexcToBbiid pexakTop — Microsoft Word),

3.4. Cnemumammsupoannoe [10: I1O qs mmdposanus va nety TrueCrypt, aHTHBUPYCHBIE
ytuuThl Kaspersky Virus Removal Tool, DrWeb Curelt, mexxcereBoii sxkpan Comodo free
firewall, omepannonnas cucrema Jyis mpoBeaeHus aynuta 6e3onacuoctu Kali Linux.
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Hpnnoxenne 1
K padoueii nporpaMMe JUCHUTIJIHHBI
«3amuTa nHOOpMAaITUN

AHHoOTauus padoyeil MporpaMMal

JucuumuinHa "3ammra uHGopmanuun" sisercs yacTtbio "bioka 1 Jucrummunasr"
JMCLUIUIMH TIOATOTOBKU CTYACHTOB 10 HampasieHuto noarotoBku 09.03.01 "Mndopmaruka u
BBIUMCIUTENbHAS TeXHUKA". JluciuminHa peanusyercs Ha "MOCKOBCKOIO aBUalluOHHOTO
MHCTUTYTA (HAIIMOHAIBHOTO MCCIIEI0OBATEIbCKOTO YHUBEpcuTeTa)" Kadeapoii (kapeapamu) .

JlucuumuinHa HaresieHa Ha popMupoBaHue cienyromux komnerenuii: OITK-5.

ConeprkaHne AMCLUIIIIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBSI3aHHBIX C: - OCBOCHUEM
NOHATUI HH(pOpMaMOHHAsE 6€30MaCHOCTh, KOH(DUICHINAIBHOCTb, IIEIOCTHOCTbD, JOCTYITHOCTh
uH(pOpPMaLUH, yrpo3a, aBTOMAaTU3UPOBAHHAS CUCTEMa, HECAHKIIMOHUPOBAHHBIN TOCTYII,
aJIMUHUCTpaTop 0€30MaCHOCTH, OJIUTUKA O€30MTaCHOCTH, PEXKUM Pa3TPAHUUYCHUS TOCTYyIA,
ME)KCETEeBBIE KPaHbl, CHCTEMbI OOHAPY)KEHUS BTOP)KEHUH, KilacCU(hUKAIIUH YSI3BUMOCTEH
IPOrpaMMHOTr0 o0ecriedeHus1, ayTeHTH(PHUKALNS, HASHTU(DUKAIUS, aBTOPU3ALINS;
- U3yYeHHEM OCHOBHBIX NMPHHLUIOB oOecneueHns HH(POPMALMOHHOM O€3011aCHOCTH, TUIIOB
MEKCETEeBBIX IKPAHOB, KJIaCCH(PHUKALUK yrpo3 HH(OPMALUHY, TPYIIIBI TIEPCOHAIBHBIX TAaHHBIX,
KaTeropuy BPEJOHOCHOTO MTPOrpaMMHOI0 oOecrieueHusl, Ha3HaYeHUEe U OCHOBHbIE (DYHKIIUU
DLP-cuctewm;
- IPUMEHEHHEM CKaHEepPOB YSA3BUMOCTEH 1 0OHApyKeHHS TEKYLIUX YSI3BUMOCTEH B
MH(POPMALMOHHBIX CUCTEMAX, MTOJyYeHHE HABBIKOB MOJICTUPOBAHHUS JIOKAIBbHBIX KOMITBIOTEPHBIX
cereli ¢ ucnosnb3oBanuem cpeasl CISCO Packet Tracer;
- MOJTyYCHUEM HaBBIKOB Pa0OTHI C NMap — HHCTPYMEHTOM HCCIIEIOBAHUS U ayuTa 0e301MacHOCTH
CETH, ABJIAIOLIMMCS TaKkKe CKaHEPOM IIOPTOB;
- OCBOCHHUEM pa3IMYHBIX TUIIOB aHTUBUPYCHBIX MIPOTPaMM U YTHIIUT /7151 OOPBHOBI ¢
BPEIOHOCHBIM IPOTPaMMHBIM 00€CTIEUeHUEM;
- U3y4YEHHEM IIPUHILIUIIOB YCTAHOBKH U HACTPONKH COBPEMEHHBIX MEXKCETEBBIX IKPaHOB Ha
npumepe Comodo free firewall.
- IOJTyYeHHUEM 3HAHUN 0 MeXIyHapoaHbIX cranaaprax, [OCTax u genepaibHbIX 3aKOHAX
Poccuiickoit denepannu B 00JaCTH 3aIIUTHI HHPOPMALIUH.

[IpenonaBanue AUCHUILTUHBI IPEyCMaTPUBACT CIIEAYIONIE (HOPMbI OPTaHU3AIH
yuebHoro nporecca: Jlekuus, Jlaboparopnas padora.

IIporpaMMo# IUCHUIUIMHBI IPEAYCMOTPEHBI CIEYIOIINE BUIbI KOHTPOJIS: IPOMEXYTOUHAS
arrectanus B popme Dx3ameH (8 cemectp).

OO01mast TpPyI0eMKOCTh OCBOCHHUS JUCIUILTAHBI COCTABISIET 4 3a4eTHBIX equHuIl, 144 Jacos.
[TporpamMmoii TUCIMITIIMHEI IPEyCMOTPEHBI JIEKIIMOHHBIE (32 yacoB), taboparopHble (32 yacoB)
3aHATUA U (44 4aCOB) CaMOCTOSATEIHHON PabOTHI CTYIACHTA.
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Hpnnoxenue 2
K padoueii nporpaMMe JUCHUTIJIHHBI
«3amuTa nHOOpMAaITUN

IIpukpensieHHbie Paitabl
Jx3ameH (8 cemectp).pdf
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Jk3ameH (8 cemectp).pdf

[Tpumepsl BOITPOCOB, 33/1aBa€MbIX B paMKax KOHTPOJIS:

1.

SER

Xapakrepuctuka crangapta [OCT P MCO/M3K 15408.

Cratuyeckue U JUHAMHYECKHE METO/Ibl OMOMETPUUECKON UACHTU(DUKAIIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHIum padboThl, OCHOBHBIC TOHSTHS.
OnHOCTOpPOHHS X3MI-(QYHKIHS. TalHKECT COOOIIEeHHS, MpUMEeHEeHHe coBMecTHO ¢ DIIIT.
Bpenonocnoe I10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunnun paGoTsl, OCHOBHBIE ITOJICHCTEMBI.





