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PABOYASA ITPOTPAMMA JINCIUTIIJIMHBI

Pa3znesibl paGoueii mporpamMmmbl
1. Ilenu ocBOCHUS AUCHUILTUHBI. [lepedeHb IaHuPyEeMbIX pe3yIbTaTOB 00yUeHHs.
2. MecTo AUCIUIUTHHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOTPAMMBI.
3. Crpykrypa 1 conep>kaHnue AUCLUILINHBIL.

4. TlepeyeHb y4eOHO-METOTUIECKOTO O0CCIICUEHUS IJIsi CAMOCTOSITENILHON pabOThI
00y4Yaromuxcs 1Mo AUCHUTUIIHHE.

5. @POoHA OLEHOYHBIX CPEACTB JIs IPOBEACHUS IIPOMEKYTOUHOM aTTeCTalUU
00y4YarOLINXCs 110 TUCIUIUIUHE.

6. IlepeueHb OCHOBHOM U TOTIONIHUTEIBHON y4eOHOM TUTEepaTyphl, HEOOXOJUMOM IS
OCBOCHHSI TUCIIUILIIHHBI.

7. Tlepedenp pecypcoB HH(POPMAIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn « HTepHEeTY,
HEOOXOMUMBIX JIJISl OCBOCHUS AUCIUILTUHBIL.

8. MeToaudeckue yka3aHus JJIs 00yJaroIIuXCs 10 OCBOCHHUIO TUCITUTIIINHBI.

9. Ilepeuenb HHOOPMALMOHHBIX TEXHOJIOTHA, UCTIOIB3YEMbIX MIPH OCYIIECTBICHUH
00pa30BaTeIbHOTO Mpoliecca Mo AUCIUILIHHE.

10. Onucanne MaTepuaIbHO-TEXHUIECKOM 0a3bl, HEOOXOAMMOM ISl OCYIIIECTBICHUS
00pa3oBaTeIbHOTO MPOIIECCca MO AUCIUIUIHHE.

Ipuioxkenus k padoyeil mporpaMMe QM CHUATIINHbBI
[Tpunoxenue 1. AnHOTaMs paboyeil mporpamMmbl
[Tpunoxenue 2. [IpukperneHusie Gaitipt

[Tporpamma cocraBieHa B coorBeTcTBHU ¢ TpeboBanusaMu CYOC MAMU, pa3paboTaHHOTO Ha
ocaoBe ®I'OC BO (3++) no nanpasneruto 09.03.01 Mudpopmarika 1 BEIYUCTUTENbHAS TEXHUKA

ABTOpPBI IPOTPaMMBbIL:

VxanoBa A. M.

3aBeayromuii odecneunBaromieii kapenpoit MCullT

[Tporpamma omoOpeHa:

3aBenyromnuii BeITycKaromiel kadenpoit
MCullT Hupextop Bbimyckatomero guinuana CT
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1. HEJX OCBOEHUS JUCIHUIIJIMHBI. IIEPEUYEHD
IIJIAHUPYEMBIX KOMIIETEHIIU U PE3YJIBTATOB

OBYYEHMUA.

[{enmpr0 OCBOCHMS TUCIMIUIMHBI 3aIUTa HHPOPMAITUH SBISETCS TOCTHKEHUE CIICTYIOITHX

pesynbratoB ocBoeHusA(PO):

N Mudp

Pe3yabTar 00yueHust

1 3-1(OTIK-5.1)

3HaTh MPUHIMIBI HHOOPMAITMOHHON U OMOInorpaduuecKoi
KYJIBTYPBI TIPH HCITOJIb30BAHUT
MHPOPMAITMOHHO-KOMMYHHUKAITUOHHBIX TEXHOJIOTHHA

2 V-1(OIIK-5.1)

YMeTh MPUMEHSITh OCHOBHBIC TIPaBUiIa COOIOCHUST aBTOPCKOTO
npaBa u TpeboBaHU HHPOPMAITMOHHOM O€301TaCHOCTH

3 V-2(OIIK-5.1)

YMeTh NpUMEHSTh 3HAHUS AJIS1 PELIEHUS] TUTTOBBIX HHXEHEPHBIX
3aja4 B 00nactu ”HPOPMATUKH U BEIYUCITUTENIbHON TEXHUKU

4 B-1(OIIK-5.1)

Brnanets OCHOBHBIMH METOIaMH, CITIOCOOAMU M CPEICTBAMU
MOJTyYeHUSI, XpaHEHHUs, 00pabOTKH MH(MOPMAIIIH U C
WCTIOJIb30BaHUEM CTaHIAPTHBIX MAKETOB

5 B-2(OIIK-5.2)

Bnamers MeTomamMu 3ammTel HHGOPMAITIH JIJIsT
MPEIOTBPAICHUS HECAHKITMOHUPOBAHHOTO JOCTYyTIa

6 3-1(OIIK-5.2)

3HaTh OCHOBHBIC ATAITbI CO3/IaHUS CHCTEM 3aIUTHI
nHpopmarun

7 B-1(OIIK-5.2)

Bnaners HaBbIKaMu pabOThI B MHTETPUPOBAHHBIX CPEAax
MIPOrpaMMHUPOBAHUS C UCTIOJIb30BaHHEM OMOIHOTEK

8 3-1(OIIK-5.3)

3HaTh OCHOBHBIE CITOCOOBI TTOMCKA TPOodecCHoHATBHOM
nH(popmMaIuu Ha OCHOBE HHPOPMAITMOHHOHN 1
OoubamorpaduuecKoit KyJabTyphbl, C y4€TOM COONTIOICHUS
aBTOPCKOTO TIpaBa

9 3-2(OIIK-5.3)

3HaTh BO3MOXHBIE HCTOYHUKH, PUCKU B (DOPMBI aTak Ha
nH(}OpMaIIIo, OCHOBHBIE 0COOCHHOCTH TIOJTUTUKH
0€30macHOCTH, TEOPETUICCKUE OCHOBBI KpUTITOTpadun

[Tepeuncnennsie PO sBisitoTCS OCHOBOM 1151 POPMUPOBAHUS CIEAYIOUIMX KOMITETECHIIUMA:

N Mudp

KoMmnerenuus

1 OIIK-5

Criocob6eH pemaTh CTaHAAPTHBIE 3a7a41 TPodeCcCHOHATBHOM
JesITeTbHOCTH Ha OCHOBE MH(OPMAIIMOHHON 1
OoubamorpaduueCcKoit KyJabTyphl C TPUMEHEHUEM
MHPOPMAITMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTHIA U C YUIETOM
OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOM 0€30MaCHOCTH

NuankaTopbl 1OCTHKEHUS KOMITETEHITUH, CITy)Kallue Ui TPOBEPKU C(HOPMUPOBAHHOCTH
YaCTHU COOTBETCTBYIOLIEH KOMIIETCHIIUU:

N Mudp

Nuaukarop KoMneTeHuii

1 OIIK-5.1

JleMOHCTpHUpYeT 3HaHUE MPUHIUIIOB HH()OPMAIIMOHHOHN U
O6ubnuorpapuveckoil KyJabTypbl, METOZOB U CPEJICTB PEIICHUS
CTaHJAPTHBIX 337a4 NPo(hecCHOoHaIbHOM IEeATENTBHOCTH C
IpUMEHEHHEM MH(POPMAITIOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPeOOBaHHMA
MH(POPMALMOHHOM 0€30MaCHOCTH
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PemraeT cranmapTHbie 3aa4u MpoheCcCHOHATBHOM
JesITeIbHOCTH HAa OCHOBE MH(OPMALIMOHHOM 1
O6ubnuorpauveckoil KyabTypsl C IPUMEHEHHEM
MH(POPMALMOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHH U C y4EeTOM
2 OIIK-5.2 OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHOM 0€30MacCHOCTH

[Tpon3BOAUT MOUCK U aHATN3 MH(OPMAIMU AJIS TIOATOTOBKU
JOKYMEHTOB, 0030pOB, pedepaToB, JOKIAIA0B, MyOIUKaUl, HA
OCHOBE MH(OPMALMOHHOM 1 6ubIHOTrpaduIecKoi KyabTyphl, C
Y4eTOM COOJIOJICHHSI aBTOPCKOTO MpaBa U TpeOOBaHMI

3 OIIK-5.3 MH(POPMALMOHHOM 0€30MaCHOCTH

2. MECTO JUCIMII/IMHBI B CTPYKTYPE
OBPA3OBATEJBHOM ITPOI' PAMMBI.

JucuuiuinHa 3amuTa vHGOpMAaIUY SBISETCS MPEAIISCTBYIOIIEH U MOCIeAYIOmEen s
CJIEYIOIIUX TUCLMILINH:

N IIpenmecTByromme THCHUTINHBI ITocaenyromme qTUCHUTINHBI
BBenenue B aBUAlIMOHHYIO U
| |pakeTHO-KOCMUYECKYIO TEXHUKY Wrorosas roc. arrecranus

3. CTPYKTYPA U COAEPKAHUE JTUCIHUITJIMHBI

OO01mas TpyI0eMKOCTh IPAKTUKH COCTABISAET S5 3aueTHhIX(bIe) equHuI(bl), 180 vaca(o).

Bcero ¢
IIpaktnu. |JIaGopart. CPC Bcero [3xk3amMenamu
3aHATHSA | padoThI 4acoB |

KYPCOBBIMH

Monyiab Paznen Jleknun

Metonsl 1 OCHOBHBIE ITIOHITHUSA 4 0 0 2 6 180
CPEICTBA 3aIUTHI |U ONPEACTCHUS
KOMITBIOTEPHOM Kypca.
unpopmanuu (7  |Knaccuduxanus
CEeMecTp). yIrpo3
UH(POPMAITMOHHON
0€30MacHOCTH.

®denepanbHble 4 0 0 2 6
3aKkoHbI PO B
00JIaCTH 3aIUThI
UH(pOpMaLnH,
crangaprtsl Ub.
PyxoBopsmue 4 0 0 2 6
nokyMeHTsl @CTOK
Poccun.
AyTeHTuukanys, 2 0 0 4 6
uaeHTUuGUKaIms,
aBTOpU3ALIUS.
IIpoTokoiibl ceTeBoit 0 4 4 12 | 20
ayTeHTU(HUKALHH.

OcHoBBI 0 0 0 14 | 14
Kpunrorpadumu,

UHPPACTPYKTypa
OTKPBITBIX KJIFOUEH.
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Bpenonocnoe 0 0 12 14 | 26
IPOrpaMMHOE
obecrieueHue.
MexceTeBbie 0 0 8 24 | 32
JKpaHsbl.
Knaccudukarmm 0 0 0 20 | 20
YSI3BUMOCTEH.
Cucremsl
oOHapyXeHUS
Brop>keHuit IDS/IPS.
DLP-cucremsl, 0 0 0 8 8
DMZ, DPI, aynut
UBb, TectupoBanue
Ha MPOHUKHOBEHHUE,
WAF.
Bcero 14 4 24 102 | 144 180
3.1. Jlekuuu
Ne Oo6bem
/1 Pa3zgen nucuunanHbI JaCOB Tema JeKnuu
1|1.1.0cHOBHBIE TOHATHUS U 4 OCHOBHBIE TIOHATHS U ONPEACICHUS Kypca.
OIIpeNeNIeHUs Kypca. Knaccudukanus yrpo3 napopmaimoHHOH
Knaccudukarus yrpos 0€30MacHOCTH.
MH(POPMALTMOHHON
0€30MacHOCTH.
2|1.2.®enepasibHbIEC 3aKOHBI 4 ®enepanbHble 3aKoHBI PO B 0011acTH 3aUTHI
P® B obOmacTu 3amuThI uHpopmarun, ctaunaptel Ub.
UH(POPMAaLIUH, CTAaHAPTHI
Ub.
3|1.3.PykoBopsiiue 4 PykoBonsiue gokymentst @CTIK Poccun.
nokymeHTsl @CTIOK Poccun.
4|1.4.Ayrentudukarnus, 2 AyTeHTu(uKays, HACHTUDUKAIINA,
uaeHTUDUKAIIHS, aBTOpHU3ALIUS.
aBTOpHU3ALHS.
5|1.4.Ayrentudukanus, AyTteHnTuduKanus, nIeHTU(DUKALINS,
uaeHTUDUKAIIHS, aBTOpU3ALUS.
aBTOpHU3ALUS.
6|1.5.1IpoTtokossl ceTeBoi [IpoToKoIbI ceTeBoii ayTeHTU(UKAIHH.
ayTeHTH(HKALINH.
7|1.5.1IpoTtokomnsl ceTeBoi [IpoTokoIbI ceTeBoii ayTeHTU(UKAIIH.
ayTeHTHU(HKALINH.
8[1.6.0cHOBBI kpunTOrpaduH, OcHoBbI Kpunrorpaduu, HHPpacTpykTypa

MHPPACTPYKTYpPa OTKPBITHIX

OTKPBITBIX KJIFOUEH.

KIIIOYEH.
911.6.0cHOBBI KpUnTOrpaduH, OcHoBbI Kpunrorpaduu, HHPpacTpykTypa
MHPPACTPYKTYPa OTKPBITHIX OTKPBITBIX KITIOUEH.
KITIOueH.
10|1.6.0OcHoBBI KpunTorpapuu, OcHoBbI Kpunrorpaduu, HHPpacTpyKTypa

MHPPACTPYKTYPa OTKPBITHIX

KJIIOYEH.

OTKPBITBIX KJIFOUEH.
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11

1.6.0cHoBBI KpunTOrpadum,
UHGPACTPYKTypa OTKPBITHIX
KITFOYEH.

OcHoBbI kpunTorpaduu, UHOPaACTPYKTypa
OTKPBITHIX KJIHOYEH.

12

1.6.0cHoBBI KpunTOrpadum,
MHPACTPYKTypa OTKPBITHIX
KIIFOYEH.

OcHoBbI kKpunTorpaduu, UHOPaACTPYKTypa
OTKPBITBHIX KJIHOYECH.

13

1.7.BpenonocHoe

nporpaMMHoOe o0ecreueHue.

BpenoHocHoe iporpaMMHOe 00ecrieueHHe.

14

1.7.BpenonocHoe

nporpaMMHoOe o0ecreueHue.

BpenoHocHoe nporpaMMHOe 00ecTrieueHHe.

15

1.7.BpenonocHoe

nporpaMMHoOe o0OecreueHue.

BpenoHocHoe porpaMMHOe 00ecTrieueHHe.

16

1.7.BpenonocHoe

nporpaMMHoOe o0OecrieueHue.

BpenoHocHOe iporpaMMHOe 00ecTrieueHHe.

17

1.8.MesxceTeBble SIKpaHBbI.

MexceTeBble SKpaHBbl.

18

1.8.MesxceTeBble SIKpAHBbI.

MexceTeBble SKpaHbl.

19

1.8.MesxceTeBble SIKpaHBbI.

MexceTeBble SKpaHBbl.

20

1.8.MesxceTeBble SKpaHBbI.

MexceTeBble SKpaHbl.

21

1.8.MesxceTeBble IKpAHBbI.

MexceTeBble SKpaHBbl.

22

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOPKCHUM
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
oOHapy>xeHus Brop>kennit IDS/IPS.

23

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOPKCHUM
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
oOHapy-xenus Brop>kennit IDS/IPS.

24

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOP>KCHUI
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
obHapy>xenus Bropskennii IDS/IPS.

25

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOP>KCHUI
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
oOHapyxenus Bropskenuit IDS/IPS.

26

1.10.DLP-cucremsr, DMZ,
DPI, aynut UB,
TECTHPOBaHUE Ha
npoHukHoBeHune, WAF.

DLP-cucremsr, DMZ, DPI, aynut Ub,
TECTUPOBaHUE Ha MpOHUKHOBeHUE, WAF.

HTroro:

14
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3.2. Conep:xanue JeKI Uil

1.1.1. OcHoBHBIC OHATHSA H onpeneeHus Kypca. Kinaccunpunkanus yrpos

uHpopmaunonHoii 6ezonacHoctu. (A3: 4, CPC: 2)

Tun aexkuuu: WHbopmannoHHas IeKuus

dopma opranuszanum: Jlexuus

Onucanme: Omnpenenenus «MubopmanmonHast 6€30-IaCHOCTHY,
«KOH(PUICHINATBHOCTBY, IEIOCTHOCTHY, «I0CTYITHOCTh HH(POPMa-IIUN»,
«yTpo3ay», «aBTOMAaTU3MPOBAHHAS CUCTEMay, BUbI 3AIIUTHI HHPOPMAIUH,
LEJIN 3AIMUTHI THPOPMAIUH, TOHATHUS «yrpo3a by, «Moaens yrpos»,
Kiaccuukaius yrpo3 nH(GOpMaMOHHOM 6e301MacHOCTH.

1.2.1. ®dPeaepanbHblie 3ak0HbI P® B 00s1acTH 3amuThHI MHGOpManuu, cranaaprel Ub.

(A3:4,CPC:2)

Tun nexkumu: HpopmanonHas ek

®opma opranuzanum: Jlexuus

Onucanme: Kparkuit 0030p @3-149 «O06 undpopma-uuu, nHGopMaTU3aLKUU U 3aLTUTE
nHpopmaruny, ®3-152 «O nepcoHanbHBIX JaHHBIXY, DP3-98 «O
KoMMepueckoit TaitHey, ®3-63 «O0 MeKTPOHHON MTOAMUCHY, TIOHITHE
«cTtanmap™, cranaapT Munuctepcrsa o6oponsl CIIA «Kpure-pun
OIICHKU JOBEPEHHBIX KOMITbIOTEPHBIX cucTem», [OCT P UCO/MDK
15408 «KpuTtepuu omeHKH 6€30macHOCTH HH(GOP-MaIIMOHHBIX
TEXHOJIOTHIT», 0030p «MeTo-1070THH yIpaBieHus: HHPOPMAITMOHHBIMU
texHonorusimm» — COBIT 5, MexnyHa-ponHbie cTaHAApPThl MEHEI)KMEHTA
nHpop-marmonHoi 6ezonacHoctu cepuu ISO 27000, ctangapThl

opranuzanuu NIST B o6mactu Ub, nenu, 3aiaun u cTpykTypa cTaHaapra
banka Poccun CTO BP UBBC, Crangapt PCI DSS.

1.3.1. Pyxooasimue n1okymeHTbl @CTIK Poccuun. (A3: 4, CPC: 2)

Tun aexkuuu: WHbopMmannoHHas TeKuus

®opma opranuszanum: Jlexuus

Omucanne: Haznauenne @®CTOK Poccun, pynkumnn @CTIK Poccun, 0630p
PyxoBomsimux nokymeHToB «Kiaccudukanus mo ypoBHIO KOHTPOJIS
OTCYTCTBUSI HEACKJIAPUPOBAaH-HbIX BO3MOXKHOCTEY, «Knaccudukarus
aBTOMAaTH3MPOBAHHBIX CUCTEM U TPEOOBAHUS T10 3aIUTEe HHPOPMALIUNY,
«MexcereBble 5kpaHbl. [Iokazareny 3alMILEHHOCTH OT
HECAHKIIMOHUPOBAHHO-TO J10CcTyna K nHpopmanun», «CBT. ITokazarenu
sanmumeHHocTH o HCJI x uadopmarmm», kiaccuukanus cCucTeM
oOHapy>KeHHUsI BTOP)KEHUH, 0030p TpeOOBaHMIA TOCTAHOBICHUS
npaButenbeT-Ba PO Ne 1119 o1 01.11.2012 roma «O0 yTBepkIeHUU
TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX JaHHBIX IPU UX 00pabOTKE B
MH(POPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIXY.

1.4.1. AyrenTupuxanus, uaeHtupukanms, apropuzanus. (A3: 2, CPC: 2)

Tun nexkumu: HpopmanonHas JeKus
®opma opranuzanum: Jlexnus
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Onucanme: IloHsATUS «ayTeHTUDUKALUA», «UACHTU(DU-KALUI», «AaBTOPU3ALHS,
KJIaccupUKanus CpeACTB UACHTU(PUKAIIMKI U ayTCHTU(PHU-KAITUN C TOYKH
3peHUSI MPUMEHSIEMBIX TEXHOJIOTHH, JIEKTpOHHBIE Ki1toun Touch Memory,
texnonorust RFID, knaccuduka-must RFID-meTok, KapThl ¢ MAarHUTHOM
MOJIOCOM, IITPUX-KOJbI, OMOMETPHUS, CTATUYECKHUE U TUHAMUYECKHE
METOJIbl OMOMETPUIECCKON ayTCHTHU(HUKAIIHH.

1.4.2. Ayrentudukauus, uaeHtupurkanus, apropuzanusa. (A3: 0, CPC: 2)
Tun nexkuuu: MHpOpMaOHHAS JIEKIUSI
®opma opranmszanuu: CamocTosTenbHas paboTa

Omnucanme: [laposnbHas ayTeHTH(UKALUS, OHOPA30-BbI€ MAPOJIU, BAPHAHTHI
peam3ay CUc-TeM ayTeHTH(PHUKALNY 110 OTHOPA30BBIM MAPOJIISIM,
IByX(aKTOpHask ayTeHTU(PHUKA-LIUS, CMAPT-KapThl, KIIACCU(PHUKALINS
CMapT-KapT Mo croco0y oOMeHa CO CUUTHIBAIO-IIIUM YCTPOMCTBOM,
o0yacTu MpUMEHEeHHs CMapT-KapT, pyTokeH, e Token.

1.5.1. IIporokoJnl cereBoii ayrentupukanuu. (A3: 0, CPC: 2)
Tun nexkuuu: MHpOpMaOHHAS JIEKIUSI
®opma opranmszanuu: CamocTosTenbHas paboTa

Onucanme: IIporoxon ayrentudukanuu Kerberos, nonsrus ticket, Key Distribution
Center, mpOTOKOJIBI ayTeHTU(DUKAIMY TS YAAUIEHHOTO JOCTYIIA.

1.5.2. IIporokoJnl cereBoii ayrentupukanuu. (A3: 0, CPC: 2)
Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Omucanne: IIpotokon ayrentudukanuu RADIUS, nonarus kimuent RADIUS, cepsep
RADIUS, nocpennuk RADIUS, ciyx6a mpoBepKH MOJIMHHOCTH B
untepHere [AS.

1.6.1. OcHoBbI KpUNTOrpauu, HHPPACTPYKTYpa OTKPBITHIX KIK04eid. (A3: 0, CPC: 2)
Tun nexkumu: HpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: Ilonstue kpunrorpaduu, NPUHIUI CHMMETPUYHOTO MIU(POBAHUS,
HU(PPOBAHUS C OTKPHITHIM KIIIOYOM, MIOHSATUE «KIIIOW» B KpUITOrpaduu.

1.6.2. OcHoBbI KpUNTOrpauu, HHPPACTPYKTYpa OTKPBITHIX KIK04eid. (A3: 0, CPC: 2)
Tun nexkumu: HpopmanonHas JeKkus
®opma opranmsanuu: CamocrosTenbHas padoTa

Onucanme: Iludposas noamnucek, paboTa OTHOCTOPOHHEHN XAII-QYHKIUH, IU(POBBIE
cepTH(UKATHI KITFOUCH.

1.6.3. OcHoBbI KpUNTOrpauu, HHPPACTPYKTYpa OTKPLITHIX KIK04eid. (A3: 0, CPC: 2)
Tun nexkumu: HpopmanonHas geKus
®opma opranmsamuu: CamocrosTenbHas padoTa

Onucanme: Ilens DI Ha cepTudukare, pacnpocTpaHeHne cepTudUKaTos,
CepBEphI-AENO3UTapUN, OCHOBBI HHPPACTPYKTY-Pbl OTKPBITHIX KITIOYEH.
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1.6.4. OcHoBbI KpUNTOrpauu, HHPPACTPYKTYpa OTKPBITHIX KIK04eid. (A3: 0, CPC: 2)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanue: [loHATHS «LIEHTP cePTUDUKAINI, «CITUCOK OTO3BAHHBIX KITIOUCH),
paznuunbie Moaenu PKI.

1.6.5. OcHoBbI KpUNTOrpauu, HHPPACTPYKTYpa OTKPBITHIX KIK04eid. (A3: 0, CPC: 2)
Tun nexkumu: HpopmanonHas JTeKus
®opma opranmsanuu: CamocrosTenbHas padoTta
Onucanune: AyTeHTU(UKALMS C UCTIOJIB30BaHUEM CEPTHU(PHUKATOB OTKPBITOrO KIIFOYA.

1.7.1. BpenonocHoe nporpammHoe odecneuenue. (A3: 0, CPC: 2)
Tun nexkuuu: MHpOpMaOHHAS JIEKIUSI
®opma opranmszanuu: CamocTosTenbHas paboTa

Onucanme: IloHATUS «aHTUBHPYCHAs IpOrpaMMay, «BpeaoHocHoe 110y,
«KOMIIBIOTEPHBIN BUPYC», IPU3HAKH BO3MOKHOTO 3apaKEHUSI
KOMITBIOTEpA.

1.7.2. BpenonocHoe nporpammHuoe obecnedenue. (A3: 0, CPC: 2)
Tun nexkumu: HpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: OO030p BUPYCHOM aKTUBHOCTH 3a TEKYIIM IO/, KATETOPUH YTIPO3,
peKIaMHbIE IPOTPAMMBI.

1.7.3. BpenonocHoe nporpammHuoe obecnedenue. (A3: 0, CPC: 2)
Tun nexkumu: HpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: Backdoor-mporpaMmel, pUIIUHT, TpOrpaMMBI-ITYTKH, OOMaHHbIE
IPOTPaMMBEI.

1.7.4. BpenonocHoe nporpammHuoe obecnedenue. (A3: 0, CPC: 4)
Tun nexkumu: HpopmanonHas JgeKus
®opma opranmsamuu: CamocrosTenbHas padoTta
Onucanme: Bot-ceTu, 3KCIIONUTHI, (hapMUHT.

1.8.1. Me:xkcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI
®opma opranmsanuu: CamocTosTenbHast paboTa

Onucanme: [lonsrue «MexceTeBoOi SKkpaHy», PyHKIIHMH MEKCETEBBIX SKPAHOB,
croco0bI peanuzamnuu MD.

1.8.2. Me:kcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkuuu: MHpOpMaoOHHAS JTEKIUSI
®opma opranm3anuu: CamocTosTenbHas paboTa

Omncanne: OWIBTP NAKETOB, MPUHIUITEI 0OPAOOTKH MMAKETOB JaHHBIX B MO, TUITBI
MD cornacHo ypoBHsAM Moaenu OS], ynpasiissieMble KOMMYTaTOPBI.
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1.8.3. MekcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: CeteBble QUIBTPHI, CTaTUYECKAs (QUIBTPALUS B CETEBBIX PHIIBTPAX,
IJTI03bI CEaHCOBOTO YPOBHS, PUIIBTPHI KOHTPOJISI COCTOSIHUS KaHasa
CBSI3U.

1.8.4. MexkcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkmuu: MHpOpMaoHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Omucanne: [IpuHuun paboTsl GUIBTPA ¢ MHOTOCTYIEHUATHIM MTOPSIKOM
YCTaHOBIICHUS COCIMHEHUH, IIUTIO3bI, TPAHCIUPYIOIIUE aipeca WK
CETEBbIC MPOTOKOJIBI.

1.8.5. MekcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanmuu: CamocrosTenbHas padoTa

Onucanme: Pexumbl paboTs! 110308 NAT, mocpeIHUKY IPUKIIAAHOTO YPOBHS, TUIIBI
MOCPETHUKOB MPUKIIATHOTO YPOBHS, HHCIIEKTOPHI COCTOSIHUS, APYyTHe
BO3MOXHOCTH MDO.

1.9.1. Kaaccudukanuu ysizBumocreil. Cucrembl o0Hapy:keHusi Brop:xenunit IDS/IPS.
(A3: 0,CPC: 4)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTa

Onucanue: [loHATHS «YI3BUMOCTBY, «Ie(DEKT 0€30MaCHOCTHY, TUITBI KIIaCCU(PUKAIIHIA
YS3BUMOCTEH, pa3IMuHbIE KJIaCCU(UKAIIIN U PEECTPHI YA3BUMOCTEH,
kinaccudukanus BpeagonocHoro [10.

1.9.2. Kuaaccudukannu ysizBumocreil. Cucrembl o0Hapy:keHusi Brop:xenunit IDS/IPS.
(A3: 0,CPC: 4)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTa

Onucanme: Kiaccudukanus yszBumocteil nporpammubsix cucteM, NVD, CVE, CPE,
OSVDB, 6ronnerenu o 6e3omacaocty Microsoft, OroiteTeHn mo
oe3onacHocTu Adobe, peectpsl ysazBumocteit OC debian, ubuntu, redhat
linux, OWASP.

1.9.3. Kaaccuduxanuu ysispumocreii. Cucrembl o0Hapy:xeHusi Brop:xenuii IDS/IPS.
(A3:0,CPC: 4)
Tun aexknuu: WHbopmannoHHas TeKuus
®opma opranmszanuu: CamocTosTenbHas paboTa

Onucanne: Pycckosi3pIYHBIN peno3u-Topuit sizpika OVAL, GaHK 1aHHBIX yTpo3
6e3onacuoct nHpopmanuu ®CTIK Poccun, cuctemsl 00HApYKEHUS
BTOp>KEe-HUH (aTak), 11esib OOHApYKEHUS aTak, MPU3HAKHU aTak,
knaccupukanuss COA 1o NpUHIMITY peann3alnu.

Bepcusi: AAAAAATA8Mk Koga: 000196658



1.94. Kaaccuduxanuu ysispumocreit. Cucrembl o0Hapy:xeHusi Brop:xenuii IDS/IPS.

(A3:0,CPC: 4)

Tun nexkuuu: HMHPOpMaOHHAS JTEKIUSI

®opma opranm3anuu: CamocTosTenbHas paboTa

Onucanme: Pacnpenenénnsie COA (distributed IDS), komnonentst dIDS, cuctemsr
npenotBparnienus sropxenwnii (IPS), cuctemsr Security Information and
Event Management (SIEM), 3agauu cuctem SIEM, Bo3MOXXHOCTU cUCTEM
SIEM, ucToyHuKY JaHHBIX A1 cucTteM SIEM.

1.10.1. DLP-cucrembl, DMZ, DPI, aynut Ub, TecTupoBanne Ha npoHuKHOBeHHe, WAF.

(A3: 0,CPC: 4)

Tun nexkunu: HpopmanonHas JeKus

®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: HazHaueHnue DLP-cuctem, ctpykrypa DLP-cucrem, knaccuduxamms
DLP-cucrem no cnoco®y oOHapyKeHHUSI yTEUKH JAaHHBIX, TIEPEUCHb
KOHTPOJIMPYEMBIX JEHCTBUMN, AeMUuInTapu3oBanHas 30Ha (DMZ),
KoHUTypanus ¢ omHuM MD koHpuryparms ¢ AByMs MO, TEXHOIOTHs
DPI (Deep Packet Inspection), aynut UB, Buasr aynura b, TectupoBanme
Ha POHUKHOBEHHE, 00BEKTHI TECTUPOBaHUS, 3Tanbl aynuta Ub, nepeuens
ITO nyst o1IeHKH OCHOBHBIX (DYHKIIMI O€3011aCHOC-TH CETH, TEXHOIOTUS
WAF (Web Application Firewall), ocHOBHBIEC peKHUMBI pa3BePTHIBAHUS
WAF, Mmonenu 0e3omac-noctd WAF, ocHoBHBIE Bo3MOskHOCTH WAF.

3.3. [IpakTuYecKue 3aHATUSA

Ne Oo6bem
n/n Paznes qucummimHb 4yacoB HaumeHoBaHUe NPAKTHYECKOT0 3aHATHSA
1|1.5.ITIpoTokoibl ceTeBoit 4 Hactpoiika npoToKoi10B ceTeBOM
ayTeHTHU(HKALINY. ayTeHTU(HUKALHH.
Hroro: 4

3.4. Conep:xaHne NPAKTHYECKUX 3aAHATHI

1.5.1. Hacrtpoiika nporokoJ/ioB ceTeBoii ayreHTupukanuu. (A3: 4, CPC: 0)
®opma opranuszanun: [Ipakrnueckoe 3ansTue

3.5. JIaGopaTopHbie padoThI

Ne Oobem
n/m Pazgen nucuuninHbl 4acoB HaumeHoBaHue J1abopaTopHoii padoThI
1 |1.5.1IpoTrokosl ceTeBoi 4 MonenupoBaHue JI0OKaIbHbIX KOMIIBIOTEPHBIX
ayTeHTH(HKALINY. cereii ¢ ucnonb3oanueM cpensl CISCO Packet
Tracer (dactb 1).
2|1.5.1IpoTokomnsl ceTeBoi MopnenupoBaHue JTOKaTbHBIX KOMITBIOTEPHBIX
ayTeHTHU(HKALINY. cereii ¢ ucnonb3oanueM cpensl CISCO Packet
Tracer (4acto 2).
3{1.6.0cHOBBI kpunTOrpaduH, Vnanenue unpopmanuu, 3aTupaHme
MHPPACTPYKTYPa OTKPBITHIX CBOOOZHOTO MECTa, OUYUCTKA peecTpa, Co3JaHHe
KIIFOYEH. 3aIM(POBAHHBIX KOHTEHHEPOB.
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4(1.7.BpenonocHoe 12 [IprMeHeHre pa3IMYHbIX TUIIOB AHTUBUPYCHBIX

nporpaMMHoOe o0OecreueHue. MporpamMM U YTHIUT JJ1s1 00pHOBI C
BPEIOHOCHBIM MPOTPaMMHBIM 00€CIIEUEHUEM.
5|1.8.MexceTeBbie SKpaHbI. 8 N3ydeHne npuHIUIIOB YCTAHOBKU U HACTPOUKHU

MEXCETEBBIX IKpaHOB Ha nmpumepe Comodo
free firewall, KOHTPOJIb CETEBBIX MOAKITIOUCHHMA
(TCPview, netstat).

6|1.9. Knaccudukanun AHanu3 ys3BUMOCTEN ONEPALlMOHHBIX CUCTEM C
ysi3BUMOCTEN. CUCTEMBI OMOIIBI0 Nessus, SKCIUTyaTalusi KpUTUYECKUX
oOHapy>KeHHUsI BTOP>KEHU YSI3BUMOCTEH ¢ MOMOIIIbI0 HA00pa HKCIIOUTOB
IDS/IPS. metasploit framework.

711.10.DLP-cucremsr, DMZ, PaGota ¢ mporpaMmMoii ucciaenoBa-Hus U ayIuTa
DPI, aynut UB, 0€30MacCHOCTH CETH hmap, aHAIH3aTOPOM
TECTHPOBAaHUE Ha cereBoro Tpaduka Wireshark.
npoHukHoBeHune, WAF.

Hroro: 24

3.6.Conep:xanne J1adOpaTOPpHbIX padoT

1.5.1. MonenupoBaHue JOKAJIbHBIX KOMIIBIOTEPHBIX CeTell ¢ UCMOJb30BAHMEM CPe/bl
CISCO Packet Tracer (uactb 1). (A3: 4, CPC: 4)

®opma opranm3anuu: JlaGopatopHas pabota

1.5.2. MonenupoBaHue JOKAJbHBIX KOMIIBIOTEPHBIX CeTell ¢ HCNOJb30BAHUEM CPe/bl
CISCO Packet Tracer (uactb 2). (A3: 0, CPC: 4)

®opma opranm3anuu: CamocTosTenbHast paboTa

1.6.1. Ynanenue nHpopmManum, 3aTHPaHUEe CBOOOTHOI0 MeCTa, OUMCTKA peecTpa,
co3nanme 3ammn@poBaHHbIX KOHTeiiHepoB. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocTosTenbHast paboTa

1.7.1. IlpumeHeHHe PA3JIUYHBIX TUIIOB AHTUBHPYCHBIX MPOrPaMM M YTHJIUT ISl 00pPbObI
¢ BPeIOHOCHBIM NMPOrpaMMHbIM o0ecniedeHueM. (A3: 12, CPC: 4)

®opma opranm3anmuu: JlaGopatopHas padbota

1.8.1. H3yvyeHue NPUHUUINOB YCTAHOBKHU M HACTPOMKHN MeKCeTeBbIX IKPAHOB HA
npumepe Comodo free firewall, koHTposb ceTeBbIX MoaKIAOYeHU (TCPview,
netstat). (A3: 8, CPC: 4)

®opma opranmzanun: JlaboparopHas paboTa

1.9.1. AHaJu3 ya3BUMOCTei ONEPAIMOHHBIX CHCTEM C MOMOIIbI0 Nessus, IKCITyaTanust
KPUTHYECKHUX YSI3BUMOCTEil ¢ MOMOIIBIO Ha0opa IKCIVIOUTOB metasploit
framework. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocTosTenbHast paboTa

1.10.1. Padora ¢ mporpamMmoii ucc/jie0Ba-HUs U ayiuTa 0€30MaCHOCTH CeTH nmap,
aHaauszaropom cereporo tpaguxa Wireshark. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocTosTenbHas paboTa

3.7. KypcoBbie paGoThl M MPOEKTHI M0 IUCHUIIINHE
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3.8. [IpomeikyTOUuHaAsl aTTeCTAIUA
1. Dx3ameH (7 cemecTp)
Ipukpensiennsie gpaiianr:  [Ipumeps! Bonpocos.pdf

4. MTEPEYEHDL YYEBHO-METOINYECKOTO OBECIIEYEHUS
JIJ151 CAMOCTOSITEJABHOM PABOTBI OBYYAIOIMXCS 11O
TV CHUILIAHE

1. OcHOBHas ¥ JOMOJHUTEIBHAS TUTEPATYpa MO AUCIUTLIINHE

2. Pecypchl nHGOpMaIMOHHO-TEIIEKOMMYHUKAIIMOHHOM ceTH «IHTepHeT».
3. Pecypcel HayuHO-TexHUYEeCKON Oubmmorexku MAM.

4. ndopManinoHHbIE CTEH/IBI KaeIphl.

5. ®OHJ OLIEHOYHLIX CPEJICTB JJ1s1 TIPOBEJEHUS
MPOMEKYTOUYHOM ATTECTALIUYA OBYYAIOIMXCS MO
TV CHUTILIAHE

OnucaHue nokasareyie, KpuTEpUr OLECHUBAHUS KOMIIETEHIIUA W OMMCAHUE LKA
OIICHUBAHUS OCYIIECTBIISIIOTCS B COOTBETCTBUU ¢ [TonoskeHneM 0 OaTbHO-PEUTHHTOBOM
CUCTEME OIICHKU PE3yJbTaToB 00y4eHus cTyneHToB no nucturuinae ([Tpukasz Ne42 ot 04.04.2014
«O0 yTBepKICHUH MOJI0KEHUS «PEUTHHT 1O AUCITUTUTHHEY ).

JU1s OLleHMBaHUSI MHTETPUPOBAHHBIX U MIPAKTUKO-OPUEHTUPOBAHHBIX 3aJJaHUN
00y4YaroIIMXCs UCMIOB3YIOTCS clenyromue kputepun nmo 100-6amibHOiM mKane:

1. ®opmynupoBaHuE IPEICTaBICHHON HH(OPMAITH B BUJIE TTPOOIIEMBI;

2. Ilpennoxenue crocoba pemeHus npoodIeMsl;

3. OGocHoBaHue criocoba peneHus: IpoOJIeMBb;

4. JleMoHcTpanus croco0a pemeHus mpooaeMbl.

OueHuBaHUE OCYIIECTBISETCSA MO CIEAYIOUIEH IIKae:

100-6annpHas mIkaga Pe3ynprar ocBOCHMS
MeHee 40 Kpurepmnii He copmupoBan
41-70 Kputepuii yeTko He BbIpakeH
71-100 Kpurepuii BbpakeH 4eTKO
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Jl1st olleHMBaHUS CUTYaIIMOHHBIX 3aIaHUI MCTIONB3YETCS CISMYIONIas IKaja;

100-6amipHas mkana Pesynbrar ocBoeHuUs

oOyyaronuiics He MOXKET chopMynupoBaTh MpoodIEMY,
MmeHee 30 IIPEJICTABICHHYIO B 3aJaHUU

oOyuaronuiics opMynupyeT MOCTaBICHHYIO 3a/1a4y, Y HETO
c(hOpMHPOBaHBI N30JIUPOBAHHBIC 3HAHUS H YMEHUS, OTHAKO

OTCYTCTBYIOT MHTETPHPOBAaHHBIC TIOHATHS U HABBIKH, B
pe3ynbTare 4ero JOMyIIeHbl OUTMOKY B PEIICHUH U 3aJJaHHe
31-50 HE BBINOJIHEHO

3aJJaHKE BBIMIOJHEHO, 00yYarOMUACs IPUMEHSET 3HAHUS
JUISL PEeLICHHUs TIOCTABICHHON POOIEeMBbI, OJHAKO HE
c(hOpMHUPOBaHBI KOMIIETCHIINH, BCJICCTBUE YETrO
00yJaroNuiics NCTIBITHIBACT 3aTPYAHEHUS B IEMOHCTPALUU
51-80 CIIoCO0OB pEIICHUS 33/1auu

3aJJaHME BBIIIOJHEHO KaK B TEOPETHUECKOM, TaK U B
NPaKTUYECKOM IUIaHe, 00yYaromuiicst JIerko
JIEMOHCTPHUPYET CBOIO KOMIIETEHTHOCTH 110 IaHHOMY

81-100 BOIPOCY

CDOHI[BI OILICHOYHBIX CpC,Z[CTB, ITO3BOJIAIOIIIMEC OLICHUTDH pe3y.TH>TaTI>I O6y‘ICHI/ISI, BKJIHOYAKOT B
ceost:

* BOIIPOCHI K IPOMEKYTOUHOM aTTeCTaIuH.

[lepeuenb kOMIIETEHIMI U 3TANbl KX GOPMHUPOBAHUS MPUBEACHBI B ClIEAYIONIEH TabuIIe:

Jrtansl popMHUPOBAHMA
N Hugp Komnerenuus KOMIIETCHIIUH

—

OIIK-5 Crnoco0eH pemarh CTaHIapTHBIC CemecTp -
3a1a49u IpodheCCHOHATBEHOM
JeSITEIbHOCTH HA OCHOBE
WH()OPMAITIOHHOHN 1
ounbnmorpahu4ecKoil KyJIbTyphl C
NpUMEHEHUEM
UHPOPMAITMOHHO-KOMMYHUKAITIOHHBI
X TEXHOJIOTHI ¥ C YYETOM OCHOBHBIX
TpeboBaHMi HHPOPMAITHOHHOM
0e30macHOCTH

Bonpockl K NPOMeKYTOYHON aTTeCTAallMKU
"3amura uHpopMauu"
1. Jxk3ameH (7 cemecTp)
Ipukpensiennsie gpaiianr:  [Ipumeps! Bonpocos.pdf
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6. IEPEYEHHb OCHOBHOM U JONOJTHUTEJIBHON YYEBHON
JINTEPATYPBI, HEOBXOJIVMOM JUIsI OCBOEHUSA
NTUCLUIIINHBI

a) Ocnognas numepamypa:

* 1. IHanerun B. ®@., Unpopmannonnas 6€30MaCHOCTh KOMITBIOTEPHBIX CUCTEM U
cereit [DnexTpoHHbIH pecype] : Yuebnoe nmocodbue / B.®. Hlansrun. M.: U1 ®OPYM:
NH®PA-M, 2012. - 416 c. Pexxum noctyna: http://znanium.com/bookread.php?book=
423927

2. bamsl, I1. H. Madopmanmonnas 6€30macHOCTb U 3aIInTa HHQOpMaIuu
[Onexrponnslii pecypce] : Yuebnuk / [1. H. bamsl, A. B. babam, E. K. bapanosa. - M.:
PUOP, 2013. - 222 c. Pexxum poctyna: http://znanium.com/bookread.php?book= 405000
3. NudopmanmonHas 6€30MacHOCTh U 3alIuTa HHPopMalun : yueonoe nocodue / A. C.
Mun3os, C. B. boOsiesa, [1. A. Ocumnos, A. A. [TonoB. — Jlyona : [ocynapcTBeHHBIN
yHuBepcureT «Jlyonay, 2020. — 85 c¢. — ISBN 978-5-89847-608-3. — Texcr :
ANEKTPOHHBIH // JIaHb : 37eKTpoHHO-0MONMoTednas cucrema. — URL:
https://e.lanbook.com/book/154490 (nata obpamenus: 07.12.2021). — Pexxum gocryna:
JUISL AaBTOPU3. TTOJIb30BATEIICH.

0) /lononnumenvnaa tumepamypa:

* 1. XKykosa M.H., Ynpasnenue nadopmarrionHoi 6ezonacHoctsio. Y. 2. YpasneHue
WHIUACHTaMHA WH()OPMAITMOHHON 0e30macHOCTH [ DNeKTPOHHBIN pecypc] : YueOHoe
nocobue / M.H. Xyxkosa, B.I". )Kyxos, B. B. 3onorapes. - Kpacnosipck : Cub. roc.
a’pokocMmuy. yH-T, 2012. - 100 c. Pexxum noctyna:
http://znanium.com/bookread.php?book=463061

2. Kysuenos, U. H. busznec-6e3onacHocTth [DnekTpoHHbIN pecypce] : [IpakTuueckoe
pyxoBozactso / M. H. Ky3uenos. - 3-e uzna. - M.: JlamkoB u K, 2013. - 416 c¢. Pexxum
nocryna: http://znanium.com/bookread.php?book= 430343

3. Jleontses, A. C. 3amuta nadopmanuu : yuedHoe mocodue / A. C. JIeoHTbeB. —
Mockga : PTY MUPDA, 2021. — 79 c. — Tekcr : anekTpoHHsbIit // JIaus :
aNeKTpoHHO-Oubmmoreunast cucrema. — URL: https://e.lanbook.com/book/182491 (nara
obpamienus: 07.12.2021). — Pexxum noctyna: it aBTOpU3. MOJIb30BaTENICH.

7. IEPEYEHDL PECYPCOB
WH®OPMAIIMOHHO-TEJEKOMMYHUKALIMOHHOI CETH
«MHTEPHET», HEOBXOJIUMBIX J1J151 OCBOEHUS
JUCHUIIIAHBI

st obecriedeHnst 00pa3oBaTeNLHOTO Mpoliecca Mo TUCIUIUTMHE 00yYaronIMCst
MPEIOCTABISICTCS BOBMOKHOCTh KPYIIIOCYTOUHOTO TUCTAHIIHOHHOTO WHIANBUAYATHHOTO
JOCTyTa K 3JICKTPOHHBIM OMOIMOTEUHBIM CHUCTEMAM M3 JIF000H TOUKH, B KOTOPO UMEeTCs
noctyn K cetu « THTepHeT.

HaumenoBaHue pecypca | NuTepHeT-cchlIKA HA pecype

"ZNANIUM.COM"

HoroBop Ne 4855 56¢/027-1-3200-20 ot 08.12.2020 ¢ http://znanium.com
OO0 "3HAHUYM" C «18»12.2020 . mo «17»12.2021 r

HoroBop Ne 56¢/027-1-3026-21 ot 22.12.2021 ¢ OO0 https://znanium.com/
"SHAHUYM" C «15»12.2021 . mo «31»12.2022 r

Horosop Ne 36¢/027-1-2586-22 ot 07.12.2022 ¢ OOO
"SHAHUYM" C «20»12.2022 . o «31»12.2023 r
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00O "NU3nareancTBo Jlannp"

Horosop Ne 027-1-0234-21 or 18.02.2021 roga ¢ OOO
"U3narensctBo Jlanp" C «22 » 02.2021r mo « 21»
02.2022r

e.lanbook.com

Horosop Ne 027-1-0234-21 ot 18.02.2021 roga ¢ OOO
"OBC Jlanp" C «22 » 02.2021r. mo « 21» 02.2022

Horosop Ne COb 027-0-0400-21 ot 15.09.2021 rona c
000 "9BC Jlanp" C «15 » 09. 2021r. mo « 14» 09.2024

Horosop Ne 027-1-0169-22 or 07.02.2022 roga ¢ OOO
"U3narensctBo Jlanp" C «22 » 02.2022r. o « 21»
02.2023r

Horosop Ne 027-1-0168-22 or 07.02.2022 roga ¢ OOO
"OBC Jlanp" C «22 » 02.2022r. mo « 21» 02.2023

00O "DuexTponnoe m3naTeabcTBo FOPAUT"

DnextpoHHas 6ubmroreyHas cuctema FOPAWIT. DBC
"JlerenpapHpie KHUTH"

http://biblio-online.ru,
https://biblio-
online.ru/catalog/legendary

Joroop Ne 027-1-3191-20 ot 04.12.2020r OOO
"Onexrponnoe uzaarenbctBo FOPAUT" nst CIIO C
«04»12.2020 1. mo «03»12.2021

https://urait.ru/

Joroop Ne 027-1-3194-20 ot 04.12.2020r. ¢ OOO
"OnexrponHoe uznarenbctBa KOPAUT" C «04»12.2020 1.
no «03»12.2021 r

https://urait.ru/

Joroop Ne 027-1-3034-21 ot 03.12.2021r OOO
"Onexkrponnoe uzaarenbctBo FOPAUT" C «04»12.2021 1.
o «03»12.2022 r

https://urait.ru/

Horoop Ne 150-1-3269-21 ot 10.12.21 OOO
"Onexrponnoe uzaarenbctBo FOPAUT" niist CI1IO

https://urait.ru/

Joroop Ne 027-1-2554-22 ot 01.12.2022r OOO
"Onexkrponnoe uznarenbctBo FOPAUT" C «04»12.2022 1.
no «03»12.2023 r

Horosop Ne 5537 ot 25.11.2022 OOQO "2nexTpoHHOE
n3narenscTBo JOPAUT" noia CITIO

DJIeKTPOHHAS OMOIMOTEKA

MAHN

OnexTtponHas 6ubnuoreka MAU (cooctBernocts MAN).
JInnensuonnslil norosop Ne 0267-HNY-13 or
11.12.2013 . ¢ OO0 "ara Dkcmpecc "Ha IpaBo
UCIIOJIb30BaHMs porpammsl 111 OBM
ABTOMaTH3MPOBAaHHAS WHTETPUPOBAHHASI OMOIHOTEUHAs
cucrema (AUBC) «Merallpo» (ans pa3mereHus
OnekrponHoi OubanoTexn MAUN)

https://elibrary.mai.ru/MegaPro/We
b

ueKkTpoHHast Onbamnorexka Koncopunyma apoxkocmMuuyeckux By3os Poccun

OnexrpoHHas 6ubnmoreka Koncopumyma
a’pOKOCMUYECKUX By30B Poccun.

Comnamenue o co3nanuu Koncopimyma By30B Poccun
"HanwmonanbHbI# 00BETMHEHHBIA a9POKOCMHUUYECKUIN
yHuBepcutet” ot 03.09.2012 r. JloroBop 0 ceTeBoM
B3auMonencTeuu ot 15.12.2014 r.

Cornamenue ot «03»09.2012 r. 6eccpouHo
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buoaunorexa POOU

Bu6nuoreka POOU |http://www.rfbr.rw/rffi/ru/library
Ennnoe okHO 10cTyna Kk o00pa3oBarejibHbIM pecypcam
Enunoe okHO JocTyna K 00pa3oBaTelIbHBIM pecypcaM |http://window.edu.ru/
Polpred.com
Polpred.com. O630p CMU |http://p01pred.c0m
00O "PYHOB"
Horosop Ne 027-1-3051-20 ot 07.12.2020 ¢ OOO http://elibrary.ru

"PYHDB" C «07»12.2020 r. o «06»12.2028

Horosop Ne 027-1-2895-21 ot 03.12.2021 ¢ OOO
"PYHDB" C «03»12.2021 r. mo «02»12.2039

Jorosop Ne 027-133215-22 o1 20.12.2022 ¢ OOO "HOB"
C «20»12.2022 1. o «19»12.2030

00O "HannonanbHblii nugposoii pecypc "Pykont"

JHoroop Ne PKT-054/20/027-1-1129-20 ot 30.05.2020 ¢ |http://text.rucont.ru/
OO0O "HanmonansHserii mudpoBoit pecype "Pykont" C
«01»06.2020 . mo «31»05.2021 r

Horoop Ne 027-1-1235-21 ot 01.06.2021 ¢ OOO https://text.rucont.ru/
"Hanumonanenerit iudpoBoit pecype "Pykont" C
«01»06.2021 r. mo «31»05.2022 r

Horoop Ne 027-1-1467-22 ot 09.06.2022 ¢ OO0 https://text.rucont.ru/
"Hanwmonanenerit udpoBoit pecype "Pykont" C
«01»06.2022 r. mo «31»05.2023 r

oI'BY "PI'B"

JloroBop o mpenoctaBieHuu aocryna k Hanmmonanesno#t  |http://H306.pd
anekTpoHHou 6ubamoreke (HOB) Nel01/HOb/2139 ot
13.11.2018r. ¢ ®I'BY" PI'B" C «13»11. 2018 . mo «12»
11.2023

HIT HOUKOH

Cormamenue Ne 715 J1C-2011 ot 16.05.2011 o http://archive.neicon.ru
corpynHudectse B Koncopuuyme HOUKOH C «16»
05.2011 r c aBTOMaTHYECKUM MPOTICHUEM
Hanwmonansaas noamnucka Ha-2021 r ¢ POOU
I'ocynapctBennoro 3ananus Ne 075-00011-20-00

Web Of Science- https://apps.webotknowledge.com https://apps.webofknowledge.com
Scopus- http://scopus.com http://scopus.com
Elsevier-http://www.sciencedirect.com, http://www.sciencedirect.com,
http://www.elsevierscience.ru/products/science-direct, http://www.elsevierscience.ru/
https://www.elsevier.com/solutions/sciencedirect/content/ |products/science-direct,
journal-collections, https://www.elsevier.com/solutions
https://www.elsevier.com/solutions/sciencedirect/content/ |/
backfile-collections sciencedirect/content/journal-collec
tions,

https://www.elsevier.com/solutions
/sciencedirect/content/backfile-
collections

http://rd.springer.com,
http://www.springerprotocols.com
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Maremarndeckas 0a3a maHaelx zbMATH:
http://zbMATH.org

American Chemical Society (ACS)-
https://www.acs.org/content/acs/en.html

American Institute of Physics (AIP)-
https://www.scitation.org/

American Physical Society- https://journals.aps.org/about

EBSCO Publishing (baza CASC)-
http://search.ebscohost.com

Cambridge University Press (CUP)-
https://www.cambridge.org/core

IEL n3narensctBa IEEE (Institute of Electrical and
Electronics Engineers , Inc.)- https://ieeexplore.ieee.org
INSPEC xomnanuu EBSCO- INSPEC

Institute of Physics (IOP) uznarensctea IOP Publishing-
https://iopscience.iop.org/

MathSciNet American Mathematical Society-
https://www.ams.org/home/page

Optical Society of America (OSA)-
https://www.osapublishing.org/about.cfm

Oxford University Press-
https://academic.oup.com/journals/

ProQuest Dissertations & Theses Global-
https://search.proquest.com/index

ORBIT Intelligence - 6a3a nanapix QUESTEL-
https://www.orbit.com/

SAGE Publication- https://journals.sagepub.com/

Annual Reviews Science Collection (AR)-
https://www.annualreviews.org

JSTOR- www.jstor.org

Wiley. John Wiley & Sons.-
https://onlinelibrary.wiley.com/

Haunonaanuasa noanucka Ha 2022 r ¢c POOU
T'ocynapcTBeHHOro 3a1aHusA

http://zbMATH.org
https://www.acs.org/content/acs/
en.html

https://www.scitation.org/

https://journals.aps.org/about
http://search.ebscohost.com

https://www.cambridge.org/core

https://ieeexplore.ieee.org

https://iopscience.iop.org/
https://www.ams.org/home/page
https://www.osapublishing.org/abo
ut.cfm
https://academic.oup.com/journals/
https://search.proquest.com/index

https://www.orbit.com/

https://journals.sagepub.com/
https://www.annualreviews.org

WWW.jstor.org
https://onlinelibrary.wiley.com

Springer Nature:

1. eBoock Collection: xypHaibl, KHUTH -
https://link.springer.com

2. Konnexiust )KypHasioB 1 6a3bl JaHHBIX Springer
Nature: https://link.springer.com

Begell House Inc.

https://www.dl.begellhouse.com/collections/6764f0021c0
5bd10.html

China Academic Journals |(CD Edition) Electronic
Publishing House Co., Ltd: https://ar.cnki.net/ ACADREF
Institute of Electrical and Electronics Engineers:

https://link.springer.com

https://www.dl.begellhouse.com/
collections/
676410021c05bd10.html

https://ar.cnki.net/ ACADREF

https://ieeexplore.ieee.org/Xplore/

https://ieeexplore.ieee.org/Xplore/home.jsp;
https://ieeexplore.ieee.org

home.jsp;
https://ieeexplore.ieee.org
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EBSCO.
INSPEC:

1. Ba3a maunaeix Academic Search Premier

https://www.search.ebscohost.com/  |https://www.search.ebscohost.com/

2. baza nannbix eBook Academic Collection
3. eBook EngineeringCore Collection

ORBIT Intelligence |- 6a3a nanupix QUESTEL: https://www.orbit.com/
https://www.orbit.com/

SAGE https://journals.sagepub.com/ https://journals.sagepub.com/
Publication:

Wiley: |https://onlinelibrary.wiley.com/ https://onlinelibrary.wiley.com/

8. METOANYECKUE YKA3ZAHUA IS OBYUYAIOIIUXCA 110
OCBOEHHIO JUCIIUIIJINHbI

D deKkTUBHBIM CITOCOOOM Pa3BUTHS TBOPUYECKHUX CIIOCOOHOCTEH CTYJIEHTOB MPHU U3YUECHUHN
JTUCLUILTMHBI SBJISIETCS CaMOCTOsITeNIbHAs paboTa, KOTopasi HalleJieHa Ha PopadboTKy
CTyJIEHTaMH MaTepHasia MpOoIIeIINX KOHTAKTHBIX 3aHATUH U MOATOTOBKY K MPEICTOSLIIIM
3aHATUSM.

CamocTtosTenbHast paboTa CTyJ€HTOB IPOBOJUTCS UMH B COOTBETCTBUU C COOCTBEHHBIMU
BO3MOXKHOCTSIMH. MOXHO, OZJHAKO, PEKOMEHI0BAaTh TPYIIIOBOE U3yUEHHE MAaTepUaOB,
o0ecreurBaroIee COBMECTHYIO pa0OTy HECKOJIBKUX CTYIEHTOB, YTO MOJI0KHUTEIHHO BIUSET HA
Ka4eCcTBO MPOpadOTKH MPOrpaMMbl Kypca.

B To ke BpeMs BbICOKasl CTENIEHb YCBOCHUS U3y4aeMOU TUCIUIUINHBI JOCTUTAeTCs MpU
MMOCTOSTHHOM paboTe CTYACHTOB HaJl TEKYIIIMM MaTepuaioM. B 3To# CBs3M jkenaTebHa
npopaboTKa JIEKIIMOHHOTO Marepuaia B JIeHb €0 IPOYTEHUs, UTO IMO3BOJISET, BO-TIEPBBIX,
OTIepaTUBHO (Ha CJIEIyIOIIeH JeKIIMN) CHUMAaTh BOSHUKAIOIINE BOIIPOCHI U, BO-BTOPBIX,
co3/1aBaTh Oarak 3HaHUW MO JUCIUIUIMHE 3300 10 MPOMEXYTOYHON aTTeCTALIHH.

[Ipu MOArOTOBKE K MPAKTUUECKUM 3aHATHUSAM TakKe He0OXoIuMa NpopadoTKa JEKIIMOHHOTO
MaTepuaia. To MO3BOJIUT OCO3HAHO pabOTaTh C MpeAaraéMbIM MaTepHUaioM MIPEToAaBaTeIeM
Ha MPaKTUYECKOM 3aHATHUH, a, CIeI0BaTeIbHO, 3aKJIabIBaTh 0a3y METOIMK U MPUEMOB MIPH
pElIeHNN IPAKTUYECKUX 3aj1ay.

[Ipu u3yyennn Matepuaia HeOOXOIMMO JIeIaTh aKLEHT He Ha 3a3yOpHMBaHUU MaTepHana, a
Ha TIOHUMaHUe ero (pU3NUecKoil CyTH, YTO Pa3BUBAET MBIIICHUE U TTO3BOJISIET TOHSTh
METOOJOTHIO U3y4aeMOU TUCIUIIINHBI.

9. IEPEYEHb MH®OPMAIIMOHHBIX TEXHOJIOT U,
NCHOJIB3YEMBIX ITPU OCYINECTBJIEHUUA
OBPA3OBATEJIBHOI'O NTPOLECCA 1O INCHUIIVIMHE

JlucuuIuinHa OpeMHTHPOBaHA Ha IPUMEHEHNE KOMITBIOTEPHOH TEXHKH, PECypCOB
nH(pOpMAITMOHHO-TEJIEKOMMYHHUKAITMOHHON ceTh "MHTepHeT", anekTponHoi onbamnoreku MAU
JUTsI TIOUCKa, cOopa, XpaHeHus, 00pabOTKH | MpeACTaBICHUS HHDOpPMAITHH.
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HpoepaMMHoe oﬁecneltenue, I/IHmepHem-pecypcu, JIeKmMpoHHble OubuOmeuHble CUCHEMDL:

[TporpammHoe obecrieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;
— Comodo free firewall;

HNuTtepHeT-pecypcesl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. MATEPUAJTBHO-TEXHUYECKOE OBECIEYEHUE
JUCHUIIIAHBI

1. JIexuimoHHBIE 3aHATHSA
1.1.  KoMIuIeKT 3JIeKTpOHHBIX MTPE3CHTAINI/CIaiiI0B.
1.2.  Ayautopwusi, OCHaIICHHAs MPE3EHTAIIMOHHON TEXHUKOH (MPOEKTOP, IKPaH, KOMITHIOTED)

2. JlabGopaTtopHbie pabOTHI

2.1.  Ayautopwusi, OCHaIICHHAs! IPE3EHTAIIMOHHON TEXHUKOH (TIPOEKTOP, SKpaH, KOMITBIOTED).
2.2. TlepcoHanabHbIe KOMIBIOTEPHI — 27 pabOYMX MECT.

2.3. JlokanbHas BBIYMCIUTENBHASA CETh C JOCTYNOM B IHTEpHET.

3. IlpakTuueckue 3aHATHUS

3.1. KoMnblOTEepHBII Kiacc.

3.2. [IlpesenranmoHHas TeXHUKA (MPOEKTOP, FIKPaH, KOMITBIOTED).

3.3. Ilakets [10O o6mero Haznauenus (TexcToBbiii pexakTop — Microsoft Word),

3.4. Cnemumamusupoannoe [10: I10 qis mmdposanus va nety TrueCrypt, aHTHBUPYCHBIE
ytuuThl Kaspersky Virus Removal Tool, DrWeb Curelt, mexxcereBoii sxkpan Comodo free
firewall, omepannonnas cucrema Jyis mpoBeaeHus aynuta 6e3onacuoctu Kali Linux.
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Hpnnoxenne 1
K padoueii nporpaMMe JUCHUTIJIHHBI
«3amuTa nHOOpMAaITUN

AHHoOTauus padoyeil MporpaMMal

JucuumuinHa "3ammra uHGopmanuun" sisercs yacTtbio "bioka 1 Jucrummunasr"
JMCLUIUIMH TIOATOTOBKU CTYACHTOB 10 HampasieHuto noarotoBku 09.03.01 "Mndopmaruka u
BBIUMCIUTENbHAS TeXHUKA". JluciuminHa peanusyercs Ha "MOCKOBCKOIO aBUalluOHHOTO
MHCTUTYTA (HAIIMOHAIBHOTO MCCIIEI0OBATEIbCKOTO YHUBEpcuTeTa)" Kadeapoii (kapeapamu) .

JlucuumuinHa HaresieHa Ha popMupoBaHue cienyromux komnerenuii: OITK-5.

ConeprkaHne AMCUUIIIIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBSI3aHHBIX C: ~-OCBOCHHEM
NOHATUI HH(pOpMaMOHHAsE 6€30MaCHOCTh, KOH(DUICHINAIBHOCTb, IIEIOCTHOCTbD, JOCTYITHOCTh
uH(pOpPMaLUH, yrpo3a, aBTOMAaTU3UPOBAHHAS CUCTEMa, HECAHKIIMOHUPOBAHHBIN TOCTYII,
aJIMUHUCTpaTop 0€30MaCHOCTH, OJIUTUKA O€30MTaCHOCTH, PEXKUM Pa3TPAHUUYCHUS TOCTYyIA,
ME)KCETEeBBIE KPaHbl, CHCTEMbI OOHAPY)KEHUS BTOP)KEHUH, KilacCU(hUKAIIUH YSI3BUMOCTEH
IPOrpaMMHOTr0 o0ecriedeHus1, ayTeHTH(PHUKALNS, HASHTU(DUKAIUS, aBTOPU3ALINS;

- U3yYeHHEM OCHOBHBIX NMPHHLUIOB oOecneueHns HH(POPMALMOHHOM O€3011aCHOCTH, TUIIOB
MEKCETEeBBIX IKPAHOB, KJIaCCH(PHUKALUK yrpo3 HH(OPMALUHY, TPYIIIBI TIEPCOHAIBHBIX TAaHHBIX,
KaTeropuy BPEJOHOCHOTO MTPOrpaMMHOI0 oOecrieueHusl, Ha3HaYeHUEe U OCHOBHbIE (DYHKIIUU
DLP-cuctewm;

- IPUMEHEHHEM CKaHEepPOB YSA3BUMOCTEH 1 0OHApyKeHHS TEKYLIUX YSI3BUMOCTEH B
MH(POPMALMOHHBIX CUCTEMAX, MTOJyYeHHE HABBIKOB MOJICTUPOBAHHUS JIOKAIBbHBIX KOMITBIOTEPHBIX
cereli ¢ ucnosnb3oBanuem cpeasl CISCO Packet Tracer;

- MOJTyYCHUEM HaBBIKOB Pa0OTHI C NMap — HHCTPYMEHTOM HCCIIEIOBAHUS U ayuTa 0e301MacHOCTH
CETH, ABJIAIOLIMMCS TaKkKe CKaHEPOM IIOPTOB;

- OCBOCHHUEM pa3IMYHBIX TUIIOB aHTUBUPYCHBIX MIPOTPaMM U YTHIIUT /7151 OOPBHOBI ¢
BPEIOHOCHBIM IPOTPaMMHBIM 00€CTIEUeHUEM;

- U3y4YEHHEM IIPUHILIUIIOB YCTAHOBKH U HACTPONKH COBPEMEHHBIX MEXKCETEBBIX IKPaHOB Ha
npumepe Comodo free firewall.

- IOJTyYeHHUEM 3HAHUN 0 MeXIyHapoaHbIX cranaaprax, [OCTax u genepaibHbIX 3aKOHAX
Poccuiickoit denepannu B 00JaCTH 3aIIUTHI HHPOPMALIUH.

[IpenonaBanue AUCHUILTUHBI IPEyCMaTPUBACT CIIEAYIONIE (HOPMbI OPTaHU3AIH
yuebHoro nporiecca: Jlekuus, CamocrosarenbHas pabota, [Ipakruueckoe 3anarue, JlaboparopHas
pabora.

IIporpaMMo# IUCHUIUIMHBI IPEAYCMOTPEHBI CIEYIOIINE BUIbI KOHTPOJIS: IPOMEXYTOUHAS
arrectanus B popme Dx3ameH (7 cemecTp).

OO01mast TpPyI0eMKOCTh OCBOCHHUS JUCIUILTAHBI COCTABISIET 5 3a4eTHBIX equHuIl, 180 Jacos.
[IporpamMmMoit AUCIUIUIMHBI TPEAYCMOTPEHBI JeKIUOHHBIE (14 yacoB), npakTuieckue (4 4acos),
naboparopusie (24 yacoB) 3aHsaTHs 1 (102 yacoB) CaMOCTOSTENBHON pabOTHI CTY/ICHTA.
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Hpnnoxenue 2
K padoueii nporpaMMe JUCHUTIJIHHBI
«3amuTa nHOOpMAaITUN

IIpukpensieHHbie Paitabl
IIpumepsl Bonipocos.pdf
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IIpumepsbl Bonpocos.pdf

[Tpumepsl BOITPOCOB, 33/1aBa€MbIX B paMKax KOHTPOJIS:

1.

SER

Xapakrepuctuka crangapta [OCT P MCO/M3K 15408.

Cratuyeckue U JUHAMHYECKHE METO/Ibl OMOMETPUUECKON UACHTU(DUKAIIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHIum padboThl, OCHOBHBIC TOHSTHS.
OnHOCTOpPOHHS X3MI-(QYHKIHS. TalHKECT COOOIIEeHHS, MpUMEeHEeHHe coBMecTHO ¢ DIIIT.
Bpenonocnoe I10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunnun paGoTsl, OCHOBHBIE ITOJICHCTEMBI.





